Safe-T-Net Frame Relay Dial Backup with ATLAS and the
IQ series

I ntroduction

Safe-T-Net provides a complete disaster recovery solutioririone relay networks.
Safe-T-Net, when deployed through the ADTRAN ATLAtem, allows end-users to
be proactive in their disaster recovery plans lsigieng a comglete dial-around-the-
cloud solution. In this technical support note, 81AS 800™"> will be backing up the
TSU IQ via ISDN. The configurations shown for th&LAAS 800 will work for the
ATLAS 550 and the ATLAS 818", The configurations shown for the TSU IQ will
work for the TSU IQ +, DSU 1Q, and IQ Probe. Thel@module for the TSU products
will be configured the same under the PVC Optiantha others, but an external terminal
adapter, such as the ISU 128, will handle thefdiattions.

Before You Begin

To perform this application, the ATLAS 888%810™"° must be at firmware revision
E.02 or higher, the ATLAS 550 must be at firmwageision B.01 or higher and the 1Q
products must be at firmware revision 3.28 or higfibese firmware files are attached to
this article in the knowledge base. In order tddading of B-channels on the ISDN dial
backup call, an IMUX module is required in the ATRA
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Configuring Timing

UnderSystem Config, configurePrimary Timing Sour ce to take timing from the frame
relay network, an@ackup Timing Sour ce to take timing from the PRI in case the frame
relay goes down. In the example network of Figyrihé frame relay line is connected to
Slot 0, Port 1, and the PRI is connected to SIétd{ 2. Therefore the timing will be
configured as shown in Figure 2 below.
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Configuring Packet Endpoints

1. UnderPacket Manager, Packet Endpoints, andConfig, create three packet
endpoints: one endpoint for the primary connectomthe frame relay cloud, one
endpoint for dial backup (DBU) to the Atlanta remstte, and a third endpoint
for dial backup to the Birmingham remote site. Cd®Brame Relay as the
Protocol for all endpoints as shown in Figure 3tHBie primary line and the
DBU endpoints will use RFC 1490 Frame Relay endagisa.

Frame Relay [+
Frame Relayw [+]
Frame Relay [+]
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2. Configure the primary frame relay endpoint by piregsenter> orConfig for
that endpoint. Seletiser for theSignaling Role of this endpoint. Select the
appropriatesignaling Type, eitherAnnex D or LMI, to match what the Frame
Relay Provider is using on their frame relay switlchthis example, the frame
relay switch is using Annex D signaling, as showikigure 4. If the signaling
type is not known, it may be setAaito.



ﬂtqu1]|nf unp Annex D
lUser P Timer (T391) 10

lUser Polls Per Status (H391)
User Bad Event Threshold (H3%2)
lser Event Window Size (HI%3)

Figure4

3. Configure the DBU endpoints by pressing <enterxonfig for each endpoint
and selectingff for theSignaling Role. There is no frame relay signaling over a
dial backup connection because there is no frantelsw the ISDN path to
respond to the polls. TH&gnaling Type may be left as default since it will not
be used (see Figure 5).
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4. Configure the Permanent Virtual Circuits (PVCs) ersublinks for each of the
three endpoints. Start with the primary packet entgoy pressing <enter> on the
Sublinks option for that endpoint. Name the PVC and erfterldcally significant



DLCI for each, as shown in Figure 6. In this exaeppthe PVCs are named for the
remote site location that the PVC is mapped tcherfar end of the frame relay
network. Press <enter> on t@enfig option of thisSublinks menu. By default,
thePrimary | Backup Selection should bePrimary.

1 Atlanta 16

2 Birmingham 1

Figure6

5. Now configure the PVC for each DBU endpoint by gpia theSublinks menu
for each DBU endpoint. When backing up Frame Rbkityeen an ATLAS and
an 1Q the DLCI for a DBU endpoint is the DLCI aetlemote site. There should
be only one DLCI or sublink for each DBU endpointthe example network
shown in Figure 1, the DLCI for both DBU endpoirg20. Figure 7 shows how
the Sublinks menu is configured for the Atlanta DBU endpoint.




Figure7

6. Now that theSublinks menu has been configured with DLCI numbers forttie
DBU endpoints, the endpoint must be declared aB@d éndpoint. Press <enter>
on theConfig option (as shown in Figure 7) for the sublink aemf the DBU
endpoints and seleBackup for thePrimary | Backup Selection option. Select
the primary endpoint to be backed up in Enemary Packet Endpt field. For the
Primary Sublink field, select the sublink to be backed up on gnathary
endpoint. Leav®ackup M ode configured forAuto and this will allow the
ATLAS to go into dial backup if one or more of theteria is met. The three
criteria areSwitch on Sublink Down, Switch on LM1 Inactive, andSwitch on
Backup Active. By default, all three criteria are set to YeseBackup Delay in
Seconds is the number of seconds that the ATLAS has tealé¢he failed criteria
before it goes into backup mode. TRestore Delay in Seconds is the number of
seconds that the ATLAS has to detect the primadpeimt active again before it
comes out of backup mode and switches back tortheapy endpoint. Figure 8
shows what th&ublinks/Config menu looks like as configured for the Atlanta
DBU endpoint. The configuration shown in Figuree8ects that this DBU
endpoint will be backing up th&lanta sublink of the primary¥R Cloud
endpoint. Configuration of the Birmingham DBU enap@ Sublinks/Config
menu looks similar, except that it will be backimg theBirmingham sublink of
the primaryFR Cloud endpoint.
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7. Return to thesublinks menu of the primary endpoint and press <enterthen
Config option for one of the sublinks. Note tHatable Backup Support is now
set toYes, andBackup Packet Endpt andBackup Sublink are now set to the
appropriate endpoint and sublink. This is autonadliicconfigured based on the
backup endpoint'Sublink/Config. LeaveBackup M ode configured forAuto and



this will allow the ATLAS to go into dial backup dne or more of the criteria is
met. The backup criteria and timer options dispiiegree the same as for the DBU
endpoints (see Figure 9).

ragmentalion
DLCT State Aulo : 3
Diagnostic Mode Pass-through Diagnostic Packets
Primary | Backup Selection Primary
Enable Backup Support Yes
Backup Packet Endpt Fr:zATL DBU
Backup Sublink ATL DEU
Backup Hode fluto
Switch on Sublink Down Yes
Switch on LMI Inactive Yes
Switch on Backup Active Yes
Backup Delay in Seconds 120
Restore Delay in Seconds 120

Figure9

Configuring Packet Connects

After all the packet endpoints are created andigaréd, the endpoints need to be linked.
In this example, we will be using the ATLAS' intatmouter. This will require a packet
connect from the primary endpoit|anta sublink, to the internal router, as well as a
packet connect from the primary endpoBitmingham sublink, to the internal router

(see Figure 10). If implementing an applicatiort th@es not use the internal router, an
additional packet endpoint would need to be crefdethe external router, then a packet
connect would be required between the primary fregteey endpoint and the external
router endpoint.
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Configuring Dedicated Maps

Now that the packet endpoints have been createtirdedi, the primary endpoint must
be mapped to a physical port on the ATLAS. Urdedicated M aps, press <enter> on
Create/Edit M aps, thenConnects. For theFROM Slt andPort fields, select the

physical slot and port to which the frame relaylifé will be connected. For tHeO
Sit/Sfield, selecPktEndpt. For thePort/PEP field, select the primary frame relay
endpoint. Press <enter> on feom Config field and designate the number of channels
to be used on the T1. In the example, all 24 cHarare being used, as shown in Figure
11. Figure 12 shows how ti@nnects menu looks as configured for the example in
Figure 1, which uses the internal router. If areexal router was being used, there would
be an additional entry in th@onnects menu which maps the external router endpoint to
the V.35 port.
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Configuring Dial Plan

1. Now that all of the primary frame relay connectitvasve been made, the inbound
and outbound DBU calls need to be configured. TREliRe that connects to
Telco will be configured oNetwork Term. ForFROM St andPort, select the
slot and port to which the PRI is being connecRrdss <enter> oBut#A ccept
and entef for theOutgoing # Accept which will allow any number to be dialed



out on that interface. In tHéce Config menu, theSwitch Type, First DS0O, and
Number of DSOs need to be configured with the information proddey the
ISDN service provider. For the example in Figura fyll PRI is being used with
a switch type of National ISDN (see Figure 13 aAjl 1
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2. The User Term must be configured with the DBU paekelpoint created earlier.
For Sot/Svc, selectPktEndpt. ForPort/PEP, select the DBU endpoint. Configure
I n#Accept to be the number that the remote site associaitbdivat DBU
endpoint will be calling if it goes into DBU. Berguto enter the exact digit string



that Telco will be sending in the call setup messéag thel fce Config menu, for
Out Dial Number, enter the number of the remote that the ATLASIsde dial
if it detects a failed criteria on the PVC for thamote. Configur&®oute
Incoming Call for Using DBU Handshake. If you want to bond B-channels in the
ISDN call, configureM in DSOs andM ax DSOs for the minimum number of
channels to be bonded and the maximum number ohetsito be bonded,
respectively. Since the remote TSU IQ BRI carchiméxample is capable of
bonding, we will configure the ATLAS to bond bothddannels, meaning that
Min DSOs andM ax DSOs will be set to 2. Note that bonding requires thELAS
800" to have an IMUX module. For the example in FigliréheUser Term
will look like Figure 15 and th&fce Config will look like Figure 16.
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Figure 16

Configuringthe TSU 1Q

1. To configure the remote site TSU 1Qs, telnet ormmant a terminal to the unit. The
unit may also be accessed using the front paneteder, for the purposes of this
technical note, we will use the telnet menus. Ur@anfiguration, DTE Port,
Physical Layer Options, verify that theCTS, DSR, andCD Options areForced
On, as shown in Figure 17.
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2. Under theFrame Relay Options of theDTE Port, Signaling Responses need to
be set tAAlways On, as shown in Figure 18. This allows the connedbietween
the DTE port and the router to maintain an activ€s) while the TSU IQ is
dialing to make a backup connectionSifnaling Responses is set ta~ollows
Net, the DLCI(s) between the DTE port and the routdirge inactive when the
network goes down and would be used if you warttedduter to do dial backup.
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3. UnderConfiguration, Network Port, configure thd®?VC Options to allow the
proper DLCI information to be passed to the ATLABen initiating dial backup.
DL CI must be configured for the locally significant DL@ the unit is already
connected to the frame relay line and is not innaJyou may verify the local
active DLCI in theView Statistics, DLCI List menu.DLCI List presents a real-
time display of DLCI numbers and their status {&&'Active, 'l' for Inactive) as
advertised by the service provider's frame relaycswDBU DL Cl must be
configured for the DLCI number of the far end ATL&8F™">. In other words,
theDBU DL CI is the primary endpoint DLCI of the host ATLAS 86¢°. For
the Atlanta remote sit®L Cl andDBU DL CI should be 20 and 16, respectively
(see Figure 19). For the Birmingham remote $eCl andDBU DL CI should
be 20 and 17, respectivelyBU Phone Number is the number that the TSU IQ
will dial when that PVC meets one or more of thelD&iteria. The remaining
options inPVC Config are for statistical purposes only and may bedgftefault.
Note: When using firmware revision 3.28 in the TSU I DBU Phone
Number is located undeConfiguration, Dial Backup, Phone Numbers.
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4. Configure the DBU options by going @onfiguration, thenDial Backup. Set
Auto DBU to Enable if you want the TSU IQ to automatically go int@adbackup
on a failed criteria condition. Und®BU Criteria, configure the criteria to be
used to decide when the TSU IQ will go into bacKTipe different types of
criteria are defined as follows:

With Network Eailure T1 alarm, such as Loss of Signal, Red Alarm, oeBlu

Alarm
With No LMI Frame relay signaling is down
* With PVC Inactive PVC goes to inactive state

* Not available in version
3.28

5. TheDBU Criteria needs to be set as shown in Figure 20 to allow 8ig IQ to
go into dial backup if there is a T1 failure ofrime relay signaling is lost
between the TSU IQ and the frame relay switch.
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5. In theDial Backup options, thd SDN Options, shown in Figure 21 below, must
be configured to allow the ISDN line to registetiwihe ISDN switch. The ISDN
service provider must give you the ISI3itch Type andSPID numbers. The
LDN numbers can be derived from t8@l D number by stripping off the area
code and using the next 7 digits. B¥Channel Bit Rate should bes4K unless
your ISDN service is restricted to 56K calls. Tihember of B-Channels should
be 1 unless the ATLAS 888’° has an IMUX module and is configured to do
bonding of B-channels.
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Completing the Application

Now that both sides have been configured to us&#fe-T-Net application, the units
should be tested to ensure proper functioning lkeeddrue outage occurs. The easiest and
fastest way to test dial backup is by removingTihdine from the TSU IQ and letting it
dial the ATLAS 808", After an ISDN connection is made, verify thatadand/or voice
works as normal to prove the path is good. If ihisuccessful, plug the T1 back in to
restore the main line. To ensure proper configaratin the ATLAS 803" complete

the same process of pulling the primary frame réteyon the ATLAS 800" to allow

it to initiate dial to the TSU IQ.

Using another ATLASIn placeof theTSU IQ

To use an ATLAS 808"S or ATLAS 550 at both the host and the remote ooat the
following modifications will need to be made to ttenfiguration discussed above.

1. From the main menu, go @ial Plan/User Term/IFCE Config(on theline that
containsyour Packet Endpoint)/Support DBU Handshake and change this
option toNO.

2. From the main menu, go Racket M anager/Packet Endpoints/Config and
locate the endpoint you have created for yourlabakup. On this endpoint, go to
Config/Signaling Role and make sure it is set @if.

3. From the main menu, go Racket M anager/Packet Endpoints/Config and
locate the endpoint you have created for yourlagakup. Go t&@ublinks/DL CI
and add the DLCI number that you are using. Thi€Dhumber will need to be
configured as the same number on both the hosteandte ATLAS units.

Sample Configuration Files

The sample configuration files (see below) are eptamof the application described in
this note. These files may not contain all the mmhtion options needed for your
specific application and are not meant to be useal\aorking configuration for a live
network.

WARNING: Loading these sample configuration files will ovgte any existing
configuration on your ATLAS product.

NOTE: Prior to loading a configuration file to the ATLA8isengage any modules
currently installed in the ATLAS. The configuratifire may contain modules configured
in certain slots which conflicts with modules irild in your ATLAS. If a configuration
file is loaded onto an ATLAS in which the configdrenodules do conflict with installed
modules, then the portion of the configurationtiatato those modules ports will not be
loaded.

Download the configuration



. Download the appropriate configuration bundle, Whgattached to this article,
according to which ATLAS product you have.

ATLAS 8007"° safe800p.exe
ATLAS 8107"° safe810p.exe
ATLAS 550 safe550.exe

. Save the executable file to an empty folder on yRDIis hard drive.

. Browse the folder where the file is saved. Exetiuefile by double clicking on
it.

. The configuration file and a readme.txt file wi# Butomatically extracted to the
c:\adtnutil\ folder on your computer.

. Please refer to the readme.txt file for full instrans on downloading the
configuration file to the ATLAS unit.



