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Overview

The Bluesocket Transparent 802.1x authentication offers client PCs the possibility to have a seamless logon
to their Windows domain and be automatically authenticated to the BlueSecure Wireless LAN over an
encrypted wireless connection.

From a user’s perspective, the implications of this approach are that they can move from a wired connection
to a wireless connection completely transparently. Also the solution provides a single sign on experience, no
additional credentials for the wireless connection are required.

The solution described in this tech note utilizes:

e BlueSecure Access Points (or 3" party APSs)

e BlueSecure Controller

e Microsoft Windows 2003 Enterprise Edition with built-in 802.1x compliant RADIUS server (IAS)

e Standard Windows “wireless zero configuration” supplicant on the client PC, i.e. no additional client
software is required over and above the built-in Windows 802.1X supplicant.

e 802.1x authentication with EAP-PEAP-MSCHAPV2

The approach uses a two step 802.1x authentication:
Step 1. Machine Authentication to the domain

Step 2: User Authentication via the standard Windows login prompt

The use of transparent 802.1X authentication method is required in order to provide the initial machine
authentication via 802.1X to the Windows domain and IAS. If only user authentication is required, you can
also select the Bluesocket'’s Internal 802.1x authentication method. See our tech notes about Internal 802.1x
Authentication and Single Sign On with 802.1x Authentication.

A separate LDAP query to the AD server can be used to dynamically place the users in a role based on their
returned AD attributes.

Required configuration steps:

1. Configure transparent 802.1x on Bluesocket Controller
Configure the Microsoft 2003 certificate infrastructure
Configure Active Directory for accounts and groups
Configure IAS server for 802.1X authentication
Configure Windows Wireless clients
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1. How to Configure Transparent 802.1X authentication on the BSC

The configuration on the BSC is simple and straight forward:
e an LDAP server for role placement

e Transparent 802.1X server for 802.1X authentication

e BlueSecure Access Points and SSID configuration

la LDAP Server

On the LDAP configuration, we specify what role to put users into based on their Distinguished Name, but
leave the default role as Domain Machines. This provides a simple mechanism for putting machines into a
separate machine role when they initially authenticate as machine.

Mapping LDAP/Active Directory attributes to roles
When a user successfully authenticates against the server the following rules are checked in numerical

order.
If a rule matches then the user is assigned the role, and no further rule is checked.

If no rules match, the user is assigned the default role.

if Attribute logic Value then Role is Row Management..
1 |distinguishedname| |contains | |OU=5taff BS5Staff Role b
2 |distinguishedname| |contains w | |0OU=5Student Student W
3 |distinguishedname| |contains w | OU=Faculty Faculty W
v w W
Default role
Domain Machines +
Role: Domain Machines
This role would allow access to just the Domain Controller and hence protect a stolen machine that’s
registered on the domain from being used to attack the network without the user logging on.
In the example below traffic is limited between the domain controller and 802.1x users (VLAN).
Policy  Action Service Direction Destination during with User Row Management...
Schedule Location
Allow % | |Any “ | |Bothways *| |Domain Controller | | Any v | (8021 ¢ A
2 W W o w* w* w* w*
3 w w w w* w* w w*

S

It may also be useful to only opening ports in the “domain machine” role (or un-registered role) for windows

authentication, so that the machine is allowed to talk to the domain controller on various NTLM ports
(Kerberos, MS-DS, Loc-srv, netbios and LDAP). The required ports are:

135 TCP RPC Distributed File System DFS

138 UDP NetBIOS Datagram Service Distributed File System Dfs
139 TCP NetBIOS Session Service Distributed File System Dfs
389 TCP LDAP Server Distributed File System Dfs

389 UDP LDAP Server Distributed File System Dfs

445 TCP SMB Distributed File System Dfs

445 TCP SMB Net Logon Dfs
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1b: Transparent 802.1x Server

The configuration of Transparent 802.1X server is very simple to configure; first we give it the address of the
RADIUS server (in this case 172.16.0.2):

Enable server
MName

|Transparent B02.1X server
Name to identify this server.
Transparent 802.1x server settings

Server address Port

[172.16.02 See hosts... | 1812

The IP address or DNS name of the Transparent 802.1x server.

Secondly, we specify that the LDAP server should be used for role placement:
Default role or using LDAP/Active Directory server
v| |LDAP |v|

Summary external authentication servers:

__Actions Enabled Name Default role Type Address
. I 5 [ :

il Va i‘ Yes Transparent 802.1% server [Domain Machines via LDAP] Transparent 802.1x 172.16.0.2
I Va i‘ Yes LDAP Domain Machines LDAP/Active Directory 172.16.0.2

1c: BlueSecure Access Points and SSID Configuration

We then configure the APs to act as the Authenticator for 802.1X. In this case, we are using BlueSecure
Access Points (BSAPs) and hence via the BSC, we create a new SSID for 802.1X that will be loaded onto

the BSAPs:

___Actions Radio Defaults SSID VLAN Authentication Cipher e

O Al “ ¥ | v | v v|

] & i‘ a and b/g BSC1_Trans8021x 100 WPA+WPAZ TKIP or AES-CCM
SSID VLAN

[BSC1_Trans2021x | (100

Enter S5I0 and VLAN tag (2-4094, 0 for no VLAN)

The important setting here is the security settings for which we select WPA (or WPA2) and TKIP (or AES).
Note the RADIUS server is configured to be the external Windows 2003 IAS RADIUS server.

Security Types

Authentication Type Cipher Type

WPA+WPA2 v| | TKIP or AES-CCM '+

RADIUS Settings

Address Port

1721602 |

Emnter the IP address or hostname of the RADIUS server,
If the field iz blank, the protected IP addreszs of the BSC iz assurmed for Internal 80Z2.1x configurations,
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2. Configure the Microsoft 2003 certificate infrastructure

We assume a server certificate is already issued by a Certificate Authority and installed on the IAS server
(see Appendix A for an example of doing this using the Windows CA).

If you would like to validate the server certificate on the client PCs (see also paragraph 5 ‘Configure Wireless
clients’), you can configure a group policy for automatic distribution of the computer certificate to any
computers in an Active Directory container (a domain, site, or organizational unit). Or you choose to copy

manually the certificate.

To configure computer certificate auto enrollment for an enterprise CA:

1. Open the Active Directory Users and Computers snap-in.
2. Inthe console tree, double-click Active Directory Users and Computers, right-click the domain name to

which your CA belongs, and then click Properties.
3. Onthe Group Policy tab, click the appropriate Group Policy object (the default object is Default Domain

Policy), and then click Edit.

4. In the console tree, open Computer Configuration, then Windows Settings, then Security Settings, then
Public Key Policies, then Automatic Certificate Request Settings.

“fii Group Policy Object Editor

File Action \Wiew Help

=101 x|

e | pm R 2mE

Ej“ Default Domain Policy [labzkaee.ryfm.com] Policy
FJQ Computer Configuration

[#-[Z1 Software Settings

£+ Windows Settings

: || seripts (StartupShotdavn)

Ha Security Settings

-2 Account Policies
Local Policies
Ewent Log

-8 Restricted Groups
28 System Services
{3 Registry

{28 File System

Y wireless Network (IEEE 802.11) Policies
E1-(Z3 Public key Palicies

. L[] Encrypting File System

Automatic Certificate Reque g5
(23 Trusted Rook Certification Authorities
CI Enterprise Trust
[Z1] software Restriction Policies

-1 Adrinistrative Templates
E& User Configuration
E <[ software Settings
-] Windows Settings
- Admiristrative Templates

,g 1P Security Policies on Active Directory (ryFri.conm)

Automatic Certificate Request #

There are no items ko show in this view,

Automatic Certificate Request Setup Wizard

Certificate Template

The nest time a camputer logs on, a certificate bazed on the template vou select is

provided.

A cerificate template iz a set of predefined properties for certificates izsued to
computers. Select a template from the following list.

Certificate templates:

| Mame

| Intended Purposes

Dromain Contraller
Enrolliment Agent [Computer]
IPSec

Client Authentication, Server Authenticatior
Client Authentication, Server Authenticatior
Certificate Request Agent

IP security IKE intermediate

| 2

pE

|Aut0matic Certificate Request Settings store contains no automatic certificate requests,

Cancel |

< Back I Mest > I

5. Right-click Automatic Certificate Request Settings, point to New, and then click Automatic Certificate

Request.

The Automatic Certificate Request wizard appears. Click next.

Your enterprise CA appears on the list.

6
7. In Certificate templates, click Computer, and then click next.
8
9

Click the enterprise CA, click next, and then click Finish.
10. Force a refresh of Computer Configuration Group Policy by typing gpupdate /target:computer from a

command prompt.
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3. Configure Active Directory for Accounts and Groups

We assume that Active Directory is already configured in order that user and computer accounts and groups

have wireless access through 802.1x.

Some steps to ensure:

1. All users that are making wireless connections have a corresponding user account.

2. All computers that are making wireless connections have a corresponding computer account.

3. The remote access permission on user and computer accounts to the appropriate setting (either Allow
access or Control access through Remote Access Policy).

To simplify the configuration of a wireless remote access policy on the IAS servers, organize your wireless
access user and computer accounts into the appropriate groups. For a nativemode domain, you can use
universal and nested global groups. For example, create a universal group named ‘WirelessUsers’ that
contains global groups of wireless user and computer accounts for intranet access.

4. Configuring IAS for 802.1X authentication
4a: Creating radius client representing the BSC

"¢ Internet Authentication Service o ] 5]

Eile  &ction  Wiew Help

= | BE X TR @

%3 Internet Authentication Service (Local) Friendly Mame | Address | Protocol
)43 R&DIUS Clients EES 172.16.0.10 RADILIS
3 0 Remcto s o0aig 21|
@ Remobe Access Polides =
D Zonnection Request Processing Settings |
Friendly name:

Address [IP or DNS]:
|1 72.16.0.10

If pou are using remote access policies bazed on the client vendor's
attribute, specify the vendar of the RADIUS client.

Clientvendor: [R4DIUS Standard =l

[ Bequest must contain the Message Authenticator attribute

xxxxxxxx

Shared secret: I

xxxxxxxx

Caonfirm zhared secret: I

First, we create a Radius client representing the BSC. Please note you don’t need to create clients
representing the individual BSAPs because the 802.1X authentication traffic that reaches the IAS server is
actually sourced from the BSC rather than the BSAPs. This is due to the fact that traffic is tunneled from the
BSAPs to the BSC and from there, to the IAS server. This is in contrast to using 3" party APs where each
AP would have to be added as a Radius client to the IAS server. This means we don’t need to worry about
amending the IAS server each time we wish to add a new BSAP.
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4b: Creating a new 802.1x Remote Access Policy

The shared secret you specify here will match the secret you configured on the BSAP when creating the
802.1X SSID. We now create a new Remote Access Policy associated with all users attempting to connect
to the domain via 802.1X.

"¢ Internet Authentication Service -0l x|

File  Action Wiew Help

Al E R =N :

%3 Internet Authentication Service (Local) Marme | Cirder |
-] RADIUS Clients EPEaculty ]
{:l Remoke Access Logging StaFF >
R =nte Arcess ' -
4 coe iccess . New Remote Access Palicy ¥ Student 3
-2 Connection Reque:
Wiew L4
Refresh
Export Lisk, ..
Help

We’'ll create a new policy called “8021X":

Policy name:

E=ample: Authentizate all WPMN connections.

The access method for this policy will be “Wireless”:

I1ze for wirelezs LAM connections anly.

We want the policy to grant access to Domain Users and Domain Computers:

Select Groups e

Grant access based on the following:
e Select this ohject type:

User access permissions are zpecified in the uger account, IGroups Object Types... |
= Group From this location:

Individual user permizsions overrde group permissions. Iryfm.com Locations. .. |

G : .

1oup name Enter the ohject names to zelect [esamples):
Add.. | Domain U zers ; Domain Computers Check Names |

Eemove | I
Advanced... | ] I Cancel |

e |
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Now we can select the EAP type for the policy which in this case will be PEAP:

Select the EAP tupe far thiz palicy.

Dope:

Pratected EAP [FEAP] j Configure .. |
| |

If the IAS server has not been issued with a certificate, the following error message will be given:
x|

@ & certificate could nok be Found thak can be used with this Extensible Authentication Protocal,

A server certificate will have to be issued by a Certificate Authority and installed on the IAS server (see
Appendix A for an example of doing this using the Windows CA).

If a server certificate is already installed on this machine, you'll get the EAP properties for the 8021X remote
access policy. Select “Enable Fast Reconnect” because we’ll be using that on the 802.1X supplicant.

Mew Remote Access Policy

A Protected EAP Properties

This server identifies itself bo callers before the connection is completed,
Select the certificate that wou want it bo use as proof of identity,

Certificate issued labZk3ee ryfm.com j
Friendly name:

EAP MSCHAPYZ Properties x
s . x|
Expiration date; 1600172009 10:27:43

Mumber of authentication retries: I z

I¥ Enable Fast Reconinect:
Eap Tvpes

Iv  allow client to change password after it has expired

Cancel |

Secured password (EAP-MSCHAR v2)

Add Edit Remove | L0 4 I Cancel |
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4c:

Edit Remote Access Policy in order to ignore User Dail-in Properties

Edit the new 8021X remote access policy by right mouse click and click on properties.

- Click on edit profile to add an attribute to the dial-in profile of the policy
- Select advanced tab
- Add attribute

- Select ‘Ignore User Dial-in Properties’
- Set the attribute to True

- Click on ok

This attribute in the remote policy just avoids the need to change all the user’s accounts to “Allow access” —
however, this is done mainly to circumvent the default settings of new user accounts — in a real deployment,
this may not be desirable or necessary.

4

K
d
E
¢

4

pterpet Authentication Se
8021X Properties
Settings |
Specify the conditions that connectior

Puolicy conditions
MiS-Port-Type match 35 -

“windows-Groups matches "RYFhAD

Add Edit [

IF connection requests match the con
associated profile will be applied to the

Edit Profile. |

Unless individual access permissions ¢
policy controls access to the network.

If & connection request matches the s
" Deny remate access pemission

+ Grant remate access permission

ok

: R I=TE
21 Il
Edit Dial-in Profile 2lx
Dialin Constraints I IP | Muiltilink |
Authentication I Encryption Advanced |

Specify additional connection attributes to be ret
Arcess server

Attributes:
Mame | “Wendaor
Service-Type RADIUS Standar
< |
Add... | Ed... | Remave

S I

To add an attribute to the Profile, select the attribute, and then click Add.

To add an attibute that is not listed, select the Yendor-Specific attribute.

Altribute;
Mame | Wendor | Description :l
Generate-5 ezgion-Timeout ticrozoft Specifies whether |45 automatically generates the ession
lgnore-User-Dialin-Properties Microgsoft Specifies that the user's dial-in properties are ighored. = |
t45-Quarantine-|PFilter Microsoft 9
M5-Quarantine-5 ession-Timeout Microsoft Baalean Attributc.IICEEESEY 2
Tunnel-Tag icrosoft |
USRACCH-Type U5, Robotics, - Hbute name
USR-AT-Calknput-Fiker 11.5. Robatics, ||Dn0re'User'DlaIm'PmDertles
USR-AT-Call-Output-Filter L5, Robatics,
USA-AT-Input-Filter LS. Robotics,  aAttribute number:
USR-AT-Output-Filter U5, Robaotics, I‘u ]
USR-AT-RTMP- nput-Filter L5, Robotice,
USR-AT-RTMP-0utput-Filter U5, Robotics, Attibute format
USR-AT -Zip-lnput-Filter U5, Robotics, .
USA-AT-Zip-Output-Filter LS. Robotics. IBooIEan
USR-Acct-Feason-Code U.5. Robotics,
USR-ActualVoltage U.5. Robotics,  Select the attibute value:
USR-Appletalk LS. Roboti
U?F\—ADDIetaIkrNetwanrHanua U1.5. Robotic
4 o

Cancel |
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5. Configuring the Windows Wireless Clients

5a: Adding new client to the domain

If the client PC is not added the domain, please add the client to domain with the right computer name,
domain and user credentials. After restarting the client will receive the appropriate policies, including
computer certificates and Trusted Root Certification Authority, if the domain is configured for autoenrollment
of computer certificates.

I .F| emote |
| Advanced |

*Y'ou can change the name and the membership of thiz
computer. Changes may affect access to network resources.

computer
Computer name: I
é_nc:gélDDtest -
any's
Full computer name:
ncBd00test, ipfm, com

Mg)m;e' of Computer, Name Ci‘langes @
omair:
E_ryfm y ‘Welcome to the ryfm domain,
O.\f\.u"orlfgroup: |
[ oK ] [ Cancel ]
[ ()8 ] [ Cancel ]

5b: Installing Computer Certificates on Wireless Clients

This step is not necessary for EAP-PEAP-MSCHAPV2, because this EAP doesn'’t require validation of the
server certificate (Trusted Root Certification Authority). Of course you can select it optionally. For computer
authentication with EAP-TLS or PEAP-TLS, you must install a computer certificate on the wireless client
computer. See also tech note: Machine and User Authentication with PEAP-TLS/EAP-TLS.

To install a computer certificate on a wireless client computer running Windows Vista, Windows XP, or
Windows Server 2003, connect to the organization intranet using an Ethernet port and do the following:

e |f the domain is configured for autoenroliment of computer certificates, each computer that is a member
of the domain requests a computer certificate when Computer Configuration Group Policy is refreshed.
To force a refresh of Computer Configuration Group Policy for a computer running Windows Vista,
Windows XP, or Windows Server 2003, restart the computer or type gpupdate /target:computer at a
command prompt.

o |f the domain is not configured for autoenrollment, you can request a “Computer” certificate using the
Certificates snhap-in or you can execute a CAPICOM script to install a computer certificate. For
information about CAPICOM, search for "CAPICOM" at http://msdn.microsoft.com/.

Additionally, a large organization's information technology (IT) group can install a computer certificate before
the computer, typically a laptop, is delivered to its user.
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5b: Configuring Windows “wireless zero configuration” supplicant without certificate

validation

On the Windows built-in supplicant, add a new wireless network with:

- The SSID name, for example ‘BSC1_Trans8021x’
- Specifying WPA/WPAZ2 as the network encryption (also know

as 802.11i Enterprise mode)

- EAP authentication mechanism
0 PEAP as the Outer EAP type

0 MS-MSCHAPV2 as the Inner EAP type (Secured

Password)

- Uncheck box “validate server certificate”

m_mmm

13 authentic

Ena

EAP type: | Protected EAP [PEAF)

[#] Awtherticate as computer when computer information iz available

[] Awthenticate az guest when uzer or computer information iz
unavailable

0K ][ Cancel ]

Note the following:

a)
information is available”

b)
<)

BSC1_TransB021x properties

Association | Authentication || Connection

Metwark name [S510]): | |

[ Connect even if this netwark iz not broadcasting

Wireless network, key

Thiz network requires a key for the following:

Metwork &uthentication: Wwha2 w
[rata encryption: AES 3

Protected EAP Properties.

hen connecking:

[(walidate server certificats

Ml
uthorities

[] aEA.ECOM Root CA

[] Baltimare EZ by DST

|:| Belgacom E-Trust Primary CA
I:‘ MY HET Securelet CA Class &
|:| CEMW HET SecureMet CA Class B

[] autoridad Certificadara de la Asoriacion Macionglds

‘when connecting:

Automatically uze my Windows lagon name and
pazaword [and domain if any).

Select Authentication Method:

[ Ok ] [ Cancel ]

ISecured password (EAP-MICHAP w2)

o] (cotare..|

Enable Fast Reconnect

[

0K ][ Cancel ]

We enable machine authentication via 802.1X via the “Authenticate as computer when computer

Select “Enable Fast Reconnect” to match the setting on the IAS RADIUS server
Within the MSCHAPV2 properties, we need to tell the client to pass the Windows logon name and

password which makes the authentication process transparent to the user.
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Configuring Windows “wireless zero configuration” supplicant with certificate

validation
The settings are the same as in paragraph 5b. In addition select checkbox “validate server certificate”.

5c:

Select Trusted Root Certification Authority
Select checkbox “connect to these servers” and enter name of trusted server

BS rans8021x prope

| Association_i Authentication | Connection |

‘When connecting:
Validate server certificate \

Connect to these servers:
v| | labz2k3ee.ryfm.com |

- Trusted Root Certification Autharities:
\ A Bluesocket Training Server ~
CErbposte UIasse A PErsorne
EAP MSCHAP¥2 Properties

|:| Cerkiposte Serveur

Protected EAF [PEAF]

EAF type:

Authenticate az computer when computer information iz available
[] certisign - Autoridade Certificadora - ACZ
[] Authenticate a3 guest when user or computer infarmation is [ Certisign - Autoridade Certificadora - ACH ‘when connecting:
unavailable [ Certisign Autoridade Certificadara AC1S
[ Certisign autoridade Certificadora AC35 Automatically use my Windows logon name and
< | paszzword [and domain if any).
|:| Do not prompt user to authorize new servers or trusted
certification authorities,
[ Ok ] [ Cancel

Select Authentication Method:

iSecured password (EAP-MSCHAP +2) b |

[ ok ] [ Cancel ] [¥]Enable Fast Reconnect

[ QK ][ Cancel ]

If you didn’t enter the name of the trusted server and you selected “connect to these servers”, Windows will
prompt you with the message below to enable you to confirm the right server.

Validate Server Certificate Cerificate
“General | Details | Certification Path |

You have reached server named:
' ' »,
lab2k3ee I":."fITI ol Cettificate Information

If this is the correct server, click OK to connect and wou will not see this
This certificate is intended for the following purpose(s):

message again, Click CAMCEL ta drop the conneckion.
+Proves your identity to a remote computer
#Ensures the identity of a remote computer

[ Wiew Server Certificate Issued to: labzk3ee.ryfm.com

] Issued by: CA Blussocket Training Server

(0] 4 ] [ Cancel

¥alid from 17-1-2003 ko 16-1-2009
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6. User experience

6a: User experience and connection table on the controller

When a user powers up their machine that has already registered on the domain, it will authenticate to the
domain via 802.1X and the IAS server, and appear in the BSC connection table with the name
“host/machine_name.domain_name” and in the default “Domain Machines” role.

_ Actions Mame Address M&C address Role Luthentication

r | - | = A |

r 192.168,160.249 00:12:ch:43:b4:d8  Un-registered

O jl hostfthindell ryfrm.com  192,168.160.247 00:02:2d:b0:13:9c Domain Machines Transparent 802,1% server

The user logs on (Ctrl-Alt-Del) and authenticates via 802.1X and appears in the BSC connection table as the
appropriate user.

_Ac:tiuns Mame Address MAC address Role Suthentication

u [ - = A =l

r 192,168,160.249 00:12:cfi43:b4:d8 Un-registered

r 4 R¥FMyasmith 192.168.160.247 00:02:2d:b0:13:9c BSStaff Role Transparent 202.1x zerver

If the user logs off, the connection reverts to the host in the “Domain Machines” role. When a new user logs
on to the same machine, they will authenticate to the domain, and be transparently authenticated on the BSC
into their appropriate role based on the AD attributes.

If a user has an authenticated (i.e. logged on to the domain) wired connection to their network and then
disconnects from the wired connection and enables their wireless connection, they will be transparently
authenticated via 802.1X into the appropriate role without having to log in again.

6b: Seamless Single Sign On

Machine & User authentication with transparent 802.1x offers seamless logon to the Windows domain,
including login scripts and network drives.

Windows XP defaults to allowing the user to login before network services are established to help reduce login
time (known as Fast Logon Optimization) whereas Windows 2000 defaults to forcing the user to wait to login until
all the network services are up and running.

Windows XP can be configured to behave like Windows 2000, if needed.

See also Tech Note: Ensuring network services are loaded prior to logging in
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Appendix A :  Configure Microsoft 2003 CA Certificate Infrastructure and creating
a server certificate for IAS

Go to add or remove programs and add/removes Windows Components

Step 1: Install Internet Information Services,

Required for downloading (user) certificates from the server to the client.
Only needed for EAP-TLS or EAP-PEAP-TLS.

Step 2: Install Certificate Services

Windows Components Wizard N

CA Type
Select the type of CA you want o zet up.

€ Entegprise subordinate CA
" Stand-alone root CA
" Stand-alone subordinate C&

Diescription of CA tupe
The moszt buzted C& in an enterprize. Showld be installed befare any other CA.

¥ Use custom settings to generate the key pair and CA certificate

< Back I Hext > I Cancel | Help |

Windows Components Wizard ] .

Public and Private Key Pair
Select a cyptographic service provider [C5P). hazh algorithm, and zettings for the

key pair.
LC5P: Hash algorithm:
Microzoft Base D55 Cryptographic Provider ;I rD4 ;‘
ticrozoft Enhanced Cryptographic Provider +1.0 M0 5
‘Microsabt St tographic Provider ]
Schlurnberger Croptographic Service Provider LI =
[ Allows this TSP ta interact with the desktaop Key length:

|2048 VI
[ Usze an gristing key:

Impoit. .. |
S 15 DCOM Server
Wiew Certifizate |

[T lse the certificate associated with this key

< Back I Mest » I Cancel Help
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Enter the common name for the CA and

the validity period.

Certification Authority
Shows the issued & revoked certificates and pending/failed requests

Windows Components Wizard I

CA ldentifying Information

Enter information to identify this Ca.

Common name faor this Ch:

C& Blueszocket Training Server

Diztinguished name sufix:

DC=ryfm, D C=com

Preview of distinguished name:

Walidity period:

|5 IYears 'I

CH=CA& Bluezocket Training Server,DC=myfm,DC=com

Expiration date:
17012013 09:27

¢ Back I Hext » I

Cancel

Help

=101 ]

{3 Certification Authority

File  Action \iew Help

colm2@m >

Cl M

[ arme

| Drescripkion

CA Bluesocket Training Serwer
£ Revoked Certificates

-[7 Issued Certificates

-1 Pending Requests

-[_] Failed Requests

"] Certificate Templates

C.ﬂ. Bluesacket Training Server

':?ﬁ Certification Authority

File  Action Wiew Help

Certification Authority

=10l

= AE DB 2

| Certifics

@ Certification Authority {Local)

: A Bluesocket Training Server
[C] revoked Certificates
23 e 5
(21 Pending Requests
(2] Failed Requests
L] Certificate Templates

&5

Pequest 1D

=l

| Requester Mame

| Binary Certificate

| Certificate Template

| Serial Mumber

RYFM|LABZK IEES

————— BEGIN CERTI.

.. Domain Controller (...

61zbs34f000..,  17/01)2
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