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Overview

Virtual Wireless LAN (VWLAN®) architecture was designed on a concept of simplified
scalability. VWLAN® removes the complexities of dealing with standalone Access Points by
centralizing the management and control functions. Security and mobility are distributed at the
edge of the network: the logical placement for networks that are designed for scalability and
high availability. This is achieved through the use of smart 802.11n APs which can support
user authentication and traffic forwarding decisions at the edge of the network.

Adding additional APs to the VWLAN® system is as easy as installing a Bluesocket software
license and allocating more Virtual resources (CPU, memory) which extends coverage to
thousands of APs without needing to worry about hardware capacity. Bluesocket’s fully
virtualized, software-based solution gives customers the flexibility to run VWLAN® on either a
reference hardware or VMware platform.

Terminology

e VWLAN® — Virtual Wireless LAN — Bluesocket's distributed, secure wireless solution.

e BSAP — BlueSecure™ Access Points — dual radio 802.11n APs that provide wireless
network connectivity, authentication, QoS, CoS, Airtime Fairness, and firewall to users

Sample use cases

VWLAN?® is a flexible wireless solution which supports a mix of guests, students, staff, and
corporate users, with web or 802.1x authentication, and supports a range of deployment sizes:
1. Multi-building campus — hundreds of BSAPs across several buildings.
2. Multi-locations — hundreds or thousands BSAPs deployed across sites or even
countries.
3. Large campus, hotel, or corporate office — 50+ BSAPSs per site.
4. Large branch or convention center — 10+ BSAPSs per site.
5. Branch offices or small hotspots — 1-10 BSAPs per site.

A single VMware instance can support BSAPs that are connected from all the use cases. The
central control and management plane scales vertically as data is handled at the BSAP. As
desired, multiple VMware instances can be used across multiple location deployments.



VMware Compatibility

The Bluesocket™ vWLAN® virtual appliance has been tested and VMware Ready Certified on
ESX/ESXi versions 4.0 and 4.1. All standard VMware tools are supported.

The virtual appliance has also been tested on ESX/ESXi version 3.5, but has not been certified
under the VMWare Ready program.

Resource Requirements

Regardless of the AP deployment size, the VWLAN® virtual appliance requires the following
resources:

e 7 Gbytes of disk space for the Virtual Hard Disk (.vmdk)
e One Ethernet NIC for network connectivity (vmxnet)

Based on the AP deployment size, see table below for CPU and RAM amounts:

AP Count CPUs/Cores RAM (Gbytes)
0-50 2 2
> 50 4 4

Installing the Virtual Appliance

There are two methods to install a VWLAN® virtual appliance. The recommended
option is OVA (Open Virtualization Appliance), as this is a streamlined installation
that only requires you to upload a compressed file. An OVA is an single file
archive containing an OVF (Open Virtualization Format) virtual machine along
with supporting files. The other option is using the vmdk/vmx VMware method.
You should only use this option if you need to customize the .vmx file before
creating the Virtual Machine. Based on the method you choose, you should
download the file from Bluesocket support site. You should have already
downloaded this manual “Getting Started-vWLAN-VMWare.pdf’ as well.



Creating a Virtual Appliance using OVA

Download the vVWLAN® OVA virtual appliance from the Bluesocket support site.
Then from the File Menu in the vSphere Client, choose the option “Deploy OVF
Template...”. This will launch a wizard to deploy the OVA — first point to the .ova
file that you have downloaded, and the click Next through the rest of the wizard:

['f_-i] Deploy O¥F Template [_ (O] x|

Source
Select the source location,

Source

ONF Template Details
Mame and Location
Dratastore

Disk. Format

Ready bo Complete

Deploy From a File or URL

Browse. .. |

Enter a URL to download and install the OVYF package from the Internet, or
specify a location accessible from your computer, such as a local hard drive, a
network share, or a COJDYD drive.

Help | = Back | Mext = I Cancel




[’E';] Deploy O¥F Template

OY¥F Template Details
werify OWF bemplate details,

Si[=] B3

Source

OYF Template Details
Mame and Location
Dratastore

Disk. Format

Ready to Complete

Product:

Version:

‘endor;

Publisher:

Download size:

Size on disk:

Description:

wWLAN-Y2.0,1.09

Mo certificate present
1.5 GE

1.8 GB (thin provisioned)
7.0 GE (thick provisioned)

htkp: v, bluesocket, com Ubuntu 10,4 wWYLARN version=2
major=>0 minar=1

Help |

= Back |

Cancel |
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You may rename the VWLAN virtual appliance to what ever you wish, but it is recommend you
keep it as shipped to display the version. However, if you do change the name you can view
the original version name in the notes section of the virtual machine itself.

[E-;] Deploy O¥F Template =] B3

MName and Location
Specify a name and location for the deplayed kemplate

Source

OWE Template Details
Name and Location
Datadtora The name can conkain up ko 80 characters and it must be unique within the inventary Folder,

Disk Format
Feady ko Complete

Mame:

Help | < Back | Mext = I Cancel




Choose the datastore you wish to use to deploy the Virtual Machine:
;':;] Deploy O¥F Template -

Datastore
where do you wank to store the virtual machine files?

Source Select a datastore in which ko store the WM Files:

OWF Template Dekails N = . e

Name ahdlbeston Mame | Capacity | Provisioned | Free | Type | Thin Provisioning | Access

Datastore [datastorel] 17.25 GE 2,13 GE 8.12 GE VMF3 Supported Single

Disk. Format [datastare_3] 186,25 GB 46,14 GB 148,10 GB  YMFS Supported Single t

Ready to Complete [datastore_2] 136,25 GE 165,28 GB 40,97 B YMF3 Supported Single b
4 | _;l

Help | = Back | Mext = I Cancel |
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Choose the Thick provisioned format:

{2 Deploy O¥F Template =l
Disk Format
In which Format do you want to skare the virtual disks?
ource Information about the selected datastore:
OWE Template Details
N R e a0 Name:_ dakastore_3
Datastore '(::apaCIty. :ig? gg
Disk Format HEE R '
Ready to Complete Select a format in which to skore the wirtual machines virtual disks:
" Thin provisioned Format
The storage is allocated on demand as daka is writken ko the virtual disks, This is
supported only on YMFS3 and newer datastores, Other byvpes of datastores might
create thick disks,
Estimated disk usage: 1.8 GE
¢ Thick provisioned Format
All skorage is allocated immediately,
Estimated disk usage; 7.0 GB
Help | < Back Zancel
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[‘3} Deploy O¥F Template

Ready to Complete
Are these the options vou wank bo use?

Source

OWE Template Details
Mame and Location

wrhen you click Finish, the deployment task will be started,
Deployment settings:

Ciat bettaa SO File: Z B LA T2 T AN AR 0 108 0w
Disk Format D.ownlnau?l size! 1.6 56
ettty Size on disk: 7056
Reaidy-to Complete Narme: YWLAN-YZ,0,1,09
HostfiCluster: localbost
Datastore: datastore_3
Disk Farmat: Thick Provisioning

MNetwork Mapping: "M Metwork” to "yM Nebwark!

Help | = Back | Firish I Zancel |
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Click Next and this will import the OVA, extract the OVF file and create the virtual
machine. The entire process will take a few minutes:
2 8% Deploying ¥WLAN-¥2.0.1.09

Deploving wwWlLak-w2.0.1.09

Deploving digk 1 of 1 from
ZABuildshwLANS2 0.142.0.1 09w LAN A2 0.1 .09-disk 1 wmdk

m

3 minutes and 51 zeconds remaining

[’3] Deployment Completed Successfully = =
Deploving wwWlLak-w2.0.1.09

Completed Succeszsfully




Creating a Virtual Appliance from vmdk

Download the VWLAN® virtual appliance from the Bluesocket support site and uncompress into
a local directory. The directory should contain the following files:

VWLAN-2.0.1-x.vmx — Virtual Appliance Configuration File

VWLAN-2.0.1-x.vmdk — Virtual Disk Descriptor file

VWLAN-2.0.1-x-flat.vmdk — Virtual Disk as a flat file

Verify the MD5 hash for each file against the values that are posted on the Bluesocket
download site to confirm the images were properly uncompressed.

& z:\Builds\,vWILAN2.0.11,2.0.1.01

Ele Edit Miew Favorites Tools  Help

Back - ) - * | - Search Folders | -

Address [ 2:BuildsWLAN2.0,112,0.1,01 = B
| Mame = | Size | Twpe | Date Modified | Attribu
File and Folder Tasks % [ wan2.0.1-2 alpha,vmdk. 1KE YMDK File 8/5/2010 3:20 PM
5 ke & newFlder WILAN-2.0.1-2_alpha. v 2KB  WMXFile 5/6/2010 3:20 PM
YWLAN-2,0.1-2_alphia-Flat, vindk 10,485,760 KB YMDK File 8/5/2010 3:20 PM
& Publish this Folder to the =) GettingStarted-vWLAN-YMware. pof 1KE Adobe Acrobat Doc...  S(6/2010 3:08 FM A

Web

»

Other Places

0 201 |
E‘ My Documents

§ My Computer
& My Metwork Places -] |




Within the vSphere client, navigate to the summary tab and right click the datastore where you
would like to save your VWLAN virtual appliance.

—

192.168.200.13 - ¥vSphere Client

o= |

File Edit Yiew Inventory Administration Plug-ins Help

ﬁ @ |’E§ Home [ gF] Irventory [ @ Inventary |
& &

E 192, 168.200.13 localhost.localdomain ¥Mware ESXi, 4.0.0, 164009

General Resources
Manufackurer: CPU usage: 1746 MHz Capacity
Model: i 4x 2.4 GHz
CPU Cores: 4 CPUs x 2.4 GHz Memory usage: 3192.00 MB Capacity
Processor Type: Inkel(R) XeoniR) CPU R T O 613,20 ME

X3220 @ 2.40GHz
License: E_Sxi 4 Single Server_ Datastore Capacity Free | Last Update

Licensed for 1 physical CPU... g 4= B &5j20101
Processor Sockets: 1 | Browse Datastore, .. |7
Cores per Socket: 4 il_ ﬂ

Renarmns
Logical Processors: 4 Metwork | N
. . Delete
Hyperthreading: Inactive 8 ethr g
Mumber of NICs: 10 i E1 Refresh ]
State: Connecked 3 I Praperties. .. LI
Wirtual Machines and Templates: 5
WMation Enabled: A T Copy to Clipboard Chrl+C
Wiware EVC Mode: A
Manage this host through Yiware wCenter,

FaultTolerance Enabled: A
Active Tasks:
Host Profile: A
Profile Compliance: @ s
Commands
ﬁ:_".' Mew Yirtual Machine
& Mew Resource Pool
H Enter Maintenance Mode
% Rebook
% Shukdown




Select “Upload folder” and browse to where you have uncompressed your VWLAN virtual
appliance on your local computer and upload the folder to the datastore.

@ Datastore Browser - [datastorel] [_ (O] =}
5 G 8 8B X @
Folders | Search I Upload File...
W ! i Upload Faolder. .. | Size | Type | Path Mo &}
@ Mew Yirtual Machine 1 Folder [datastorel] Mews Virtual Machine 1
@ WWLANL Folder [datastorel] wWLANL
@ W LANS Folder [datastorel] wiLANS
@ W LANS Folder [datastorel] wWwLAN
owms Falder [datastarel] ¥M3
@ WWLAR_M Folder [datastorel] vWLARN_IM
@ Wi LAN_N Folder [datastorel] wiLAN_1
ﬁ WWLAN_O Folder [datastorel] vWLAN_O
@ WWLAR_P Folder [datastorel] «wWLAN_P
@ W LAN_C Folder [datastorel] wWwLAN_G
@ Wi LAN_R Folder [datastorel] wiLAN_R
D clone_script 0.31 KE File [datastorel] 10—
D clone _scriptk D 0.60KE  File [datastorel] 3z
D replace_swga_ram 0.25KE File [datastorei] lic
|—'] replace_name 0,42 KB File [datastore1] e

-

When the upload is completed, you will see the .vmx and .vmdk files — note the .vmdk file
doesn’t show as a —flat.vmdk file since vSphere reads the virtual disk descriptor file and

represents the disk accordingly. In this example, you can remove the GettingStarted-vWLAN-
VMware.pdf file since it is not needed.

@ Datastore Browser - [datastorel]
@Gk 8 8B X @

Folders | Search | [datastore1] 2.0.1.01

E‘"@ |

=1 E3

Size | Type
1,16 KB Wirtual Machine
10,485,760.00 K virtual Disk

Mame |
Mew Yirtual Machine 1 Gl wWLAN-2.0,1-2_slpha.vms

Wi LAN T &5 wWLAN-2,0,1-2_alpha.vmdk

W LANS
s LANS
W3

| Path
[datastore1]2.0.1.01
[datastare1]2.0.1.01

| Madifie
810}z
8/10z

) wwiLan R

{7 2.0.1.01




Select the .vmx file and right click to add to the ESX Inventory.

|J-_-T,J Datastore Browser - [datastorel] M=l
+
RN EEIE
Falders |Search I [datastore1] 2.0.1.01
EI"@ [i Mame Size: | Tvpe | Path | Madifie
@ Mew Virbual Machine 1 G wWLAN-2,0,1-2 alpha, v 1.16 KB W¥irtual Machine [datastorel]2.0.1.00 gf10fz
- wwLan &3 vWLAN| Add bo Irventory 760,00 K Wirtual Disk, [datastore1]2.0.1.01 a/10/z
@ VWLANS Go to Folder
) e
) Mz Cut
) wwLAN_M Copy
) wWwLAN B
) LN _o =
@ VWLAN P Inflate
) LN g
@ WWLARN_R Download...
- 20101 Mave ta...
Renarne
Mew Folder
Delete Fram Disk
| = 0

1 object selected 1.16 KB




You may rename the VWLAN virtual appliance to what ever you wish, but it is recommend
you keep it as shipped to display the version. However, if you do change the name you can
view the original version name in the notes section of the virtual machine itself.

@ Add to Inventory M[=] E3

MName
Enter a name For this virkual machine

Name Mame:
Resource Pool
Ready to Complete

wWWLAN-2,0,1.01|

Virtual maching (VM) names may contain up to 80 characters and they must be unigue within each
wCenker Server WM Folder,

WM Folders are nob viewable when connected directly bo a host, To view WM Folders and specify a location
far this ¥, connect ko the wCenter Server,

Help | = Back | Mext = I Cancel

A




Select the appropriate resource pool for your virtual machine and then hit next and then
finish.

|J--_T,J Add to Inventory [_ [ O] x|

Resource Pool
‘within which resource poal do wou want bo run this virtual machine?

Wame Select the resource pool within which you wish to run this virtual machine,
Resource Pool
Ready to Complete Resource pools allow hisrarchical rmanagement of camputing resources within a host or cluster, Virtual

machines and child pools share the resources of their parent pool,

[3 [192.168.200.13

Carnpatibility

Help | = Back | Mext = I Zancel |
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Editing Virtual Machine Settings

Whether you used OVA or vmdk method, now that the virtual machine is in your inventory,
select the machine in the left-hand pane and under the “Getting Started” tab, select “Edit virtual
machine settings”.

M=

(% 192.168.200.13 - vSphere Client

Fle Edit View Inventory Administration Plugins Help

a @ ‘Eh Home b gF] Inventory b @ Inventory |

nrele G R ee e
=2 @ 192.168.200.13 YWLAN-2.0.1.01
G wWLAN_M
5 VWLAN N Getting Started
T vwLaN_o close tab =
(B ¥MLAN P What is a Virtual Machine?
G wWLAN O
5 [vwLan-2.0.1.01 | A virtual machine is 2 software computer that, like a Wirtual Machines

physical computer, runs an operating system and
applications. An operating system installed on a virtual
machine is called a guest operating system

Because every virtual machine is an isolated computing <

Enviranment, you can use virtual machines as desktop or i
workstation environments, as testing environments, or to = fost
consolidate server applications

“Wirtual machines run on hosts. The same host can run =

many virtual machines

Basic Tasks vSphere Client

[p Power on the virtual machine

t Virtual machine settings

9 Tasks | oot




You now need to setup the Network Interface for the VM. Select Network Adapter 1 and
configure the corresponding network switch where the interface should be associated. This
interface needs network connectivity to DNS and the access points. In this example, the
adapter is associated with the “E1” network label.

To see the network connections, navigate to ESX’s Configuration->Networking tab for a list
of available network switches.

[ vWLAN-2.0.1.01 - ¥irtual Machine Properties

Hardware |Optl0ns I Resources I Virtual Machine Yersion: 4
—Device Status
™ Show &ll Devices Add... | Remave | ™ connected
Hardware | Summary | [¥ Connect at power on
Wl Memory 4092 MB
o crus 4 —Adapter Type
|;| video card video card Current adapter: Flexible
BB Network adapter 1 WM Metwark
e SCSI controller 0 LSI Logic Parallel —MAC Address
&= Harddisk1 Wirtual Disk
% Aukomatic " Manual
—MNetwork Connection
Mebwork label:
[
|ethi_graup
Help | OF Cancel
.




The Virtual appliances are pre-configured to support the size of your deployment. For

example, if you have more than 50 access points, you will need a virtual machine with 4
cores and 4 Ghytes of memory.

If you have a small AP deployment (i.e. fewer than 50 BSAPs) but downloaded a virtual
machine that supports more than 50 BSAPs, you can edit the virtual machine specifications
to adjust the CPU and memory limits (to 2 cores and 2 gig of RAM):

%) vWLAN-2.0.1.01 - Yirtual Machine Properties

Hardware |Optign5 | Resources | wirtual Machine Version: 4
[ Show Al Devices Add... | Remave | Mumnber of virkual processors:

Hardware | summary | warning: Changing the number of virtual

Wl Memary 4092 MB the guest 05 is installed maw make your

o cros 4 unstable,

[ videa card video card

BB Network adapter 1 WM Mebwork

@ scslcontroller 0 LSI Logic Parallel

= Harddisk 1 Wirtual Disk.

Help | [o4 | Cancel |

The virtual machine specifications were qualified through VMware, so it's recommended
that you stay within the specifications outlined in the resources section above.



Access and Authentication Information

Command Line Interface via vSphere Console Tab

To login to the VWLAN® CLI, select the virtual machine and then navigate to the Console tab.
The default username is “vwlan” and the password is “vwlan”.

¥WLAN-2.0.0.03

Management Interface:
The vVWLAN has a built-in web server for system management. Accessing the web server can
be done using the following command in your browser:

https://<ip address>/console

The IP address of the virtual machine can be found under the Summary->General tab. The
default username is “admin” and the default password is “blue”. After accepting the EULA, it is
recommended that you change the administrator password.



External Resource Requirements for vWLAN virtual machine

VWLAN® should be placed on a network that has DNS access and IP connectivity to the
Access Points.

VWLAN® can be setup to use DHCP or static IP address. If using DHCP, vVWLAN® will obtain
an IP address from the network. If there is no DHCP on the local network, VWLAN® will fall
back to the following IP address: 192.168.130.1/255.255.255.0 .

The admin can login to this IP and then static the vVWLAN® to another IP or the admin can
change the IP address through the CLI menu. While the domain name is optional, specifying it
is encouraged, so the VWLAN is addressed as hostname.domain - this avoids possible
confusion in the network.

If you are using time-based licenses, the virtual machine must have DNS and HTTPS access
to the internet to validate the date on the license.

First-Boot Configuration Procedures

« Power on the virtual machine

o It might take 5 minutes to fully boot the appliance

o You can watch the boot from the vSphere console

o Find the IP address in VWLAN console using the vSphere client
e Log into the VWLAN Appliance web Ul

o https:// <Appliance IP address>/console

o username: admin password: blue

o Accept the License (ULA) agreement

You can navigate through the VWLAN® software to become familiar with the management
interface. To operate BSAPs under the VWLAN virtual appliance, you will need to request an
BSAP license file from the Bluesocket Sales team. Please refer to the installation and
configuration through available on the Bluesocket support site.

For more Information and User Documentation

Refer to the Bluesocket VWLAN® DocuWiki for installation and configuration instructions. The
DocuWiki is reached through the Bluesocket support site.



Copyright and Trademark Information

Copyright © 2001-2010 Bluesocket, Inc. All rights reserved.

No part of this document may be reproduced in any form or by any means, electronic or
manual, including photocopying without the written permission of Bluesocket, Inc.

The products described in this document are protected U.S. patents, foreign patents, and
pending patents.

This document is provided “as is” without warranty of any kind, either express or implied,
including, but not limited to, the implied warranties of merchantability, fitness for a particular
purpose or non-infringement. This publication could include technical inaccuracies or
typographical errors. Changes are periodically added to the information herein; these changes
will be incorporated in new editions of the document. Bluesocket, Inc. may make
improvements or changes in the products or the programs described in this document at any
time.

Bluesocket™, the Bluesocket Logo, VWLAN®, BlueProtect™, and BlueSecure™ are
trademarks or registered trademarks of Bluesocket, Inc.

All other trademarks, trade names and company names referenced herein are used for
identification purposes only and are the property of their respective companies.

You cannot use this virtual appliance as a base for other virtual appliances.

You may not distribute this virtual appliance to other 3" parties without the written consent of
Bluesocket.

Safe Computing statement
The VWLAN® Virtual Appliance does not contain malware, spyware, or viruses.



