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To the Holder of this Document VWLAN Best Practices & Recommended Settings

To the Holder of this Document

The contents of this manual are current as of the date of publication. ADTRAN reserves the right to change
the contents without prior notice.

Trademark Information

“ADTRAN” and the ADTRAN logo are registered trademarks of ADTRAN, Inc. Brand names and product
names included in this document are trademarks, registered trademarks, or trade names of their respective
holders.

Disclaimer of Liability

The information or statements given in this document concerning the suitability, capacity, or performance of
the mentioned hardware or software products are given “as is”, and any liability arising in connection with
such hardware or software products shall be governed by ADTRAN’s standard terms and conditions of sale
unless otherwise set forth in a separately negotiated written agreement with ADTRAN that specifically applies
to such hardware or software products.

To the fullest extent allowed by applicable law, in no event shall ADTRAN be liable for errors in this document
for any damages, including but not limited to special, indirect, incidental or consequential, or any losses, such
as but not limited to loss of profit, revenue, business interruption, business opportunity or data, that may arise
from the use of this document or the information in it.

Be advised that certain security risks are inherent in the use of any telecommunications or networking
equipment, including but not limited to, toll fraud, Denial of Service (DoS) attacks, loss or theft of data, and the
unauthorized or illegal use of said equipment. ADTRAN OFFERS NO WARRANTIES, EITHER EXPRESSED
OR IMPLIED, REGARDING THE PREVENTION, DETECTION, OR DETERRENCE OF TOLL FRAUD,
NETWORKING ATTACKS, OR UNAUTHORIZED, ILLEGAL, OR IMPROPER USE OF ADTRAN
EQUIPMENT OR SOFTWARE. THEREFORE, ADTRAN IS NOT LIABLE FOR ANY LOSSES OR DAMAGES
RESULTING FROM SUCH FRAUD, ATTACK, OR IMPROPER USE, INCLUDING, BUT NOT LIMITED TO,
HUMAN AND DATA PRIVACY, INTELLECTUAL PROPERTY, MATERIAL ASSETS, FINANCIAL
RESOURCES, LABOR AND LEGAL COSTS. Ultimately, the responsibility for securing your
telecommunication and networking equipment rests with you, and you are encouraged to review
documentation regarding available security measures, their configuration and implementation, and to test
such features as is necessary for your network.

901 Explorer Boulevard
P.O. Box 140000
Huntsville, AL 35814-4000
Phone: (256) 963-8000

Copyright © 2021 ADTRAN, Inc.

All Rights Reserved.
Printed in U.S.A.
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VWLAN Best Practices & Recommended Settings Service and Warranty

Service and Warranty

For information on the service and warranty of ADTRAN products, visit the ADTRAN website at http://
www.adtran.com/warranty.

Contact Information

For all customer support inquiries, please contact ADTRAN Customer Care:

Contact Support Contact Information
Customer Care From within the U.S. 1-888-4ADTRAN (1-888-423-8726)
From outside the U.S. + 1 (256) 963-8716
Technical Support:
+ Web: https://www.adtran.com/index.php/support-
home
Training: https://.supportcommunity.adtran.com
*  Email:
+ Web: training@adtran.com
https://www.adtran.com/index.php/training
ADTRAN University
Sales Pricing and Availability 1-800-827-0807

Document Revision History

Rev A October 2017 Initial release.

Rev B December 2021 Updated document template, reorganized material, and
updated recommendations.
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VWLAN Best Practices & Recommended Settings Overview

1. Overview

There are certain default settings recommended for use with any generalized deployment of a (Virtual
Wireless Local Area Network) vVWLAN. This guide lists the ADTRAN recommended settings for AP templates,
SSIDs, wireless domains, and other vVWLAN features, explaining why a setting is recommended and
providing instructions for configuring the settings in the wireless access point (AP).

2. AP Template Settings

AP templates are templates used to configure multiple APs to the same parameters. Large installations or
multi-site deployments of VWLAN require the ability to group APs to apply a similar configuration to them,
which is accomplished in vVWLAN by AP templates. Each template has its own unique configuration for
settings, radios, firmware, and SSIDs. Each AP is associated to an AP template, and inherits the
configuration contained within in the template. If an AP is moved to a different template, then the AP inherits
the configuration from the new template. By default, each AP connected to the vWLAN is configured with a
default template.

The following sections cover the recommended settings for specific portions of AP template configuration.
Included in this section are the recommended Minimum Transmit Rate, Beacon, Packet Aggregation, and AP
mode settings. All AP template configurations are accessed by navigating to the Configuration tab, and then
selecting Wireless > AP Templates.

Minimum Transmit Rate (MTR)

The MTR should be set to No Minimum on each radio. MTR can have large impacts on roaming behavior,
but not all client devices work well with this setting. A minimum rate should only be set in specific
circumstances when there are roaming behavior problems on site. Unless a distinct benefit is observed when
a minimum rate is set, it should be disabled.

From the Configuration tab, select Wireless > AP Templates, and select the name of the AP template
assigned to the target APs. Under Per Radio Settings is a row labeled Minimum Transmit Rate, and a
corresponding drop-down selection box in each of the 2.4 GHz and 5 GHz columns. Select No Minimum as
shown below.

Per Radio Setting

Attribute 802.11b/g/n (2.4 GHz) 802.11a/n/ac (5 GHz)
Radio Mode AP Mode v AP Mode v
DynamicRF Profile Disabled v Disabled v
Wireless Mode 802.11a/n/ac v

802.11a/n/ac is treated as 802.11a/n for 1800 and 1900 series APs.

i No Minimum =" — . .
& Mbps o o -
Channel Width |9 Mbps
12 Mbps
18 Mbps
24 Mbps Slue L
36 Mbps "

48 Mbps . _ X _ . .
|54 Mbps | Aggregation is atways enabled en the 5 GHz radio for 2000/2100 series APs
Beacon Interval (ms)  [200 200

Minimum Transmit Rate

Enable Packet Aggregation

Max Associations Load = |64 64

El NOTE

It is also recommended that the Wireless Mode for the 2.4 GHz radio be set to 802.11g/n
(disabling 802.11b).
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El NOTE

Enabling DynamicSteering and having smaller coverage cells will have a more positive effect on
roaming than this setting in most cases.

Beacon Settings

The Beacon Interval should be set to 200 ms on the 2.4 GHz range and 100 ms on the 5 GHz range. Some
clients are influenced by this behavior and will lean towards connecting in the 5 GHz range, which provides a
better overall experience for all wireless users in a given area. Connecting in the 5GHz range generally
results in better performance and a more stable connection.

i NOTE

Only set the beacon interval to 100 if you do not have three or more SSIDs.

From the Configuration tab, select Wireless > AP Templates, and then select the AP template assigned to
the target APs. Under Per Radio Settings is a row labeled Beacon Interval (ms) and a corresponding text
box in each of the 2.4 GHz and 5 GHz columns. Enter the values into the fields as shown below.

Per Radio Setting

Attribute  802.11b/g/n (2.4 GHz) 802.11a/n/ac (5 GHz)
Radio Made AP Mode v AP Mode v
DynamicRF Profile Disabled v Disabled v
Wireless Mode 802.11b/g/n ¥ 802.11a/n/ac ¥
Minimum Transmit Rate No Minimum ¥ Mo Minimum ¥
Channel Width 20 MHz ¥ 20 MHz v

Enable Packet Aggregation | ¥

Beacon Interval (ms)

Max Associations Load | |64 64

Packet Aggregation

ADTRAN recommends that packet aggregation always be enabled. Disabling packet aggregation can
significantly reduce the throughput of wireless client connections. From the Configuration tab, select
Wireless > AP Templates > and then select the AP template assigned to the target APs. Under Per Radio
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Setting is a row labeled Enable Packet Aggregation and a corresponding check box in each of the 2.4 GHz
and 5 GHz columns. Ensure that both check boxes are filled in, as shown below,

Per Radio Setting

Attribute 802.11b/g/n (2.4 GHz) 802.11a/n/ac (5 GHz)
Radio Mode AP Mode A AP Mode hd
DynamicRF Profile Disabled ¥ Disabled v
Wireless Mode 802.11b/g/n v 802.11a/nf/ac v
Minimum Transmit Rate No Minimum v Mo Minimum ¥
Channel Width 20 MHz ¥ 20 MHz v

Enable Packet Aggregation

Beacon Interval (ms) |200 200

AP Mode

The radio mode for both radios on the AP should be set to AP Mode, indicating that the radio services clients
in the 802.11 infrastructure. In some cases, the AP radio may be set to AP/Sensor Client Aware Mode by
default, so ADTRAN recommends that you verify the radio setting in the AP template is set to AP Mode.

From the Configuration tab, select Wireless > AP Templates > and then select the AP template assigned to
the target APs. In the Per Radio Setting menu, verify that the Radio Mode is set to AP Mode as shown
below. If a different radio mode is specified, select AP Mode from the Radio Mode drop-down menu to
change the radio mode. The radio modes are set independently for each radio and will need to be specified in
each of the 2.4 GHz and 5 GHz columns.

Per Radio Setting

Attribute 802.11b/g/n (2.4 GHz) 802.11a/n/ac (5 GHz)
Radio Mode | AP Mode v AP Mode 2

Ghz ban 5Ghz

DynamicRF Profile default  ~ default  ~
Wireless Mode [ 802.11b/g/n v 802.11a/n/ac v

Minimum Transmit Rate No Minimum v

Channel width = [20 MHz v

3. SSID Settings

SSIDs represent a particular 802.11 wireless LAN. In vVWLAN, there can be up to 16 SSIDs per AP (8 per
radio). An SSID provides a unique set of connection parameters by broadcasting independent security
attributes. An SSID can be configured for both radios, for the 2.4 Ghz radio only, for the 5 GHz radio only, or
for neither radio. In addition, SSIDs can be linked to the login page viewed by customers, allowing you to
specify a specific login page based on SSID.

The following sections cover the recommended settings for specific portions of SSID configuration. Included
in this section are the recommended DynamicSteering and Multicast to Unicast conversion settings. All AP

template configurations are accessed by navigating to the Configuration tab, and then selecting Wireless >
SSIDs.
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DynamicSteering

DynamicSteering is ADTRAN’s band steering technology. This feature helps clients make dual band radio
load balancing decisions based on channel utilization and can help roaming situations where clients are

sticking to an AP with a low signal.

From the Configuration tab, select Wireless > SSIDs, and select the name of the SSID you want to

configure. Ensure that there is a check mark next to the

option DynamicSteering.

» Role Based Edit SSID
Access Control
» Internal
Authentication
» External
Authentication

» Captive Portal

Mame/ESSID  |test

Broadcast SSID ¥

Convert Multicast/Broadcast Network Traffic p
. Disable
To Unicast

¥ Wireless

Authentication | Open System

Cipher |Disabled v

AP Templates

Access Points

Login Form | Default Login Form

AP Licenses

AP Firmware Role |Un-registered v

External
Firmware
Servers

Standby SSID

DynamicSteering

DynamicRF

Profiles ; -
Not supported on 18XX

Tunnel Profiles

Wireless IDS
Alert Config

» linified Access

Tunnel WLAN Traffic

Update SSID,

Enables band/client steering, load balanci

adio bands on the AP template.

model APs.

, and sticky client prevention technology (including 802.11k and

Multicast to Unicast Conversion

The Convert Multicast/Broadcast Network Traffic to Unicast setting should be disabled. ADTRAN
recommends that this setting be disabled because it can have a detrimental impact on client connectivity and

throughput.

From the Configuration tab, select Wireless > SSIDs, and select the name of the SSID you want to
configure. Select Disable from the drop-down menu next to Convert Multicast/Broadcast Network Traffic

to Unicast.

r Status Y Configuration T Administration

» Role Based Edit SSID
Access Control
» Internal
Authentication
» External
Authentication

Mame/ESSID
Broadcast SSID

Convert Multicast/Broadcast Network
Traffic To Unicast

» Captive Portal
¥ Wireless

Authentication

Cipher
AP Templates

test
L

Convert multicast to unicast
CIEELE

Convert broadcast to unicast
Convert multicast to unicast
Convert broadcast and multicast to unicast

NOTE

Refer to the Enabling Multicast Support for vWLAN 2.3 and Later configuration guide available in
the ADTRAN Support Community for more in depth information regarding this feature.
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VWLAN Best Practices & Recommended Settings Domain System Settings

4. Domain System Settings

Domains are separate management domain partitions within the vVWLAN instance that are used to subdivide
the vVWLAN management. You can specify certain actions based on whether users or devices are
authenticated or not within each domain.

The following sections cover the recommended settings for specific portions of domain system configurations.
Included in this section are the recommended internal status timer and HTTPS redirect settings. All domain
system configurations are accessed by navigating to the Configuration tab, and selecting System >
Settings, and then selecting the Domain tab.

Internal Status Timer

This internal status timer is related to the frequency that the vVWLAN server polls the APs for client statistics.
The recommended setting and default value for the internal status timer is 5 minutes. The only time this
setting should be increased is for heavily utilized servers. If a server has more than 500 APs or is servicing
more than 1000 clients, and there is noticeable sluggishness in the Ul, then it may be beneficial to increase
this value to 10 or 15 minutes.

m NOTE

If you increase the status timer interval and is there is no noticeable change, then ADTRAN
recommends that this setting be reverted back to 5 minutes.

From the Configuration tab, select System > Settings. Under the Domain tab, select the entry titled Time
in minutes between updating internal status (minimum 5).

R TR

Access Control

Show / hide columns|

» Internal

Authentication search:
» External B Name value * S Hint
Authentication record? -
»> Captive Portal Time in seconds before APs rebot if cantrol channel is confirmed to be lost to the VWLAN
¥ Wireless AP Control Channel Timeout 14400 (defaults to four hours - meaning, APs would reboot four hours after confirming that the centrol
SSIDs channel has been lost).
AP Templates DHCP Lease Time for Un- a0 An aggressive lease time brings clients on faster after authentication, but may not be
Access Points registered Clients compatible with all handheld devices.
AP Licenses Display Setup Wizard Disabled Enables setup wizard
CIPGLLLELD If enabled, users will be redirected to the Post Login Redirect URL after web based

Post Login Redirect Disabled rected e
External R ieabie authentication instead of their original destination.

Firmware
The Post Login Redirect URL is the URL that the user will be redirected to after web based

Servers i i .
g ; y
Bost Login Redirect URL hitps//www.adtran.com iy ntication instead of their original destination.

DynamicRF
Profiles Redirect HTTPS traffic for

" Enabled Redirects HTTPS to the captive portal.
Tunnel Profiles Unregistered clients
Wireless IDS time in minutes between
Alert Config updating internal status Updates client stats.
Unified Access {minimum 5)
Time in seconds before inactive . ;
System T — 600 Inactive connections will be dropped once this time out has been reached

— connections are dropped
Interfaces showing 1 to 9 of 9 entries
Domains
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Verify that the value for the internal status time is set to 5.

Edit Domain Setting

Time In Minutes Between Updating
Internal Status (minimum 5)

Updates client stats.

| Update Domain Setting |

L
=
=]
=
m
i
{m]
=

Redirect HTTPS Traffic for Unregistered Clients

ADTRAN recommends that redirection of HTTPS traffic for unregistered clients be enabled. When HTTPS
redirects are enabled, unregistered clients will be redirected to a configured Captive Portal before being
allowed to connect to the wireless network.

From the Configuration tab, select System > Settings. Under the Domain tab, select the entry titled
Redirect HTTPS traffic for Unregistered clients.

» Role Based

Access Control Show / hide columns
» Internal
it Seae:| |

» External = Name Value * & Hint
Authentication

Allow the AP to lock up the vWILAN

» Captive Portal name using a DNS PTR record? Disabled This must be enabled if redirect to hostname is enabled.

> Wireless
o ‘s Time in seconds before APs reboot if control channel is confirmed to be lost to the vWLAN (defaults to
cIme AP Control Channel Timeout 86400 four hours - meaning, APs would reboot four hours after confirming that the control channel has been
» Unified Acc lost).
G DHCP Lease Time for Un-registered " An aggressive lease time brings clients on faster after authentication, but may not be compatible with all
Network Clients handheld devices
Interfaces
Display Setup Wizard Disabled Enabl t d.
o Display_Setup Wizar isable: nables setup wizar
Flush Client Scan Data interval 7 Range accepted from 0-30(In days), 0 means no data will be fushed out
Sy st lsrmRies: Disabled If enabled, users will be redirected to the Post Login Redirect URL after web based authentication instead

of their original destination
Storage Settings

High Availability =ET=21 fodizact |10,

Mosai ion
Control

The Post Login Redirect URL is the URL that the user will be redirected to after web based authentication
Instead of therr onginal desunation.

Redirect HTTPS traffic for

. Disabled Redirects HTTPS to the captive portal.
Unregistered clients

» Logs and Alerts

n b
-
E

Updates client stats.
internal status (minimum 5) REESEEEARE

Verify that the Redirect HTTPS Traffic for Unregistered Clients is set to Enabled. If it is set to Disabled
(default value), select Enabled from the drop-down menu and then select Update Domain Setting to save
the changes.

Edit Domain Setting

Redirect HTTPS Traffic For Unregistered

Clients |_7Enabled = |

| Update Domain Setting |
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5. DynamicRF Template Settings
/\ CAUTION!

ADTRAN does not recommend using DynamicRF if you already have a stable wireless plan
including static channel assignments and transmit power levels. DynamicRF is not intended to
replace any intentional design plans.

By default ADTRAN recommends a DynamicRF Profile be defined for the 2.4 GHz and 5 GHz radios
independently. You will need to create two separate profiles. Start with the profile for 2.4G Hz. From the
Configuration tab, select Wireless > DynamicRF Profiles > Create DynamicRF Profile (or select the

name of an existing profile that you would like to modify).

r Status Y Configuration Y Administration

Selectall | Deselectall | Delete

» Role Based
Access Control
» Internal

Authentication - Name ¢ Created Time
» External default 2017-04-18 10:47:38

Authentication
P> Captive Porta
¥ Wireless
SSIDs
AP Templates

Showing 1 to 1 of 1 entries

Access Points

AP Licenses

AP Firmware

External

Firmware

Servers
DynamicRF R

Profiles

DynamicRF Mode should be set to Set Once and Hold, and both Dynamic Channel Configuration and
Dynamic Transmit Power Configuration should be enabled. Under the Advanced section for the 2.4 GHz
Profile, it is recommended to set the Transmit Power Interference Threshold to -75dB, the Minimum
Transmit Power to 2 dBm and the Maximum Transmit Power to 10 dBm.

» Role Based Create DynamicRF Profile
Access Control

» Internal
Authentication
» External DynamicRF Mode(_| Set Once and Hold +

Authentication Selt
> Captive Portal Enable Dynamic Channel Configuration
¥ Wireless
SSIDs
AP Templates
Access Points Transmit Power Interference Threshdld -[75 ) dEm
135 94,

Name ‘2‘4Proﬁle

if cause all associated AP

Enable Dynamic Transmit Power Configuration

Advanced

AP Licenses
AP Firmware

External
Firmware Servers

from adjacent ADTRAN APs in the same domain on the same/adjacent channels.

Minimum Transmit Power |2 dBm (1.5 mW)

Maximum Transmit Power \ 10 dBm (10 mW)

DynamicRF
Profiles

Tunnel Profiles Create DynamicRF Profile

» Ethernet Access [T
» Unified Acces
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DynamicRF Template Settings VWLAN Best Practices & Recommended Settings

Repeat the previous process to create a 5 GHz profile. Under the Advanced section for the 5 GHz Profile, it

is recommended to set the Transmit Power Interference Threshold to -75dBm, the Minimum Transmit
Power to 5 dBm and the Maximum Transmit Power to 15 dBm.

- BrobEo Create DynamicRF Profile
Access Control

» Internal
Authentication
» External DynamicRF Modi
Authentication

» Captive Portal Enable Dynamic Channel Configuration
¥ Wireless

Name |5Pruﬁ|a

S Enable Dynamic Transmit Power Configuration
S

Advanced

AP Templates

Access Points Transmit Power Interference Threshol
AP Licenses

AP Firmware

External
Firmware Servers

Minimum Transmit Power |5 dBm (3 mw)

Maximum Transmit Power |15 dB
DynamicRF

Tunnel Profiles Create DynamicRF Profile|

P Ethemnet Access [aN
» Unified Access

El NOTE

The recommended values for the Dynamic RF profiles have been specified based on
suggestions from independent vendor-neutral sources and are designed to provide the best
potential outcome for the algorithm. Alterations beyond what is specified should only be made on
an AP-by-AP basis. If the maximum value does not provide an adequate result at your site,
ADTRAN recommends reaching out to your local sales resource to inquire about our Predictive
Analysis and Site Survey offerings.
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