3120

! Platform: NetVanta 3120, part number 1700601G2

!

!

host nane " HOSTNAME"
enabl e password password
!

clock tinmezone -5-Eastern-Tine
|

i p subnet-zero

ip classless

ip routing

donmi n- pr oxy

nane-server 8.8.8.8 8.8.4.4

T T T

ﬁo aut o-config

!

event - hi story on

no | oggi ng forwarding

l ogging forwarding priority-level info
no | oggi ng enmai

!

no service password-encryption
I

username "admi n" password "password"”
|

!

ip firewal

noip firewall alg nsn

no ip firewall alg nszone

no ip firewall alg h323
noip firewall alg sip

no dotllap access-point-contro
|
!
!
|
|

ip dhcp-server database | oca
I

i p dhcp-server pool "Private"

net wor k | PADDRESS SUBNETMASK
dns-server 8.8.8.8 8.8.4.4

net bi os- node-type h-node

def aul t-rout er | NSI DEADDRESS( VLAN1)
nt p-server 199. 36. 250. 70

vlian 1

name "Defaul t"

|

!

interface eth 0/1

i p address | PADDRESSHERE
no shut down

ip access-policy Public
no |1 dp send-and-receive
|

|

interface switchport 0/1



no shut down
|

interface swi tchport 0/2
no shut down

!

interface switchport 0/3
no shut down

1

interface switchport 0/4

no shut down

!

|

!

interface vlian 1

i p address | PADDRESS SUBNETMASK
ip access-policy Private

no shut down

|
ip access-list standard jiveAl |l ow
permt 199.36.248.0 0.0.3.255
permt 199.87.120.0 0.0.3.255

|

ip access-list standard wizard-ics
remark | nternet Connection Sharing
permt any

|

|
ip access-list extended adm nAccess
permt tcp any any https

permit tcp any any eq ssh

permt icnp any any

|

ip access-|ist extended self
remark Traffic to UNIT
permit ip any any | og

|

|

!

ip policy-class Private

allow list self self

nat source list wizard-ics interface eth 0/1 overl oad
|

ip policy-class Public
allow list jiveAlow

all ow | i st adm nAccess sel f
!

no tftp server

no tftp server overwite

ip http server

ip http secure-server

no i p snnp agent

no ip ftp server

ip ftp server default-filesystemflash
no ip scp server

no ip sntp server

|
|
|
!
|
!
|
|
!
ip sip udp 5060
ip sip tcp 5060
|
!
|
!
|
|
|
|



p rtp quality-nonitoring

p rtp quality-nonitoring udp
iprtp quality-nmonitoring sip
|

line con O
no login
|

line telnet 0 4

I ogin | ocal -userlist
password g3tj 1v3

no shut down

line ssh 0 4

I ogin | ocal -userlist
no shut down

|

|

ntp server tine.jiveip.net version 3
|



end
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