
3120
! Platform: NetVanta 3120, part number 1700601G2

!
!
hostname "HOSTNAME"
enable password password
!
clock timezone -5-Eastern-Time
!
ip subnet-zero
ip classless
ip routing
ip domain-proxy
ip name-server 8.8.8.8 8.8.4.4 
!
!
no auto-config
!
event-history on
no logging forwarding
logging forwarding priority-level info
no logging email
!
no service password-encryption
!
username "admin" password "password"
!
!
ip firewall
no ip firewall alg msn
no ip firewall alg mszone
no ip firewall alg h323
no ip firewall alg sip
!
!
!
!
!
!
!
no dot11ap access-point-control
!
!
!
!
!
ip dhcp-server database local
!
ip dhcp-server pool "Private"
network IPADDRESS SUBNETMASK
dns-server 8.8.8.8 8.8.4.4
netbios-node-type h-node
default-router INSIDEADDRESS(VLAN1)
ntp-server 199.36.250.70
!
!
!
!
!
!
!
!
!
vlan 1
name "Default" 
!
!
interface eth 0/1
ip address IPADDRESSHERE
no shutdown
ip access-policy Public
no lldp send-and-receive
!
!
interface switchport 0/1



no shutdown
!
interface switchport 0/2
no shutdown
!
interface switchport 0/3
no shutdown
!
interface switchport 0/4
no shutdown
!
!
!
interface vlan 1
ip address  IPADDRESS SUBNETMASK
ip access-policy Private
no shutdown
!
!
!
!
!
ip access-list standard jiveAllow
permit 199.36.248.0 0.0.3.255
permit 199.87.120.0 0.0.3.255
!
ip access-list standard wizard-ics
remark Internet Connection Sharing
permit any
!
!
ip access-list extended adminAccess
permit tcp any  any https  
permit tcp any  any eq ssh  
permit icmp any  any   
!
ip access-list extended self
remark Traffic to UNIT
permit ip any  any     log
!
!
!
ip policy-class Private
allow list self self
nat source list wizard-ics interface eth 0/1 overload
!
ip policy-class Public
allow list jiveAllow
allow list adminAccess self
!
!
no tftp server
no tftp server overwrite
ip http server
ip http secure-server
no ip snmp agent
no ip ftp server
ip ftp server default-filesystem flash
no ip scp server
no ip sntp server
!
!
!
!
!
!
!
!
!
ip sip udp 5060
ip sip tcp 5060
!
!
!
!
!
!
!
!



!
!
!
!
!
!
ip rtp quality-monitoring
ip rtp quality-monitoring udp
ip rtp quality-monitoring sip
!
line con 0
no login
!
line telnet 0 4
login local-userlist
password g3tj1v3
no shutdown
line ssh 0 4
login local-userlist
no shutdown
!
!
ntp server time.jiveip.net version 3
!
!
!



!
!
end
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