AOS Configuration and Troubleshooting Guide

Configuring Dynamic Host Control Protocol
(DHCP) in AOS

This configuration and troubleshooting guide witl & the setup of many aspects of
Dynamic Host Control Protocol (DHCP) within ADTRAQIperating System (AOS)
products. An overview of DHCP has been providedi@ghith step-by-step instructions on
how to set up DHCP in both the Command Line Int=f¢CLI) as well as the Graphical
User Interface (GUI). The troubleshooting sectiatlines several useful commands to help
isolate problems with a setup and verify that tli@SAdevice has been configured correctly.

This guide consists of the following sections:

e DHCP Overview

e Hardware/Software Requirements/Limitations

e Configuring DHCP in AOS
o Configuring DHCP in CLI
= Step 1: Exclude Static Addresses
= Step 2: Create a DHCP Pool
=  QOptional: Change the Lease Time
=  Optional: Assign a fixed DHCP address to a sintient
= Optional: Configure DHCP Ping Settings

Optional: Configure Parent and Child Pools
Optional: DHCP Scopes
= Optional: Configuring a Router as a DHCP Client
o Configuring DHCP in GUI
= Step 1: Exclude Static Addresses
= Step 2: Create a DHCP Pool
= Optional: Change the Lease Time
=  Optional: Assign a fixed DHCP address to a sintignt
= Optional: Configuring a Router as a DHCP Client
e Configuring DHCP Relay in AOS
o Configuring DHCP Relay in CLI
o Configuring DHCP Relay in GUI




e Command Summary Table
* Troubleshooting




DHCP Overview

Dynamic Host Control Protocol (DHCP) is used togdifg network administration. Every computer that
connects to the internet or an IP network need® address. In a small network, it is not nearlgiéfscult

to manually assign IP addressing information tae®C. As systems become larger and more comphek, a
mobile users are added to the mix, it becomesasangly difficult to manage and keep track of IP
assignments. This is where DHCP comes in. DHCRvallgu to assign a range or subnet of addresses to
DHCP server which it will dynamically distribute dimaintain. In addition to IP addresses, DHCP serve
give out information for default routers, DNS ses/eand can also give out proprietary information f
devices such as IP phones.

Dynamic Host Configuration Protocol (DHCP) enalilests on an IP network, called DHCP clients, tadea
a temporary IP address from a DHCP server. Theesean also issue other configurations to the ttieat

help it function on the network (such as the adsie®f Domain Name System [DNS] and Windows Interne
Naming Service [WINS] servers). This protocol helpduce administrative overhead on an IP-based
network.

DHCP Request Process

Understanding the basics of DHCP will help you ustiend and remember how to configure a DHCP pool.
If you can track the DHCP process, you will alswfit much easier to troubleshoot the router's DHCP
activity.

The DHCP request process breaks down into fous sge Figure 1):

1. The client broadcastdaH CPDISCOVER packet, requesting an IP address and other coafigos.
2. The server responds witlib&d CPOFFER, which includes an available network address.
3. The client sends@BHCPREQUEST, accepting the offer and requesting the completdiguration from
the server.
4. The server responds wittbéd CPACK, which includes the following:
* The agreed-upon network address
A default gateway
* Aleasetime
* The address of one or more DNS servers (optional)
« The address of one or more WINS servers (optional)
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Figure 1. DHCP Request Process



The AOS Product asa DHCP Server
A router that also functions as a DHCP server iiqdarly useful for a small to medium site at waihniall
subnets connect to the WAN router.

Figure2. AOS Product DHCP Server

You should configure one DHCP pool for each subifet.the default gateway, you would specify the IP
address of the Ethernet interface through whiclrdlger connects to the subnet. (See Figure 2.)Wwauld
then create a DHCP pool for each VLAN. A WAN interé can also act as a server for DHCP clients.
However, usually the router at the remote site DHELP server would act as the remote network’seserv
On the other hand, when you bridge two remote sites router should act as a DHCP server for @hts
in the network.

DHCP Relay

Rather than acting as the server for connected Deli€Rts, the router can run DHCP relay. The router
receives DHCP packets from clients and forwardsitteea remote server on behalf of the clients.
Similarly, it receives the committed IP addressesifthe server and forwards them to the clients.

Har dwar e/Softwar e Reguir ements/L imitations

DHCP can be configured on any AOS device runningwvansion of firmware.

Configuring DHCP in AOS

You configure the AOS product to act as a DHCPeseoy configuring a DHCP pool for each connecting
subnet. The pool specifies the subnet's addresslefadilt gateway. It can also include other
configurations such as a DNS server address.
To configure the router as a DHCP server, you must:
1. Exclude static addresses from DHCP.
» Often you will have servers or other devices tlmat would like to assign static addresses to.
Those addresses must be excluded from the DHCPspdbht they are not assigned to
other devices.
2. Create a DHCP pool:
* Specify the network address and subnet mask.
» Define the default gateway.
« Specify DNS and WINS (NetBIOS) server addressesu should specify at least one DNS
server.
Optionally:
* For a DHCP pool, you can:
— Change the lease time
— Assign a fixed DHCP address to a single client



Confiquring DHCP in CL|

Step 1: Exclude Static Addresses

To specify that a range of addresses cannot bgreessto DHCP clients, move to the Global Configorat
mode and enter the following command:

Syntax: ip dhep-server excluded-address <first A.B.C.D> [<last A.B.C.D>]

For example, your organization uses the first tafr@sses on a subnet for routers and switcheshand t
second ten for servers. You enter:

(config)#p dhcp-server excluded-address 192.168.1.1 192.168.1.20
You can also exclude a single address:
(config)#p dhcp-server excluded-address 192.168.1.254

Use theno form of this command to remove an IP address flomréstricted list.

Step 2: Create a DHCP Pool

You should create a DHCP pool for each subnetatsanects directly to the AOS product and for which
you want the router to act as a DHCP server.

Use the following command to create the pool:
Syntax: ip dhcp-server pool <poolname>

The command-line interface (CLI) displays ConfigigriNew Pook poolname> and moves you into the
DHCP server pool configuration mode context.

You can also edit a pool with the same command.Qlhedisplays Configuring Existing Pool
<poolname>.

Address Pool

You assign the DHCP server address pool a subretdxifying the network address and subnet mask:
Syntax: network <network A.B.C.D> <subnet mask | /prefix length>

For example, specify a private Class C subnet:
(config-dhcp)#etwork 192.168.1.0 255.255.255.0

Default Gateway

A DHCP pool's default gateway, or default routerthe interface through which the clients for tbelp
connect. This interface is almost always an Ethesn®LAN interface

You specify a pool's default gateway by entering tnnected interface’s IP address in the DHCP pool



configuration mode context:
Syntax: default-route< A.B.C.D> [<secondary A.B.C.D>]
DNS Server

A DNS server tracks the IP addresses associatbdspétcific hostnames. It translates a hostnamétmtB
address in response to requests from DNS clietient€ need a DNS server so that users can enter
hostnames to reach other hosts and browse thedntéfou should designate at least one DNS seoveéhé
DHCP client by entering the following command:

Syntax: dns-server <A.B.C.D> [<secondary A.B.C.D>]

You may specify an optional secondary DNS serveadrling a second IP address. For example:
(config-dhcp)#dns-server 192.168.1.25 15.3.1.20

WINS (NetBIOS) Server.

A WINS server maps computers’ NetBIOS names todidfresses. It ensures that hosts on the same network
do not have the same hostname, and it performs YpkSservices for hosts with dynamic addresses.niVhe

a computer changes location in the network, the 8¥rver automatically updates the entry for its
hostname with its new DHCP address. If your privegevork uses NetBIOS, you should give the DHCP
client the address of the WINS server.

Syntax: netbios-name-server <A.B.C.D> [<secondary A.B.C.D>]
Other Servers

You can also assign clients a Trivial File Tran$festocol (TFTP) server and a Network Time Protocol
(NTP) server. Clients download config files fromTH-servers. NTP servers ensure that all client€kd
are synchronized, which can be very important éone organizations. If the NTP server is in a défdr
timezone than the DHCP clients, you must set azome offset. The range for the offset is -12 toFd.
example, to set an offset for a server 2 hourschbéthe local router, entéimezone-offset -2.

Enter these commands:

Syntax: tftp-server <A.B.C.D>

ntp-server 192.168.3.26:A.B.C.D>

timezone-offset <-12 to 12>
Domain Name
If your network wishes users to have the organirzedidomain name, you should configure the DHCP
server to issue this name with the IP address.ifygie domain name for the subnet from the corrigjon
mode context of the corresponding DHCP server pool:

Syntax: domain-name <domain name>
Do not include the period before the name. For gtam

(config-dhcp)#omain-name Adtran.com

Optional: Changethe Lease Time



The default lease time for DHCP pools on the AQG&Ipct is 1 day. This setting suits many environment
allowing clients to keep configurations throughtihe workday, but also making it easy for a client t
receive a new address when it changes locatidmeimétwork.

However, subnets for various kinds of users reqifferent lease times. For example, a subnetgratides
public access computers, which are randomly usaddry different people, may need a shorter lease. ti
Try not to set the lease shorter than necessagusedHCP exchanges consume bandwidth and router
processes.

You can configure an individual lease time for eBtfCP pool established on the router, accordingptaor
organization’s policies. For example, you can detae time of 1 hour. From the configuration mode
context of the pool, enter:

Syntax: lease <days> <hours> <minutes>

AOS always sets the first number entered as thébauof days for the lease, the second as hourghand
third as minutes. You must enter a zero to inditla you are skipping a number. For example, tase
lease time of 15 minutes, enter:

(config-dhcp)#ease 0 0 15

You do not have to input zeroes after the lastiggmt number. For example, a lease time of 3Gday
specified as:

(config-dhcp)#ease 30

Optional: Assign afixed DHCP addressto a single client

Certain devices should almost always be givencstatilresses so that routes remain accurate, tvenket
design logical and consistent, and traffic flowntairupted. However, sometimes such a device @s als
required to take a dynamic address from a DHCReseYwu can configure the router to assign a fixed
DHCP address to this device. Also, when you waiatsgign a particular host a permanent address,
sometimes it is better to configure this addressujh a server, rather than through whatever agjic is
on the host. DHCP automatically tracks addresséissddwo devices are not inadvertently given thas
address.

To assign a fixed address to a single host:

Create a new DHCP server pool with a name indieativthe host.
Identify the host allowed to take the address égbol by its MAC address:
* Yyntax: hardwar e-address <MAC address>
* For example:
0 (config-dhcp)#ardware-address d2:17:04:91:11:50
3. Specify the IP address for the host. The routesraatically assigns the address with its natural
mask. If your organization uses variable-lengthngtiting, make sure to include the subnet mask or
prefix length for the host’s subnet:
* Syntax: host <A.B.C.D> <subnet mask | /prefix length>
4. Specify the default gateway:
* Yyntax: default-router <A.B.C.D>
5. Configure other settings such as DNS and WINS ssraed a domain name.
6. You can also assign the client a name:
« Yyntax: client-name <name>

N



« For example: (config-dhcpdient-name L AN2Switch
Optional: Configuring DHCP Ping Settings

The DHCP server sends ping packets to verify thadalress is available before assigning it to a BHC

client. You can configure two settings for DHCPveerpings:

 Timeout — This determines how long the DHCP sewadts for a reply to a ping.

* Ping packet count — The DHCP server pings anesddrithout result this many times before assigtiieg
address to a requesting client.

By default, the router times out a ping after 5a)and pings an address twice before assuming it is
available.

Ping settings apply to the router as a whole, mindividual DHCP pools. You configure them froneth
Global Configuration mode.

To change the timeout setting, enter:
Syntax: ip dhcp-server ping timeout <milliseconds>
The valid range is from 10 to 1000 ms.
To change the ping packet count, enter:
Syntax: ip dhcp-server ping packets <count>
The count can be from O to 100.

For example, enter:
(config-dhcp)#p dhcp-server ping timeout 700
(config-dhcp)#p dhcp-server ping packets5

If you do not want the router to use ping packetsiteck that an address is available, enter théoping
packet count.

Optional: Configuring Parent and Child Pools

If your AOS product supports contiguous subnets, gan configure a single parent pool for the ramige
subnets. In this pool, you would specify settirfgst apply to all of the subnets, such as domairen®NS
servers, WINS servers, and lease time.

You would then configure child pools, each of whiebuld have its own subnet address and default
gateway. The other settings would be automati¢aiported from the parent pool, saving you time and
minimizing opportunities for miskeying a server eaks.

When you configure a parent pool, you specify Hrege of subnets by entering the network addresshst
subnets have in common followed by the (now shppefix length.

Figuring out the exact number of bits that two sibrave in common involves converting from decitoal
binary and can be complicated. The simplest meithtw use the address and bit length for the lagincon
octet.

For example, you want to configure a parent pooktdnets 192.168.1.0 /24 and 192.168.2.0 /24. The
parent pool network address could be 192.168.@.0 /1



However, you should be careful using this methsgeeially when your network uses variable-length
subnets.
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Example DHCP Pool Configuration
You donot specify a default router for a parent pool.
You configure the child pools just as you do any@pool, but you only have to configure the subnet
address and default router. If you alter a setBogh as the lease time, the configuration in kel pool
overrides that in the parent pool.

In the above example, a router connects to twoestsbiihe figure also shows the network’s DNS andl8VI
servers. This LAN reserves addresses 1 to 29 dnsdmet for various network devices, such as reute
switches, and servers. To configure this routerctcas a DHCP server for its local subnets, youldvou
complete these steps:

1. Exclude static addresses:
(config)# p dhcp-server excluded-address 192.168.1.1 192.168.1.29
(config)# p dhcp-server excluded-address 192.168.2.1 192.168.2.29

2. Create the parent pool with global settings:
(config)#p dhcp-server pool Parent
(config-dhcp)#etwork 192.168.0.0 /16
(config-dhcp)#ns-server 192.168.1.25 192.168.2.23
(config-dhcp)#etbios-name-server 192.168.2.26
(config-dhcp)#ease 0 12

3. Create the child pools, each with its own sulanet default gateway:
(config-dhcp)#p dhcp-server pool LAN1
(config-dhcp)#etwork 192.168.1.0 /24
(config-dhcp)#efault-router 192.168.1.1
(config-dhcp)#p dhcp-server pool LAN2
(config-dhcp)#etwork 192.168.2.0 /24
(config-dhcp)#efault-router 192.168.2.1

Configuring DHCP Scopes

The AOS product supports VLAN tagging so that it caceive traffic from more than one VLAN on the
same Ethernet interface. Therefore, the AOS proahught receive DHCP requests from clients on ogier
subnets on the same physical interface.

You can configure a separate DHCP scope to accom@each VLAN. Simply configure the DHCP pool
with the VLAN’s network address just as you woudthfigure a typical DHCP pool.



After you enable 802.1Q encapsulation (for VLANgag) on the Ethernet interface, you can configure
Ethernet sub-interfaces. You assign the sub-intesfa VLAN ID and an IP address. To configure the
DHCP scope, you simply specify that IP address@sléfault router of the DHCP pool configured foe t
VLAN.

These are the only configurations that you musterakthe AOS product. You can add options for the
server addresses and lease time in the same wayothaould for any pool. (You would also configuhe
connecting switch to pass DHCP packets from has® gpecific VLAN to the address of the correspogdi
Ethernet sub-interface on the router. This conigan ensures that clients receive an addresseocattnect
subnet.)

Eth 0F1.1 Eth¥12
10211 1031.1

. H"-.‘_ENF-uE
102.1.0/24 1021073

Gartows Garton
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~ DHCP Scopes with VLANs

In this example, Router A connects to Switch BterEithernet 0/1 interface. Switch B connects tdsios
VLANSs 101 and 102. You enable VLAN tagging on tbeter so that traffic to both VLANSs can be carried
over the same cable. You configure IP address 682111 /24 on Ethernet sub-interface 0/1.1 anditRess
192.168.2.1 /24 on Ethernet sub-interface 0/1.2.

You would configure the DHCP scopes as follows:

1. Enable VLAN tagging:
(config)#interface eth 0/1
(config-eth 0/1)#ncapsulation 802.1q
(config-eth 0/1)#o0 shutdown

2. Configure the VLAN interfaces:
(config-eth 0/1)#nterface eth 0/1.1
(config-eth O/1.1)#escription Scope 1 interface
(config-eth 0/1.1)¥an-id 101
(config-eth 0/1.1)¥ address 10.2.1.1 255.255.255.0
(config-eth 0/1.1)#o0 shutdown
(config-eth O/1.1)#terface eth 0/1.2
(config-eth 0/1.2)éescription Scope 2 interface
(config-eth 0/1.2)¥an-id 102
(config-eth 0/1.2)# address 10.3.1.1 255.255.255.0
(config-eth 0/1.2)#0 shutdown

3. Reserve addresses for the VLAN interfaces aner@ervers by excluding them from DHCP:
(config)#p dhcp excluded-address 10.2.1.1 10.2.1.20
(config)#ipdhcp excluded-address 10.3.1.1 10.3.1.20

4. Configure a DCHP pool for each VLAN, setting tReaddress of the default router to that of the
corresponding VLAN interface:
(config)#p dhcp-server pool Scopel



(config-dhcp-pool)#ietwork 10.2.1.0 255.255.255.0
(config-dhcp-pool)default-router 10.2.1.1
(config-dhcp-pool)# dhcp-server pool Scope2
(config-dhcp-pool)#ietwork 10.3.1.0 255.255.255.0
(config-dhcp-pool)#efault-router 10.3.1.1

Optional: Configuring a Router Interface asa DHCP Client

Your service provider may require the router teenee an address from one of its DHCP servers.in th
case, you must configure the WAN interface thatheats to the provider as a DHCP client.

Ethernet interfaces can also be DHCP clients. kamgle, the interface could take an address freereer
on the local network. When possible, it is a gadehito assign network devices static addresseseow
DHCP does automatically track IP addresses assignagelvices as well as which addresses are still
available, relieving IT staff of this task. You ceonfigure the DHCP server to assign the Ethentetface
a fixed DHCP address. Interfaces that receive a Pl@dress can receive other configurations, tos.ih
particularly useful for interfaces that connecttte Internet. For example, an ATM sub-interface reeive
the address for a DNS server.

To configure an interface as a DHCP client, youtmus
* Configure the interface with a dynamic address

You can also:

 Set the interface’s client ID

» Set the interface’s hostname

* Enable the interface to take configurations othan the IP address

You enable the DHCP client on an individual integfalnterfaces that can act as DHCP clients are:
* Frame Relay sub-interfaces

* ATM sub-interfaces

» Ethernet interfaces

» PPP interfaces (only when bridging traffic)

* VLAN interfaces

» Ethernet interfaces

* BVI interfaces

Move to the appropriate interface configuration mmadntext and enter one of these commands:
Syntax: ip address dhcp [hostname<name> | no-default-route | no-domain-name | no-namessgfrver
Syntax: ip address dhcp [client-id {<ethernet <slot>/<port> | HH:HH:HH:HH:HH:HH:HH} |
hostname<name>|
You can enter this command without any optionsiiiaite the client with the default client ID andsh
name:
(config-fr 1.101)#p address dhcp

Configuring DHCP in GUI

For this example, we will be creating a DHCP paolthe 192.168.1.0 subnet. The addresses from
192.168.1.1 through 192.168.1.100 will be set akidstatic reservations. The router at 192.168xill1be
acting as both the default gateway and the DNSeserv

Step 1. Exclude Static Addresses



First, navigate to the DHCP Server tab to acces€PBerver options. Then, click the “Excluded Rahges
tab and enter the starting and ending addressgsuofange. Click “Add” to add the exclusion to tioaiter.

S

Getf_mg Stfa ried Exclude ranges of 1P addresses reserved for hosts with static IP settings. The server
R 7 will not assign IP addresses from the start IF address through the end IF address.
Setup Wizard

Systemn Summ ary

Add an Excluded Range

‘Physical Interfaces start (P address: [192 [ iee 3 [L[s ] @
e End IF Address: | — e — -
f:?::o.rds comtanay 192 | [1e2 Ar Jifzeo] @
rvices

(B . Add

DHCF Server

Hostriame / DNS Excluded Ranges

2 : ' “End Address

LLDP There are no excluded ranges in the DHCP database.
SHMP

Step 2: Createa DHCP Pool

Next, click the “DHCP Pools” tab and enter a dggtorée name for your pool. Click “Add” and you whle
taken to the DHCP configuration window.

DHCP Server Settings

DHCP Poals U Excluded Ranges |

Create a pool for each subnet containing DHCP clients. & pool must also be created
for each host requiring a reserved (fixed) IP address.

Add New DHCP Server pool
Pool Name: (Test_Pocl | (7]

Modify/Delete a DHCP Server Pool
To wview or modify an existing DHCP server pool, click the link in the desired raw.

Next, click the “DHCP Pools” tab and enter a dggtorée name for your pool. Click “Add” and you whle
taken to the DHCP configuration window.

From this menu, you will enter the network addi@ss subnet mask of the network you are trying tape
DHCP for. You will also enter the default gatewang NS servers.



DHCP Server Pool "Test Pool”

| Required Configuration H_{_:_rgt_ipnal Configuration .H“Numb_e_.__rg_:l__pptions_i

Create a pool for each subnet containing DHCP clients. A pool must alzo be created
for each host requiring a reserved (fixed) IP address.

IP Addresses

O] Assign 1P addresses to all DHCP clients on a subnet.

Subnet Mask: [255 |, [255 |. [255 |.[o |

) Reserve a fixed IP address for a single host.

o

pagdress— o ¢

DHCP Options
Default Gateway: |15z |.[1s8 i . i_l:] = il | (7]
Primary DNS: 152 |, 158 i 5 i_l:] = i_].lj (7]
Lease Time: ,E _| days ILQ__| hours El mir. (7]

The “Optional Configuration” tab allows you to engelditional information for your DHCP pool. Oncewy
have completed configuration, click the “Apply” bar.

DHCP Server Pool "Test_Pool”

on|| Optional Cenfiguration || Numbered Options |

=d Car

Use this tab to configure values for DHCP named opticns.
Cramain Name: [ ] (7}
Secondary DNS: [: 5 :] . [:I 2 I:I (7]
Brimary WINS: [: 5 :] . [:I . I:I [ 7]
Secondary WINS: [: ; :] 5 [:I - l:l &
TFTP Server: [ ] (7}
nteserver: | [ [ [ | (7]
Timezone offset: [D_ &

The “Optional Configuration” tab allows you to engglditional information for your DHCP pool. Oncewy
have completed configuration, click the “Apply” bar.

After clicking “Apply”, you will be returned to thBHCP Server screen. You will see the DHCP pool you
have created listed.



DHCP Server Settings

DHCP Pools || Excluded Ranges |

Create a pool for each subnet containing DHCF clients. A pool must also be created
for each host requiring a reserved (fixed) IF address.
Add Mew DHCP Server pool
Pocl Name: | | (7]
Add

Modify/Delete a DHCP Server Pool
To wiew or medify an existing DHCP server poal, click the link in the desired row.

i _Subnet/Host 1P Address
[Test Pool subnet 192.168.1.0/24 [ Delete ||

Scrolling down on the DHCP Server page will allosuyto see the leases that the router has currently

granted to DHCP clients.

DHCP Leases

Lease Persistence

Enable Lease Persistence: |:| Enabled @’

Current Leases

Bels?w 15 & list of all CIJ!"reI"rt|_V maintained DHCP leases and relevant information.

There are no DHCP Leases registered in the system.

Refresh in 2 seconds...

Optional: ChangethelLease Time

This configuration change can be made either fiwarinitial setup or at a later time. Navigate te BHCP
Setup page by either creating a pool or clickingorexisting pool. Modify the numbers next to “Leas

Time” In order to modify the lease.

DHCP Server Pool "Test Pool™

Create a pool for each subnet containing DHCP clients. A pool must also be created
for each host requiring a reserved (fixed) IP address.

IP Addresses

@ Assign IP addresses to all DHCP clients on a subnet.

) Reserve a fixed IP address for a single host.

-

=5 " “
e
DHCP Options
Default Gateway: (132 ].[1e8 [t [.[1 | @
primary ONS: [1s2].[1es |.[1 [.[1] | @
Lease Times [+ |days|o |hours[o |min. @
((concet ] (apeiy ]

Optional: Assign afixed DHCP addressto a single client



First, navigate to the DHCP Server configuratioggpaCreate a pool for the PC whose address youtwish
be statically assigned and click “Add”.

Getting Started
IE&&P ‘Mz_a_rﬂ” DHCP Pools || Excluded Ranges |
':System 'Summaw_ Create a pool for each subnet containing DHCP clients. A pool must also be created
Fhysical Interfaces for each host requiring a reserved (fixed) IP address.
"Pmo'_-ds Add New DHCP Server pool
I;Hiir:ms Pool Name: iTgst_Pnoll | [}
erver
Hostname / DNS
!—'—ZE?F_’ Modify/Delete a DHCP Server Pool
E,NMP: To view or modify an existing DHCP =erver pool, click the link in the desired row.
Name Subnet/Host 1P Address
There are no Pools in the BHCF database.

Next, click the radio button for reserving a fixédaddress and fill in the desired IP, subnet, MAC
address of the host PC. Fill in the remaining Beddd click apply.



'Required Configuration|| Optional Configuration || Numbered Options |

Create a pool for each subnet containing DHCFP clients. & pool must also be created
for each host requiring a reserved (fizxed) IP address.

IP Addresses

@) Assign IP addresses to all DHCP clients on a subnet,

Subnet address, ]_"; W ]T I'—u &

(¥} Reserve a fixed IP address for & single host,

1 : A |

1P Address: E?T |—1€F| ; .ri_l q1s |

Subnet Mask: | 255 ] ESS_| : i_2_2_5_| 7| |

o

DHCP Options

Default Gateway:

2] fues ]t [t ] L2

|
el | Bk

: ) o A
Primary DWS: (192 | (168 |41 | |1 |

&

Lease Time: |1 days |0 | hours o | min. L7

Optional: Configuring a Router Interface asa DHCP Client

Navigate to the interface configuration menu foarydesired menu and set the “Address Type” to DHCP.

IP Settings
Set to Nens' if _
Address Type: | BTSN v | santecang to o Siidas

with 1B routing
disabled.

Removes default routes
and DNS servers
configured By DHCP
Track Name; l <Mone Available= » when track i=s not
faifing. (Optional
parameter used with
netwaoark monitoring.)

Uized to register this
Chvnamic DNS: | <dizabled= W interfacs's IP address
with & DNS Name.

Secondary IP Settings

|Add a new Secondary 1P Address

[ Reset ][ Apply ]

Configuring DHCP Relay in AOS




DHCP relies on clients being able to reach a sdyydiroadcasting a request. The DHCP request itelim
by being broadcast to the application port for DH@i@ BOOTPS port, 67). Limited broadcasts propagat
only throughout the local subnet. If the clienhi on the same subnet as the server, the broaglitiasot
reach the server.

If you want clients to receive dynamic addressesifa server on a remote network, you must configure
DHCP relay on the AOS product. To enable DHCP rgtay configure the router to forward packets
received on the DHCP application port to a helpieiress.

Configuring DHCP Relay in CLI

To configure the router to forward DHCP packetsyento the Global Configuration mode and enter this
command:

Syntax: ip forwar d-protocol udp bootps
Next, set the address of the helper address. Tlhertaddress is the address of the DHCP servedeviae
on the same subnet as the server. You can setedliffieelper addresses for different interfacestt8et
address from the configuration mode context ofitkerface that connects to the clients:

Syntax: ip helper-address<A.B.C.D>
For example:

(config-eth O/1)# helper-address 10.1.1.1
The router does not simply forward the DHCP pacKetso examines them, checks their validity, adds
any appropriate changes, such as its own IP adfisbésh enables the server to return the DHCP difer

the router). The remote server uses this IP addoadstermine from which pool it should select ifRe
address that it offers to the client. The routdr tiven forward this offer to the client.

- An AOSrouter is only capable of running a DHCP server or DHCP relay at any one time.
‘%ﬁg Attempting to run both at one time can cause DHCP relay to become non-functional.
X

Configuring DHCP Relay in GUI

First, navigate to the UDP Relay configuration menu
Router f Bridge
Default Gateway
Routing

Route table

IF Interfaces
Locpback Interfaces
Tunnels

QoE Wizard

QoS Maps

Bridging

UDP Relay

Demand Routing:




Next, enter the IP address of the DHCP serventhatvish to forward packets to under the “IP Helper
Address” section. Then select the interface orrdléer that will be receiving the DHCP requestsciCl
“Add"_

IP Helper Address

Enter the IP address that you would like to forward the specified broadcasted UDP
protocols to, Then specify which interface to listen to these protocols on.

. - Enter the [P address tao
I:d';fé'zz.r i_1£_| . IM 3 ,1_i ; Il forward the specified
' LOE protocols o,

_——— The interface receiing
Interface: | eth 0/1 »| the UDFP broadoasts to
""""""""""" be forwarded.

Finally, select “bootps” as the UDP protocol anidicladd”.

UDP Forward Protocol

Choose which UDP protocol to forward or specify vour own,

S The UDE protocol o be
______ M| forwarded to the
specitied IP address.

UDP Protocal:

[ Add

Yiew/Delete UDP Forward Protocols

D i tput D atagrams:
| There are currently no UDP Forward Protocols set,

Example configur ation

Standard DHCP Configuration

Internet

This configuration assumes a network with a locéinet of 10.0.0.0/24. The
router, with an address of 10.0.0.1 is servingaib the default gateway and
the DNS server for the network. Finally, an exchidenge of 10.0.0.1 to
11.0.0.1/24 10.0.0.100 will be set aside for static assignmemtervers and other devices.

e, ,Efﬂ

10.0.0.0/24



Router (config)# ip dhcp-server pool DHCP

Router (config-dhcp)# network 10.0.0.0 255.255.255.0

Router (config-dhcp)# dns-server 10.0.0.1

Router (config-dhcp)# default-router 10.0.0.1

Router (config-dhcp)#lease 100

Router (config-dhcp)# exit

Router (config)# ip dhcp-server excluded-address 10.0.0.1 10.0.0.100

DHCP Relay Configuration

...,r .\% 3
il Y
,ﬁ Internet 1_} m
[ ¥ 1111
ey In this configuration, local users in the 10.0.240/
i subnet are attempting to retrieve a DHCP address fr
it a server located on the internet at 1.1.1.1
aas
e s [
10.0.0.0/24

Router (config)# ip forward-protocol udp bootps
Router (config-eth 0/1)# ip helper-address 1.1.1.1

Command Summary Table
Standard DHCP

Command Description

Step 1 (config)#p dhcp-server pool <pool name> Create a DHCP pool

Step 2 (config-dhcp)#hetwor k <network address> | Define the subnet in which DHCP will hand out
<subnet mask> addresses

Step 3 (config-dhcp)#ns-server <router address> Define the DNS server to be digtith

Step 4 (config-dhcp)#efault-router <router Define the default router to be distributed
address>

Step 5 (config-dhcp)#ease <days> <hours> Define the amount of time before the lease expires

(Optional) | <minutes>

Step 6 (config)#p dhcp-server excluded-address Define the addresses to be excluded from distdbuti
<low> <high




DHCP Relay

Command Description
Step 1 (config)#ip forwar d-protocol bootps Define type of traffic to be relayed by the router
Step 2 (config-eth 0/1)# helper-address <remote | Define the address of the remote DHCP server with
dhcp server> the local interface that receives the traffic

Troubleshooting

Viewing active leasesfor the Netvanta DHCP server:

Router#show ip dhcp-server bindings

Router#show ip dhcp-server binding

IPAddress ClientId Lease Expiration  Client Name
10.10.18.11 01:00:0c:47:61:85:71 Jun 212007 4:39 PM jxp
10.10.18.12  01:00:a0:51:31:24:82 Jun 21 2007 4:42 PM Ixp

Viewing detailed exchange between hosts and Netvanta DHCP server:

Router#debug ip dhcp-server

Router#debug ip dhcp-ser ver

Router#

2007.06.20 23:25:21 DHCP.SERVER Processing Discover M essage (Xid =
6de5fbb9) on 10.10.18.0/255.255.255.0 from 01:00:0c: 47:61:85: 71
2007.06.20 23:25:21 DHCP.SERVER Offering IP Address 10.10.18.11 to
01:00:0c:47:61:85:71

2007.06.20 23:25:21 DHCP.SERVER Server sent an Offer to the client
2007.06.20 23:25:21 DHCP.SERVER Processing Request M essage (Xid =
6de5fbb9) on 10.10.18.0/255.255.255.0 from 01:00:0c: 47:61:85: 71
2007.06.20 23:25:21 DHCP.SERVER Server sent an Ack to the client
2007.06.20 23:25:24 DHCP.SERVER Processing Request M essage (Xid =
cec80cae) on 10.10.18.0/255.255.255.0 from 01:00:0c: 47:61:85: 71
2007.06.20 23:25:24 DHCP.SERVER Server sent an Ack to the client

]




