ADRAN

TECHNICAL SUPPORT NOTE

Introduction to the Firewall Menu in the Web GUI

Featuring ADTRAN OS and the Web GUI

Introduction

This Technical Support Note shows the different options available in the Firewall menu of the ADTRAN OS
Web GUI.

Firewall Menus

The NetVanta GUI Firewall menus allow you to quickly configure aninitial firewall policy,
change default protocol and traffic timeouts, and configure advanced firewall policies to
control traffic going through the firewall.

Firewall

Firewall Wizard
General Firewall
Security Zones

Firewall Wizard

The Firewall wizard can be used for the initial Firewall policy configuration. Y ou can quickly
enable Internet sharing (using NAT) by selecting the public interface and then selecting the
private interfaces that will use the public interface for outbound traffic. Port forwarding can
also be configured in the wizard if you have servers (web, e-mail, etc.) on your private
network that need to be accessed from the Internet.

General Firewall

The NetVanta Firewall can be enabled or disable from the General Firewall screen. Y ou can
also override the default protocol timeouts for TCP, UDP, or ICMP in addition to setting
timeouts on specific applications.

Security Zones

The Security Zones screen can be used to configure advanced firewall options that cannot be
configured in the firewall wizard. A security zone contains one or more policies and can be
applied to interfaces to allow, discard, or NAT traffic asit enters the NetVanta.



Firewall Wizard

The Firewall Wizard enables the NetVanta firewall and allows you to perform abasic
configuration of the firewall. The public interface connected to the Internet and the private
interfaces that need access to the Internet can quickly be defined. Y ou can also define servers
on your private network that Internet users need to be able to access.

WARNING! - The Firewall Wizard should only be used for theinitial firewall configuration.
It will overwrite any existing firewall policies and temporarily interrupt all Network Traffic.
The Security Zones area of the firewall can be used to modify existing firewall policies.

Using the Firewall Wizard

1) After selecting the Firewall Wizard, click Next 2) Choose the interface that is connected to the
to confirm that you plan to overwrite any Internet. Thiswill be the Public interface.
previous firewall configuration.
=i e
Router
(= —uaE
The firewall wizard will allow youFto Pemfurm a basic configuration of your Né_ﬁ::\m Netvanta 12245TR - "};{:}‘g‘;

In order to begin configuration of your firewall the wizard must know which

interface is connected to the Internet.
The settings selected in this wizard will overwrite any previous

firewall configuration and will interrupt all Network Traffic routed
through the Netvanta.

Click Next to continue. Which interface is connected to the Internet?
Interface: |ppp 1 -

Select Interface
Default (vlan 1)
Vlan 2 (vlan 2)
Vian 3 (vian 3)
Vian 4 (vian 4)
vlan S (vlan S

Cancel | Mext > < Back | Next >




Using the Firewall Wizard (Continued...)

3) Select all the Private interfaces that will use
the Public interface to get out to the Internet.

/Zj Firewall Wizard - Private Interfaces |0 <
Private Interfaces - Firewall Wizard

Router
~
S \
{ Intemet
B emme=_ 1‘-‘\,,\/
et Netvanta 12245TR Remote
Netwark: Netwari

Interfaces selected below will all share the ip address of the ppp 1 interface
(10.10.10.1 ) when accessing the Internet.

Select the interfaces that you would like to have access to the Internet

Interface Description
- wvlan 1
r vlan 2
I wlan 3
I vlan 4
v vlan 5

< Back | Mext >

5) Specify the | P address of the Private Server
that will receive the forwarded traffic.

ate Server IP Address ] 5

ate Server IP Address-

Router

F 3

. =

Lacal
Server

HetVanta 12245TR
Internet FC

Web data entering the Netvanta on ppp 1 will be forwarded to an address on
the private network.

IP Address of Private Server: |1.92 N ECERN E) . 100

< Back | Mext >

4) Specify the server (if any) on your Private
network that you want to allow access to from the
Internet.

<) Firewall Wizard - Private Servers _|olx

Private Servers- Firewall Wizard

Router
e
- - n
Netvanta 1224STR \"\-’\Jj
Local Internet PC
Server

Are there any servers on your private network that Internet users need to
be able to access? The Netvanta will enly allow specific traffic into your
private network to help protect your servers.

" Mo, 1 don't have any servers that need to be accessed from the
Internet.

Yes, I need to provide access to the following kind of server:
Web server
FTP server
E-mail server

Telnet server

o Bie Nie Nie BO

Other server

< Back | Next >

6) |dentify any other serversthat will be located
on the Private network. (if any)

2} Firewall Wizard - Private Servers . =] B3

Private Servers- Firewall Wizard

Router
A~
- - L n
Netvanta 1224STR \"\-’\)j
Local Internet PC

Server
Are there any other servers on your private network that Internet users

need to be able to access? The Netvanta will only allow specific traffic into
‘your private network to help protect your servers.

' Mo, I don't have any othar servers that need to be accessed from the
Internet.

Yes, I need to provide access to the following kind of server:
 Web server (192.168.3.100)

FTP server

P
' E-mail server
€ Telnet server
-

Other server

< Back | Next >




Using the Firewall Wizard (Continued...)

7) One final warning that you will overwrite 8) Y ou have successfully created and applied the
existing Firewall policies. Click Apply to create Firewall policies. Close the window.
the defined Firewall policies.

3 Firewall Wizard - Summary =101 %] 2l Firewall Wizard - Success =10l
Summary - Firewall Wizard Success - Firewall Wizard
Based on your selections, your firewall will be configured as follows: The wizard has successfully applied your settings .

Internet Connection Sharing Enabled ¥ + noy th f b t th i will nat be lost
All Internet access from the interfaces listed below will share the IP at?t‘;rrréursesrégrﬂtf SRS R L 20 5 il dim e 5 O RE S el e
address 10.10.10.1 from the public interface "ppp 1" -

Private Interface Description Te save the configuration, close the wizard by selecting "Close” below,
then click "Save” in the page heading.

Vlan 3

Vlan 4

Vlan 5

Port Forwarding
Access to the servers below will be allowed from the Internet. All other
attempts to access the private network from the Internet will be
blocked by the firewall.

Server Private IP Address Public IP Address
Web Server 192.168.3.100 10.10.10.1

WARNING: Clicking the apply button will overwrite your current
firewall settings with the settings shown above.

<Back | Apply | cancel Close

The firewall policies will be created and applied to the specified interfaces based on your
selections. The following policy configuration was created based on the above selections:

ip access-list standard wizar d-ics interface vian 3
remark Internet Connection Sharing ip address 192.168.3.1 255.255.255.0
permit any access-policy Private

ip access-list extended self inter.face vlan 4
remark Traffic to NetVanta ip address 192.168.4.1 255.255.255.0
permitipany any log access-policy Private

ip access-list extended wizar d-pfwd-1 interface vian 5
remark Port Forward 1 ip address 192.168.5.1 255.255.255.0
permit tcp any host 10.10.10.1 eqg www log access-policy Private

ip policy-class Private interface ppp 1
alow list self self ip address 10.10.10.1 255.255.255.252
nat source list wizar d-icsinterface ppp 1 overload access-policy Public

ip policy-class Public
nat destination list wizard-pfwd-1 address 192.168.3.100 * Partial output displayed

* Remember to save your configuration to ensure the settings will not be lost after arestart.



General Firewall

The NetVanta Firewall can be enabled or disable from the General Firewall screen. You can
also customize timeout intervals for protocols (TCP, UDP, ICMP) or specific services by
listing the particular port number.

NetVanta 1224STR

Save Logout

[
Getting Started

Systern Surnrmary
Physical Interfaces
Passwords

IP Services

Configuration for Firewall

Configuration for the firewall security features.

Enable or disable

Enable or disable the -
DHCP Server Enable: [~ ! (7] 4— . . .
firewall, -
Hostmame # DNS firewall functionality
LLDP Defa_ult TCP |600 Used when profocol/oort @
Timeout: 5 not set, (Defauwlt 600)
Forts Default UDP |6E| Used when protocoldport 7}
Port Security Tirmneout: is not set, (Default 60) =

Storm Control

Default ICMP
Timeout :

leo e ooy @ <— Change default
Resat | _apoly | protocol timeouts

Link Aggregation
WLANS

Spanning Tree
MAC Forwarding
Class of Service
Stacking

Router / Bridge

Default Gateway

Add f Modify / Delete IP Policy-Timeouts

The MetWanta creates "Associations” for all traffic routed through it. These
"Associations” timeout after a period of inactivity; some applications require the period

Routing of inactivity to be fairly large {a day, days, s week). You are sble to create specified
Route Table timeouts for these types of applications here,

IP Interfaces

QOS Maps Add an IP Policy-Timeout

Bridging

Protocal: ITCP ‘I
Port Type: Ibgp (179 vl

= Specify the data protocol.

Firewall Wizard
General Firewall
Security Zones

Select ar specify & port
value, lalid specified values
Fre I-65535,

Custornize the timeout

Set inactivity timeouts for

VPN Wizard Timeout: I interval by entering & valus . ) 3
VPN Peers of 1-4294967295 seconds. SpECIfI c app| ications
Certificates

st aAddimodify |
Paort Mirraring
Configuration
Firmware
Reboot Unit
Telnet To Unit

Default protocol timeouts for all services

Delete Entries
Click the 'Delete’ button to remove a port timeout for a protocal.

Port Timeout
There are no port timeouts, other than default, that are set.

e TCP -600
e UDP -60
e |CMP-60



Security Zones

The Security Zones screen can be used to configure advanced firewall options that cannot be
configured in the firewall wizard. A security zone contains one or more policies and can be
applied to interfaces to allow, discard, or NAT traffic asit enters the NetVanta.

ADRAN
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Save Logout

System

Getting Started
Systermn Summary
Physical Interfaces
Passwords

IP Services
DHCP Server
Hostnarme / DNS
LLOP

Ports

Port Security
Storm Control
Link Aggregation
VLANS

Spanning Tree
MAC Forwarding
Class of Service
Stacking
Router / Bridge
Default Gateway
Routing

Route Table

IP Interfaces
QDS Maps
Bridging
Firewall
Firewall Wizard
General Firewall
Security Zones
YPN

WP Wizard

VPN Peers
Certificates
Utilities

Port Mirroring
Configuration

Firmnware
Reboot Unit
Telnet To Unit

Assign Interfaces to Security Zones

Firewall is DISABLED - Security Zone rules are inactive

Each interface must be associated with a Security Zone. & Security Zone is configured
with a set of policies that define what action the firewall will perform on data sessions
originating from that zone,

Current Security Zone Mew rity Zo 4_ Assi gn interfacesto an
Default <nones IPuinc vl P .
bp S ranes [P =] existing Security Zone
pPPP & <none Itest vl
ppp 7 <MOne > |<n0ne> 'I

reset |(Fozan]

Edit Security Zones

A security zone contains one or more policies, The security zone can be applied to
interfaces to allow, discard or NAT traffic as it enters the MetWanta. A security zone that
has no configured policies will allow all traffic to enter the interface.

Modify Security Zones
Click on the link on the security zone name in order to modify that security zone,

Edit one of five

Security Zone ions

= 0 | Reneme | Security Zones
Public 1] Rename
Private n] Rename
<Unused Security Zone 4= i} Renarme
=Unused Security Fone 5 1] Rename

Each interface must be associated with a Security Zone. A Security Zone is configured with a
set of policies that define what action the firewall will perform on data sessions originating

from that zone.

The Public and Private Security Zone listed above were created with the Firewall Wizard

A security zone that has no configured policies will allow all traffic to enter the interface.



Private Security Zone - Traffic to NetVanta Policy

The Private Security Zone was created with the Firewall Wizard. Two policies were created.
The Traffic to NetVanta policy allows all traffic entering the Private interface to reach the

NetVanta.

S
Getting Started
Systern Summary
Physical Interfaces
Passwords
IP Services
DHCP Server
Hostnarne / DNS
LLDP
Ports
Part Security
Storm Contraol
Link Aggregation
VLANS
Spanning Tree
MAC Forwarding
Class of Service
Stacking
Default Gateway
Rauting
Route Table
IP Interfaces
Q0% Maps
Bridging
Firewall Wizard
General Firewall

Security Zones
WPM Wizard
WPM Peers
Certificates

Port Mirraring
Configuration
Firmware
Reboot Unit

Telnet To Unit

Security Zones

NetVanta 1224STR

> Security Zone ‘Private’

Save Logout

Configure Policies for Security Zone "Private’

Mew policies can be added to Security Zone 'Private’ by clicking the "Add Palicy" button.
Existing policies can be modified or deleted or their evaluation order may be changed using
the list belaw,

Add New Policy to Security Zone "Private’

Add Policy to Zone 'Private’ 4_

Modify fDelete Policies in Security Zone ‘Private’

Tao wiew or modify an existing policy, click the "Description” link in the desired row. (7]
Priarit Description

Traffic to MetWanta

Advanced

AT —-—=q Delete
b7 MAT list wizard-ics : Advanced Delate

Traffic not ratching ane nf:the policies abave will be blocked.

Modify Traffic to
NetVanta Policy
|

v

Configuration for Policy "Traffic to NetVanta' in Security Zone "Private’

Allows low-level
configuration of all policy
parameters.

Policy Type: Advanced

Optional description for

Folicy Description: |TraFFi: to NetVanta this policy

Advanced Policy Data

Policy Action: IAIIDW vl

This is the action that will
be taken if 3 packet
matches the entries
specified below.

This allows you to specify
that this action will be
taken only if the traffic is
destined for this specific
SecurityZone.

Destination Security I—Ll
Zone: <Self Bound=

If Source is selected,
replaces source address
with NAT IP Address.
Translates source port it
port in use by another
session. If Destination is
selected, replaces
destination address with
NAT IP Address.

 Source with Overloading

NAT Type: .
 Destination

- X Packets arriving from
Specified Security Zone 'Private’

I 5 I 5 5 I will have either their

source or destination
s Interfacel'-.-'\al* 1 'I

address replaced with this
IP Address
Cancel Apphy I
Add / Modify [ Delete Policy Traffic Selectors

Configure one or more traffic selectors that define the data sessions this policy will Allow.

NAT IP Address:

Add New Traffic Selector

Add New Traffic Selector.. |

Modify/Delete Traffic Selector

Priority Type Protocol Source Network/Ports Dest Network/Ports

Permit  any any any Delete 4_

Add ancther Policy to
this Security Zone

Allow packets that
match selector below

Allow packetsif they
are directed to the
NetVanta

Permit any traffic from
anywhere going anywhere



Private Security Zone — Traffic to NetVanta Policy — Modify Traffic Selector

The default traffic selector added to the Traffic to NetVanta Policy will permit all traffic from
anywhere going anywhere.

Systermn Summary
Physical Interfaces

Telnet To Unit

NetVanta 1224STR

I BRI

Cance\l Apply |

Security Security Zone Policy ‘Traffic to 1odify Custom Policy
Getting Started Zones i . Met¥anta'

be affected,

Modify Custom Policy Entry

Passwords
IF Services Enter the information on this form to specify which packets will trigger the specified action.
DHCP S H H
SreE . <4 Permit filter
Hostnarne / DNS . & permit -
Filter Type: (7]
LLOF ' Deny
Forts Protocol: Iany 'I I (7}
Port Security
Storm Control & any
. - ICMP Message ~
Link Aggregation Type (ICMP Only): = well Known 12}
VLANS ;I
Spanning Tree
MAC Forwarding Source Data <4— Define source of traffic
Class of Service &
Stacking * ANy Source IF Address of
Router / Bridge Source 1P Address gossions originating i
Default Gateway Host/Metwark: Address: I . I . I . I Erivate ' that should
Routing Mask: I . I . I . I be affected,
Route Table
IP Interfaces @ Any Source ports of
Q0SS Maps S Pars el Known I ,I sess.fo_ns or.fg.fn:at.fng in
Bridging (TCP/UDP Only) ¢~ . Se!:,ur.ltyrZone
o Specified Frivate * that should
| = o be affsctad.
Firewall Wizard . ) .
General Firewall Destination Data 4 Deﬂne deStInatI on Of
Security Fones traffIC
& any Destination I
VPN Wizard Destination  Ip Address Address of sessions
X orginating fn Security
iPIr\-It.]I:‘.ee:s pe=tlietia Address: I . I . I . I Zone ' Private “that
RGeS houtd be affected.
T Mask: I . I . I . I a
Utilities as
Port Mirroring
N & any Destination ports of
Reboot Unit fERALET @y Specified Frivate * that should



Private Security Zone — NAT list wizard-ics

The Private Security Zone was created with the Firewall Wizard. Two policies were created.
The NAT list wizard-ics policy provides Network Address Translation of the private to public

IP addresses and is shown below. With the configuration below, all hosts in the Private
Security Zone will share the public IP address assigned to the WAN interface.

5

Getting Started
Systern Surmnrmary
Physical Interfaces
Passwords

IP Services

DHCP Server
Hostname / DHS
LLOP

Security Zones

NetVanta 1224STR

> Security Zone ‘Private’

Configure Policies for Security Zone "Private’

Save

MNew palicies can be added to Security Zone 'Private’ by clicking the "Add Palicy" button,
Existing policies can be modified or deleted aor their evaluation order may be changed using
the list below.

Add Mew Policy to Security Zone "Private’

Logout

<4 Add another Policy to

R this Security Zone
Parts Add Policy to Zone 'Private
Port Security - S - e .
- Modify fDelete Policies in Security Zone "Private
il AEEreeEiEn To wiew or modify an existing palicy, click the "Description” link in the desired row. (7]
VLANS =
Spanning Tree & ¥V Trafficto NetVanta advanced Delete
MAC Forwarding AT MAT list wizard-ics === =~ 1 Advanced Delete
Class of Service Traffic not matching nnqI of the policies above will be blocked.
Stacking |
= | . .
Router / Bridge | MOdIfy NAT PO“Cy
Default Gateway v
Routing n . — " _ P = ot "
Configuration for Policy 'NAT list wizard-ics' in Security Zone 'Private
Route Table
IF Interfaces Allows low-level
QOS5 Maps Policy Type: Advanced configuration of all policy
Bridging parameters.
apti i
. P " . = ptional description for
Firewall Wizard Policy Description: |NAT list wizard-ics e
Gener.a\ hlliszsl] Advanced Policy Data
Security Zones
This is the action that will
. . S - be taken if 3 packet 1
WP Wizard Policy Action: | NAT e e o ‘— NAT POIICy
VPN Peers specified below.
Certificates

Paort Mirroring
Configuration
Firmware
Reboot Unit
Telnet To Unit

Destination Security
et

Zon

NAT Type:

NAT IP Address:

=Any Security Zone> x

# Source with Overloading
" Destination

" Specified

© InterfacelDDDL 'I

Cancel | _Apply

This allows you to specify
that this action will be
taken only if the traffic is
destined for this specific
SecurityZone.

If Source is selected,
replaces source address
with NAT IP Address.
Translates source port if
port in use by another
session, If Destination is
selected, replaces
destination address with
NAT IP Address.

Packets arriving from
Security Zone Private’
will have either their
source or destination
address replaced with this
IP Address

Add / Modify / Delete Policy Traffic Selectors

Configure one or more traffic selectors that define the data sessions this policy will NAT.

Add New Traffic Selector

Add New Traffic Salector..

Modify/Delete Traffic Selector

Priority Type
Permit

Protocol Source Network/Ports Dest Network/Ports

any

Delete I

tt

Specify that all hosts
will share Public IP

Specify public IP Address

Public IP Address will
be address assigned to
the selected interface

Defined rules for traffic
that will use this policy



Public Security Zone — Port Forward Policy

The Public Security Zone was created with the Firewall Wizard. A Port Forwarding policy
was added to allow a server (web, e-mail, etc.) on the private network to be accessed from the
Internet. All other inbound traffic will be blocked. With the configuration bellow, all traffic
destined for the Public IP address 10.10.10.1, and port 80 (www), will be forwarded in to the
Private | P address 192.168.3.100. Since thisis the only policy in the Public Security Zone, all
otther traffic will be blocked.

NetVanta 1224STR

Security Zones > Security Zone "Public’

Logout

Getting Started

Systermn Summary

Physical Interfaces Configure Policies for Security Zone "Public*
Passwords

Mew policies can be added to Security Zone 'Public’ by clicking the "Add Palicy" button,
Existing policies can be modified or deleted or their evaluation order may be changed using
the list belaw,

IP Services
DHCP Server
Hostnarne / DNS

LLDP Add Mew Policy to Security Zone "Public’ )
< Add another Policy to
Parts Add Paolicy to Zane 'Public' thIS w:urlty Zone
Port Security . o ; . .
Modify fDelete Policies in Security Zone "Public
Storm Contraol X dif L i lick the " iotion” link in the desired =
Wil Amgremstien To view or rmodify an existing policy, click the "Description” link in the desired row, (7]
ority Diescription Action
WLANS
Spanning Tree PortiForward 1 Port Forward ﬁl
PortiForward 1
MAC Forwarding | Traffic not matching one of the policies above will be blocked.
I
Class of Service |
Stacking :
Router / Bridge 1
Default Gateway :
Routing :
Route Table 1
IP Interfaces :
QOS Maps e .
Bridging Modify Policy
'
Firewall Wizard v
Genenallieh ol Confi tion for Policy 'Port F d 1' in S ity 2 "Public’
Security Zones onfiguration for Policy "Port Forwar in Security Zone "Public
Allows bosts on the
VPN Wizar Internet to access all or
Policy Type: IPor‘t Forward vl
VPN Peers <R selected perts on a
™ private server.
Certificates
Utilities Paolicy Description: IDDrt Forward 1 g}pb‘on}a! description for
Port Mirroring E ey
Configuration Address used by hosts in
Firmware : X Iﬁ the 'Public' security zone
Ropet Public IP Address: |10.10.10.1 (ppp 1) e e =
eboot Uni server
Telnet To Unit
Server address. Must not
- Private IP Address: |1.92 . |188 .|3 .ILDD be in security zone
"Public'
* Forward only traffic specified below
" Forward All Traffic (inbound 1:1 NAT)
Protocols/Ports to Forward
Add desired protocols/ports to be forwarded, then click the Apply button.
Protocol Matching Ports
[ccr | www (£0) 2 <4— Port Forwarding Policy

|<Add protocel/port= 'I <-- To add a row, select a protocol from the list.
Cancel | Applyl



Creating Your Own Security Zone

Y ou can create and define your own Security Zone by selecting one of the Unused Security
Zonesin the Edit Security Zones field. When you select an unused security zone, you are

prompted to give it a name, select a policy type, and define policy parameters for your new
Security Zone.

NetVanta 1224STR P >
5
Getting Started

Physical Interfaces

Firewall is DISABLED - Security Zone rules are inactive

Fasswords
IP Services . . . . . . )
Each interface must be associated with a Security Zone. & Security Zone is configured
DHCP server with a set of palicies that define what action the firewall will perform on data sessions
Hostname / DNS originating from that zone,
LLOP
o —
Porte efau ublic

Port Security PRP S <Nones IPrivate 'I

ftol:r; Controtl_ FPD 6 <none= [test =] <« Assigninterfacetoa
ink Aggregation ppp 7 <nones I<n0ne>j‘ Securlty Zones

VLANS
Spanning Tree Reset |

MAC Forwarding

Class of Service Edit Security Zones

Stacking . . . . .
o A security zone contains one or more policies. The security zone can be applied to

Router / Bridge interfaces to allow, discard or NAT traffic as it enters the NetVanta, A security zone that

Default Gateway has no configured policies will allow all traffic to enter the interface,

Routing - -

Route Table MI.JdIfY Secu.rlty Zones . . .

IP Interfaces Click on the link on the security zane name in arder to modify that security zone.

QDS Maps

Bridging test i} Rename
Public 0 Renarns

Rl leard Private o Rename

General Firewall .

. <Unused Security Zone 4= a Rename

Security Zones
=Unused Security Zone 5= ____': ] Renarme

WP Wizard 1

VPN Peers :

Certificates :
1) Select Unused Security

Port Mirroring

Configuration

Firmnware
Reboot Unit Configure Security Zone Name

Telnet To Unit This is a descriptive

for th i .
- Name: [omz S o ey reterence <4— 2) Name the Security Zone
later.
Cancel | _Apply |
[}
[}
[}

Mew policies can be added to Security Zone 'DMZ' by clicking the "Add Policy" button.
Existing policies can be modified or deleted or their evaluation order may be changed using
the list below.

Add New Policy to Security Zone 'DMZ’

Add Policy to Zone 'DMZ' | <«— 3) Click to add policy to

Modify/Delete Policies in Security Zone 'DM2' Securlty Zone
To view or madify an existing policy, click the "Description” link in the desired row. (7}
Priority Description Action

There are no configured policies; all traffic from Security Zone 'DMZ" will be blocked.



Creating Your Own Security Zone (Continued...)

After selecting the Add Policy to Zone <Zone Name>, select the policy type that you wish to
create. A brief description of each policy typeis displayed.

Getting Started
System Summmary
Physical Interfaces
Passwords
IF Services
DHCZP Server
Hostname / DNS
LLDP
Ports
Part Security
Starm Control
Link Aggregation
VLAMNS
Spanning Tree
MAC Forwarding
Class of Service
Stacking
Default Gateway
Routing
Route Table
IP Interfaces
Q05 Maps
Bridging
Firewall Wizard
General Firewall
Security Zones
VRN Wizard
VPN Peers
Certificates
utilities |
Part Mirraring
Configuration
Firmware
Reboot Unit
Telnet To Unit

Security Zones

NetVanta 1224STR

Security Zone ‘DM2"

Configure Policies for Security Zone '‘DMZ*

Lagout

Mew policies can be added to Security Zone 'DMZ' by clicking the "Add Policy” button,
Existing policies can be modified or deleted or their evaluation order ray be changed using

the list below,

Add New Policy to Security Zone "DMZ'

Add Policy to Zone 'DMZ'

1
Modify fDelete Policies in Security Zone:'DMZ'
To view or modify an existing policy, click thé, "Ciescription” link in the desired row,

Add New Policy -- Select Policy Type

1 & n

There are no configured policies; all traf‘Fi:c from Security Zone 'DMZ' will be blocked.

Add Pdlicy

v

Select which type of policy to create. Explanations of each policy type are listed below.

Policy Type: |Select a policy type.. 'I

Select which policy
type to create, then
click Continue.

Policy Types Explained

The following policy types may be configured:

Port Forward: @

Many:1 NAPT:@

Admin Access: @
Filter: ©

Allow: @

Advanced:

Allows hosts from the 'DMZ" Security Zone to access all or selected
ports on a private server in another Security Zone. Depending on the
configuration, a Port Forward will NAT a public IP Address to a private
IPF Address for all protocols and ports or just a subset, like TCR/FTF
and TCP/WWW. Typically used when Security Zone 'DMZ' is applied to
interfaces connected to the Internet.

Allows hosts from the 'DMZ' Security Zone to share a single public IP
address for Internet access. Also known as Internet connection
sharing. Typically used when Security Zone 'DMZ’ is applied to
interfaces connected to a private (local) network.

Used to allow administrative access to the NetVanta from hosts in the
'DMZ' Security Zone.

Blocks specified traffic from the 'DMZ’" Security Zone from entering
any other Security Zone.

Allows specified traffic from the 'DMZ" Security Zone to continue
toward all other Security Zones unaffected.

Allows low-level configuration of all policy parameters.

MNote: & "1:1 NAT™ may be emulated by configuring a Port Forward (of all ports) on the
'DMZ' Security Zone and a Many:1 NAPT (with single private IP address) on the Security
Zone in which the server is located.

4) Select the policy type
that you wish to create

5) Assign policy
parameters based to your
new policy



Policy Type — Port Forwarding

Allows hosts from the 'current’ Security Zone to access al or selected ports on a private server
in another Security Zone. Depending on the configuration, a Port Forward will NAT apublic
IP Addressto aprivate IP Address for all protocols and ports or just a subset, like TCP/FTP
and TCP/WWW. Thisis used when this Security Zone is applied to interfaces connected to the
Internet.

Aifows hasts on the
. Internet do access all or
Policy Type: |P0r‘t Forward ;l elsioe) SRS G &
private server,

Policy Description: | %‘?:’g-’;ﬁfcﬁes'i?’fpﬁon for

Address used by hosts in

Public IP Address: |192.1681.1 (sth 0/4) =] ggeagﬁj*:h;széz"”e

Ll=Tab

Server address, Must not

Private IP Address: IlD . |1D . IlD . |1 be in security zone

Brivate”

* Forward only traffic specified below
" Farward All Traffic {inbound 1;1 NAT)

Protocols fPorts to Forward

Add desired protocols/ports to be forwarded, then click the &pply button.

Matching Ports
- v (3070 -

|<Add protocol/port> = | <-- To add a row, select a protocal from the list,

Cancel I Apply |

Policy Type — Many:1/ NAPT

Allows hosts from the Security Zone that you are editing to share asingle public IP address
for Internet access. Also known as Internet connection sharing. Typically used when this
Security Zone is applied to interfaces connected to a private (local) network.

Allows hosts in the
'Private’ Security Zone to

Policy Type: I Many:1 NAPT - I share a single public IP
address for Internet
acecess.

. — Optional description for
Policy Description: | this policy

Many:1 NAPT Data

¢+ Allow all hosts in the 'Private’ Security Zone to share the

Public IP Address. The NetVanta will perform

. i c : source address/port
¢  Specify selected hosts in the 'Private’ Security Zone to >
share the Public IP Address. transistion (NAPT) on all
packets from hosts on this

l_l_l_l_ network
,:,l_l_l_l_

All packets from the hosts
Public IP Address: [192.168.1.1 (wlan 1) = :zi’;’;;dt:g‘;";:ﬂed
from this IP address.

Cancal | Apply



Policy Type — Admin Access
Used to allow administrative access to the NetVanta from hosts in this Security Zone.

Add New Policy to Security Zone 'DMZ'

Used to restrict

Policy Type: IAdmln Access 'I administrative sccess to

the Netvanta.
Policy Description: | gl:;’gf;tzif‘?smpnon for
Admin Access Data
« Ay
" specified The NetVanta will only

Public Address: allow admin access from
Address: I . I . I the specified address.

vaske [ ]l I

[T HTTP [T SSsH

[ HTTPS [ SNMP These are the methods
Admin Access Type: used to access the

[~ FTP ™ Telnet Neti/anta remotely.

[ Ping

cancal | Apply |

Policy Type — Filter
Blocks specified traffic from this Security Zone from entering any other Security Zone.

Blocks specified traffic

Policy Type: I Filter - I from entering the

MNetvants.
s e Optional description for
Policy Description: | P
Filter Data
Protocol: I any - I | Protocol description

@ A
w - If specified, limits this
Source 1P ¢ Specified filter to packets
Address/Mask:  address: l_ ) I_ ) originating from matching

I_l_ IP addresses
Mask: l_l_l_l_

o Any
Filtered Ports (Tcp el known [ =] i 0 Pkt dechmed
and UDP only): gpecified for the specified ports
- I to I
& any

o - . If specified, limits this
Destination 1P ¢ Specified filter to packets destined

Address/Mask:  agdrecs; N | . for matching IF addresses
Mask: - I - I .

Cancel | Apply |



Policy Type — Allow

Allows specified traffic from this Security Zone to continue toward all other Security Zones

unaffected.

Policy Type:

Policy Description:

Allow Data

Source IP
Address/Mask:

Destination IP
Address/Mask:

Protocol:

Allowed Ports (TCP
and UDP only):

Policy Type — Advanced

Allow vl

o Any

(o Specified

Address: I_ 5
Mask: I— o

' any
" Specified

—
.
—

any ha

o Any

© well Known E
() Specified
- I tDI
Cancel | Apply

Allows specified traffic to
continue toward its
destination unaffected.

Optional description for
this policy

If specified, only allows
packets originating from
matching IP addresses

If specified, only allows
packets destined for
matching IP addresses

If specified, only allows
packets that correspond
to the specified protocol.

If specified, only allows
packets destined for the
specified ports

Allows low-level configuration of all policy parameters.

Add New Policy to Security Zone "DMZ’

Policy Type:

Policy Description:

IAdvanced -
|

Advanced Policy Data

Policy Action:

Destination Security
Zone:

NAT Type:

NAT IP Address:

IAIIUW VI

|<Any Security Zone> 'I

 Source with Overloading
" Destination

] Specified

s Interfacem
Cam:ell Apply I

Allows low-level
cenfiguration of all policy
parameters.

Optional description for
this policy

This is the action that will
be taken if & packet
matches the entries
specified below.

This allows you to specify
that this action will be
taken only if the traffic is
destined for this specific
SecurityZone.

If Source is selected,
replaces source address
with NAT IP Address.
Translates source port if
port in use by another
session. If Destination is
selected, replaces
destinatien address with
NAT IP Address.

Packets arriving from
Security Zone 'DMZ" will
have either their source
or destination address
replaced with this IP
Address



