Quick Configuration Guide
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I ntroduction

To reduce the cost of point-to-point connectior® tndustry is moving away from
dedicated circuits and towards IPSEC Virtual Pevatetwork (VPN) tunnels. The
problems with a standard VPN tunnel are that (Liraffic that needs to traverse it must
be specified in the configuration, (2) discontins@ubnets require separate tunnels, (3) it
does not count as a routable interface, and (4)jn@protocols cannot operate across it.

The best solution to simulate a dedicated poimdint connection is a Generic Routing

Encapsulation (GRE) tunnel. This kind of tunnel §¥)default has no limitations on the

traffic that traverses it, (2) can route multipléeets without multiple tunnels, (3) counts
as a routable interface, and (4) can have routintppols operate across it. However, the
problem with GRE tunnels is that they are not secur

The ultimate solution is to merge the two processeprotecting the GRE tunnel with a
VPN tunnel. This solution would allow the GRE tuhneaffic to traverse the VPN
tunnel, and all traffic limitations would take p&am the GRE tunnel instead of the VPN
tunnel. It also has the added benefit of creatisghgle IPSEC association regardless of
how the GRE tunnel is utilized.



Har dwar e/Softwar e Requirements

* Unit must be running at least AOS 9.1.
* Unit must be running the Enhanced Firmware Package).

Overview

To create a GRE over IPSEC VPN tunnel in AOS, dhiewing will need to be
configured:

1) VPN tunnel must be configured using the GRE tumemnelpoints as the selectors.
2) GRE tunnel must be configured.

3) Firewall must be setup on the GRE tunnel, if theviall is running on the unit.
4) Routing settings must be configured to direct taesiréd traffic across the tunnel.

VPN Tunnel Configuration

The first layer that must be configured is the VieNnel the GRE tunnel will ride above.
This tunnel is configured identically to any othéPN tunnel in AOS except for the
selector statement. This guide will not go into tdwerall configuration steps of a VPN
tunnel since they are covered extensively in KBclat#1973. This guide will instead
center on the selector statement, which is the diffigrence from a traditional VPN.

The VPN tunnel selectors will consist of the endp®of the GRE tunnel. Whatever kind
of traffic traverses the GRE tunnel, after the G&tieapsulation it all looks like a GRE
packet with a source address of the router andsndéion address of the GRE peer. The
selectors would have to reflect this GRE tunnéeffitaln the command line, it would
look similar to the following:

i p access-list extended VPN Sel ectors
permt gre host <GRE Source | P Address> host <GRE Dest |P Address>

In the web interface, the selectors from an alrelagijt tunnel can be changed in the
following manner:

Firewall Browse to ‘Firewall / ACLs'.

Firewall Wizard )
*** This may be called ‘General

Eirewall £ ALLS Firewall in some firmware
Security Zones revisions.




Access Control Lists

Allows you to modify any ACL currently defined in the system and add new ACLs for
use in QoS or SNMP. K

Configure ACLs

Select ‘Configure ACLs'.

Access Control Lists

Mew ACLs can be added by clicking the "Add New ACL" button. Existing ACLs can be
modified, deleted, or their evaluation order may be changed using the list below,
WARNIMG: Rermaoving or modifying an existing ACL could affect network traffic,

Add New ACL
ACL Mame: | The name to uniguely identify this
i ace.
ACL Type: © Extendsd A standard ACL controls #raffic only
e (O standard by the source IP address.
[ Reset | Add mewacL |

Modify /Delete ACLs
To view or modify an existing ACL, click the "Mame" link in the desired row.

u 4CL Tye

[ Admin Extended Public
‘D NAT Extended Private
[ self / Extended Private
‘D VPN-10-vpn-selectors Extended Private Public

Configure the access-list th
references the VPN in question.

at

Add f Modify f Delete Policy Traffic Selectors

Configure one or more traffic selectars that define the data sessions this policy will match.

Add New Traffic Selector

[ Add Mew Traffic selector, |

Modify /Delete Traffic Selector

Delete

192.168.2.0/24

Select the ‘Permit’ link to chang
the VPN selectors.

Modify Custom Policy Entry

Enter the information on this form to specify which packets will trigger the specified action,

Filter Type: © Permit (7]
O Deny
Protocal: | gre v H (7]
Any
ICMP Message >
Type (ICMP Only): wWell Known (7]
Source Data
O any
& 1P Address Spurce IP Address or
& hostname of
Source Address: . ssf'cms arfginating in
Host/Network: Mask: . | z55 | Security Zone AN
that should be
O Hostname attected.
Any Saurce ports of
sessions orfginating in
(TC?’?SI’DD: g?lrtj il K.nuwn Securfty Zone VPN
¥ Specified that shauld be
o affected.
Destination Data
O any

Destination
Host/Netwaork:

Destination Ports
(TCR/UDFP Only)

@ 1P Address

Destingtion IF

address: . dddress of sessions

Mask:

O Hastname

Any
well Known
Specified

originating fn Security
<255 | Zone ‘VEn” that
should be affected.

Destination ports of
sessfons orfginating in
Securfly Zone BN
that should be

,_‘{D ,_ affected.

Change the Protocol to ‘gre’.

Change the Source IP Address
the source IP of the GRE tunn
with a 255.255.255.255 mask.

Change the Destination IP Addre
to the destination IP of the GR
tunnel, with a 255.255.255.25
mask.

Click ‘Apply’.
*** The 255.255.255.255 subn

mask selects the I[P addre
entered and that address only.
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Add f Modify f Delete Policy Traffic Selectors

Configure one or more traffic selectors that define the data sessions this policy will match.

Add New Traffic Selector

[ Add New Traffic Selector., |

Modify fDelete Traffic Selector

Priority  Type Protocol  Source Metwork/Ports Dest Network/Ports
Permit  GRE 208.61.209.1/32 65.162.109.201/32 Dalete

After applying, the VPN selectors
will reflect the source and
destination IP address of the GRE
tunnel, and will only be selecting
the GRE traffic type.

GRE Tunnel Configuration

The next step is to configure the GRE tunnel thdt simulate the point-to-point

connectivity. To configure a GRE tunnel:

1) Create the tunnel interface.

2) Specify the IP address & subnet mask of the tuenépoint.

a) Since this is a routable interface, it requiredRuaddress. This IP address makes
no difference to the subnet(s) behind the routerthay will usually be entirely
unaware of its existence. These IP addresses sheuddtermined by the network
administrator, preferably in an organized and lamanner.

b) If the GRE over IPSEC tunnel is replacing a dedidatircuit, the same or similar

IP addressing scheme should be used.

3) Specify the source & destination IP addresses.
a) These addresses are the public IP addresses mwiutess at each end.

4) Specify the Maximum Transmission Unit (MTU).
a) Both the GRE tunnel & the VPN encapsulation reqadditional overhead in the
packet. This requires that the MTU of the GRE tuitm@esmall enough to account
for the additional overhead so that the final packeat is created is not

fragmented.

b) In most typical scenarios, an MTU of 100 bytes lkss1 the Internet connection
is more than sufficient. 100 bytes is an easy-tbember number, and given a
typical Internet MTU of 1500, the GRE MTU would bé00.

c) If you are doing any type of special scenario whene are using additional GRE
features, special-case VPNSs, or need to maximine @RE MTU for any reason,
please look through the table below, and calculaerequired MTU subtraction

value you will need.

I PSec Transform Set Combination Maximum | PSec Overhead (Bytes)
esp-(3des or des) esp-(sha or md5)-hmac 57

esp-(3des or des) 45
esp-aes-(128, 192, or 256) esp-(sha or md5)-hmac 73
esp-aes-(128, 192, or 256) 61

ah-(sha or md5)-hmac esp-(3des or des) 69

ah-(sha or md5)-hmac esp-aes-(128, 192, or 256) 85
ah-(sha or md5)-hmac 44




GRE Tunnel Feature Addtional Overhead (Bytes)
Standard GRE Overhead 24
Tunnel Checksumming 4
Tunnel Sequencing 4
Tunnel Keying 4
All GRE Features (Worst-Case) 36

5) Specify the tunnel type as GRE.
a) Currently in AOS, the only type selectable is GREhough this may change in
future firmware revisions.

6) Turn on Keepalives.
a) GRE tunnels have a built-in keepalive mechanisnfa(de10 seconds) that serves
two purposes:

i) Allows the tunnel to determine whether end-to-em@mmunication is
established. Without this feature the tunnel woaldiays appear as UP,
regardless of whether it was actually UP or DOWN.

i) Keeps a constant stream of traffic going acrosstiheel to keep the GRE
tunnel UP, and by extension the VPN tunnel UP.

In the command line, the GRE tunnel can be condéidum the following manner:

interface tunnel 1
ip address 172.16.0.1 255.255.255.252
tunnel node gre
tunnel source 208.61.209.1
tunnel destination 65.162.109.201
keepal i ve
mu 1400
no shut down

In the web GUI, the GRE tunnel can be configurethefollowing manner:

Router / Bridge
Default Gateway
Routing
Route table
IP Interfaces
Loopback Interfaces
oS Whard Browse to ‘GRE Tunnels'.
QoS Maps
Bridging
UDP Relay
Demand Routing
VRRP

Firewall




Tunnel Interfaces

Mew tunnels can be added by clicking the "add New Tunnel" button, Existing tunnels can
be modified and their status monitered by clicking on the tunnel description, Use the 7]
'Delete’ Button to delete a tunnel.

Add Mew Tunnel

Modify fDelete Tunnels
To view or modify an existing tunnel, click the "Description” link in the desired row.
‘B Number Description Type

There are no configured tunnels. |

Select ‘Add New Tunnel'.

Modify Tunnel 1

Tou may edit the information for tunnel 1 below. Click apply when you are finished
rmaking changes.

Enter @ number for this

Tunnel Number: funned (1-1024).

. . Enter a description for this
Description: |GRE ougr IPSEC el

Enable: Enable the tunnel,

Enter the IP address of this

IP Address: (172 |. |16 |.|0 1 funmet.

K Enter the subnet mask of this
Subnet Mask: 255 |.|255 . 255 |.|252 funmet.
Tunnel Source @

address: (&) |zo08|.|s1 |.|z08 |1 Enter the tunnel source

i:r%’dg&_ss. @
Interface : (O Select the interface.
Destination Enter the destination s
Address; (6% |-[162].|109 | (201 adaress for this tunnel. L2
wrw: (1200 / Specify the MTL (64-12190) or

set o 0 to default,
Tunnel Type: | GRE v/

GRE Settings

Enable end-to-end )

[ Tunnsl Checksurnming checksumming of packets,

Enable sequence number @

[ Tunnel Sequence Mumbers checking.

Set the tunnel selector kep @

[ Tunnel Key Yalue: {1-dr54567254).

unne\ Keepalive:

Feriod: 0 min. | 10| sec. Enable kespalives, (7]

Retries: |3 (1-255})

3|l

Configure the tunnel to
specifications required and
outlined in the above section.

Click *Apply’ when finished.

th
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GRE Tunnel Firewall Setup (Optional)

The GRE tunnel counts as a routable interface, thnd must have a firewall policy
constructed for it. A uniquely-named policy-clage¢urity Zone) is recommended so
that the firewall is able to distinguish the diface between interfaces in the same
manner that the routing engine can, and it also emaik easier for the firewall

administrator to understand in most cases.

This recommendation results in three policy-classélse typical configuration:

* Private

o Will be constructed to allow administrative accesfipw all traffic
through the GRE tunnel, and optionally NAT traffto the public

interface.



* Public
o Will be constructed to allow the VPN tunnel traffrtbound, and allow
administrative access.
e  Tunnel
o Will be constructed in most cases to allow allftcaf

The firewall construction, as outlined in this downt, will take advantage of a firewall
function to specify the destination policy-classhisl is designed to ease the
administrative burden when traffic does not neeblddiltered on the edge routers, only
routed to another site where policing can be cbntenforced. This allows for the
access-lists referenced by the firewall to be ‘mmatlt's, but be limited to what they will
match based upon where the packet is routed.

For further firewall configuration and understarglimefer to KB articles #1968 and
#1543.

In the CLI, the firewall can be configured in tledléwing manner:

ip firewall

!

interface <WAN I nterface>
access-policy Public

!

interface <LAN Interface>
access-policy Private

!

interface tunnel 1
access-policy Tunnel

!

i p access-list extended self
remark Traffic to Netvanta
permt ip any any

!

i p access-list extended tunnel
remark Traffic to GRE Tunnel
permt ip any any

!

i p access-list extended NAT
remark NAT to the Internet
permt ip any any

!

ip access-list extended Adm nAccess
remark Public Admin Access
<Desired Adm n Access>

!

i p access-list extended VPN Sel ectors
remark GRE Tunnel Selectors
permt gre host 208.61.209.1 host 65.162.109. 201

!

ip policy-class Private
allow list self self
allow list tunnel policy Tunnel




nat source list NAT interface <WAN Interface> overload policy Public

|
i p policy-class Tunnel
allow list self self
allow list tunnel policy Private
|
ip policy-class Public
al | ow reverse
allow |i st Adm nAccess self

list VPN-Sel ectors statel ess

In the web GUI, the firewall can be configured e following manner:

Firewall
Firewall Wizard

Firewall / ACLs
Security Zones

Browse to ‘Security Zones'.

Edit Security 2ones

A security zone contains one or more policies, The security zone can be applied to
interfaces to allow, discard or NAT traffic as it enters the NetWanta. & security zone that
has no configured policies will allow all traffic to enter the interface. Click on the 'Active
Sessions' number to view the running version of your policy-class association table.

Modify Security Zones

Click on the link on the security zpne name in arder to modify that security zone.
Security Zone Active Sessions

l<Click to add a Security Zone> /A

Select ‘Click to add a Securit

Zone’,

Configure Security Zone Name

This is a descriptive

: name for the security
Mame: [Public zone for easy reference
fater,

e e

Create the zones
‘Private’, and ‘Tunnel’.

‘Publig’

y

Assign Interfaces to Security Zones

Firewall is DISABLED - Security Zone rules are inactive

Each interface must be associated with a Security Zone. A Security Zone 15 configured
with & set of palicies that define what action the firewall will perfarm on data sessions

ariginating from that zone.

sth 0/1 <nones | Publie  »
Default “none i Private |
tunnel 1 <none> K | Tunnel  »

B security zone contains one or more policies, The security zone can be applied to
interfaces to allow, discard or NAT traffic as it enters the NetVanta, A security zone that
has no configured policies will allow all traffic to enter the interface. Click on the "Active
Sessions' number to view the running version of your policy-class association table.

Modify Security 2ones
Click on the link on the security zone name in order to modify that security zone.

o (Bename |

|Public

I Renamsa I

|=Click to add & Security Zone>

Assign the Security Zones to t
appropriate interfaces.

Edit Security Zones

Select Security Zone ‘Public’.




Configure Policies for Security Zone "Public’
Firewall is DISABLED - Security Zone rules are inactive

Mew policies can be added to Security Zone ‘Public’ by clicking the "Add Policy”™ button.
Existing policies can be modified or deleted or their evaluation order may be changed using
the list below.

Adiia ity Eesmithy Gine b X Select ‘Add Policy to Zone Public|.

[ Add policy to Zone 'Public’ |

Modify fDelete Policies in Security Zone "Public"
To view or modify an existing policy, click the "Description” link inthe desired row. (7]

Priority Description Action:

There are no configured policies; all traffic from Security Zone 'Public’ will be blocked. |

Add New Policy -- Select Policy Type

Zelect which type of policy to create. Explanations of each policy type are listed below,

R, Select which policy

% o— . . . y
Policy Type: | Select a policy type.. ¥ type 1o create, then Select po“cy type Admin Accessl ’
Select a policy type.. cfick Continue. ) . . .
i rareltony 1 NAPT click ‘Continue’.
Policy Types Explai i it
The following pelicy typ Elllt::‘
Port Forward: ¥ All1:1 nat ! Security Zone to access all or selected
PAadvanced another Security Zone. Depending on the
CONMYUTAND d will NAT & public IP Address to a private

T

The public address should be left{to

Policy Type: | Admin Access ~ m;z—:;;ﬁ;:famss to ‘Any,, Or ||m|ted to the IP address
st range of the network administratar
Palicy Description: ﬁmif"cﬁpmn for '
Admin Access Data .
- The type of remote access servites
P il I— %ggﬁ%ﬁ;m that need to be allowed should pe
e ' check marked. These should |be
T determined Dby the network
_ [ wrtes [ sue These are the msthods administrator and any relevant
Admin Access Type: wsed to access the . : ..
LT Fres [ Telnct Netl/anta remotely. company-specific security policies.

] ping K

Edit Security Zones

A security zone contains one or more policies, The security zone can be applied to
interfaces to allow, discard or NAT traffic as it enters the NetVanta, A security zone that
has no configured policies will allow all traffic to enter the interface. Click on the "Active
Sessions' number to view the running version of your policy-class association table.

Click ‘Apply’ when finished.

: Browse back to ‘Security Zones'.
Modify Security Zones
Click on the link on the security zone name in order to modify that security zone.

rity Zane IS

Select Security Zone ‘Private’.

[Tunnel o

Canee )
|Brivate 0

i=Clic & Security Zones /g

es for Security Zone 'Private”
Firewall is DISABLED - Security Zone rules are inactive

New policies can be added to Security Zone 'Private’ by clicking the "Add Policy” button.,
Existing policies can be modified or deleted or their evaluation order may be changed using

the list below, Select ‘Add Policy to Zong

Add New Policy to Security Zone ‘Private’ . y
’ g Private’.

\1%4

[ Add Policy to Zone 'Private’ I
Modify fDelete Policies in Security Zone ‘Private’
To view or modify an existing policy, click the “Description” link in the desired row. (7]
Priorty Description Action

There are no configured policies; all traffic from Security Zone 'Private’ will be blocked, |




Policy Type:

Policy Types Explain|

Select a policy type.. %
Select a policy type..
Port Forward

Many:1 NAPT

Admin Access

The following policy typ
Port Forward: @ Al

P9 Advanced

Filter
Allow

TS

Add New Policy -- Select Policy Type

Select which type of policy to create, Explanations of each policy type are listed below.

Select which policy
type to create, then
click Continue.

=" Security Zone to access all or selected
another Security Zone, Depending on the
srd will NAT & public 1P Address ta & private

Select policy type ‘Allow’, click
‘Continue’.

Policy Type:

Palicy Description:
Allow Data
Stateless Processing:

Destination Security

Zone:

Source 1P
Address/Mask:

Destination IP
Address/Mask:

Protocol:

Allowed Ports (TCP
and UDP only):

Palicy Type:

Policy Description:
Allow Data
Stateless Processing:

Destination Security
ane:

Source IP
Address/Mask:

Destination IP
Address/Mask:

Protocol:

Allowed Ports (TCP
and UDP anly):

Allow v

Traffic to Hetvanta

O X
<Self By]d> v
® Any
O specified
Address: i 4
@ any
O Specified
Address: f 5
Mask: i u
any v
Any
well Known
Specified
to

Add New Policy to Security Zone 'Private’

Allow v

Traffic ta GRE Tunnal

)

Tunnel

® An/

O specified

7 |

& any
O specified

Address: !

- -
Mask:’_‘,_‘.,_.’_

any v
Any

well Known
Specified

,_ta

il

11

Add New Policy to Security Zone 'Private’

Allows specified traffic to
continue toward its
gestination unaffected,

Optional description for
this policy

L2

L]

I specified, only aliows
packels originating from
matching IP addresses

If specified, only allows
packets gestined for
matching IP addresses

If specified, only allows
packets that correspond
to the specified protocol,

If specified, oniy allows
packets destined for the
specified ports

Select from ‘any’ to ‘any’, with &
destination Security Zone of ‘<Se
Bound>’.

This will allow all traffic inbound
to the Private Security Zone on a
IP address owned by the router.

Click ‘Apply’ when finished.

Allows specified traffic to
continue toward its
aestination unaffectad,

Optional dascription for
this policy

If specified, oniy aliows
packels originating from
ratohing IP addrasses

If specified, only allows
packets gestined for
matching 1P addresses

If specified, only alfows
packets that correspond
to the specified protocol,

If specified, only allows
packets destined for the
specified ports

Create a new ‘Allow’ policy in the
‘Private’ Security Zone.

Select from ‘any’ to ‘any’, with &
destination  Security Zone (
‘Tunnel'.

This will allow all traffic inbound
to the Private Security Zone th
will be routed through the GR
tunnel.

Click ‘Apply’ when finished.

f

at




Add New Policy -- Select Policy Type

Select which type of policy to create. Explanations of each policy type are listed below.

Select which policy
typa to creats, then
click Continue.

Advanced ~
Select a policy type..
Port Forward
Many:1 NAPT
Admin Access
Filter
> Allow
port Forward: @ All1:1 nat
L Advanced

Policy Type:

Policy Types Explain
The following policy typ|

' Security Zone to access all or selectad
anqther Sewrit{ Zone. Depending on the

Create a new ‘Advanced’ policy i
Zone ‘Private’.

Add New Policy to Security Zone ‘Private’

Allows fow-level
configuration of alf policy
parameters,

Palicy Type:
poliy Descrption:

Advanced Policy Data K

®

Optional description for
#his policy

Policy Action:

Destination Security / ©
Zane!
Stateless Processing: (7]
NAT Type: @) source with Overloading @
O Destination

® Specified
NAT IP Address: (20| 208 (2]

O Interface

Disabled

Port Translation:

(7]
Specified l:l

Set the policy action to ‘NAT'.

Set the destination Security Zo
to ‘Public’.

Set the NAT type to ‘Source wit
Overloading’

Set the NAT IP Address to th
public IP address of the router.

Click ‘Apply’ when finished.

Add f Modify f Delete Policy Traffic Selectors

Configure one or more traffic selectors that define the data sessions this policy will NAT.

I’4

Add New Traffic Selector

| Add Mew Traffic Selector.. ]

Modify fDelete Traffic Selector

Priority Type Protocol  Source Metwork/Ports Dest Network/Ports

There are no configured Traffic Selectors

Select ‘Add New Traffic Selector’

e




add New Custom Policy Entry

Enter the information on this formyspecn’y which packets will trigger the specified action.

Filter Type: G Permit ©
O Deny
Protocal: | any \K (7]
ICHMP P s
i Well Known (7]

Type (ICMP Only):

Source Data

(O]
@)

Source
Host/Network:

(@)

Source Ports
{TCR/UDP Only}

Destination Data

(O]
@)

Destination
Host/Metworl:

(@)

Destination Ports
{TCP/UDP Only)

AnyK

10 Addrecs Source iP Address or
& hostname of
Address: . . . sessions originaling in
Mask: . I 1 Securily Zone Frivaie’
= that should be
Hostnarme affected,
Any Source ports of
sessions orginating in
SeolliEnosin Security Zone 'Private’
Specified that should be
[ tl affected,
Any
1P Address Destination IF
Add : : : ) Address of sessions
ress originating in Security
Mask: . . . Zone ‘Frivate” that
FHostnama: shouid be affected.
Any Destination ports of
Sessions onginating in
Pl knoun Security Zone Private’
Specified that should be
J_ o 1_ affected,

Select type ‘Permit’.

Select protocol ‘any’.

Select source and destination ‘any’.

Click ‘Apply’ when finished.

This policy will NAT all traffic to
the internet (locally) for any traffi
routed out the public interface.

*** This policy will have no effect

if the default route is through th
GRE tunnel. In this case, it wou
only take effect if the GRE tunn
was down and traffic failed-over t
the local internet connection.

Edit Security Zones

A security zone contains ane ar maore policies, The security zone can be applied to
interfaces to allow, discard or NAT traffic as it enters the NetVanta. A security zone that
has no configured policies will allow all traffic to enter the interface. Click on the "Active
Sessions’ number to view the running version of your policy-class association table,

Modify Security Zones
security zone name in order to modify that security zone.

Click on the link on the

{Public

|Ervate
:Tunn?/

=Click to add & Security Zone>

Firewall is DISABLED

Browse back to ‘Security Zones'.

Select Security Zone ‘“Tunnel'.

)

e
Id
el
0

- Security Zone rules are inactive

Mew policies can be added to Security Zane 'Tunnel' by clicking the "Add Poliey” butten.
Existing policies can be modifisd or deleted or their evaluation order rmay be changed using

the list below,

Add New Policy to Security 2one 'Tunnel®

I’4

[ Add Palicy to Zone 'Tunnel’ ]

Modify /Delete Policies in Security Zone "Tunnel’

To view or modify an existing policy, click the "Deseription” link in the desired row.

Priority Description

&
Action

There are no configured policies; all traffic from Security Zone "Tunnel’ will be blocked.

Select to Zong

Tunnel'.

‘Add  Policy

1%

Add New Policy -- Select Policy Type

Select which type of policy to create. Explanations of each policy type are listed below.

Policy Type:

Policy Types Explain|

The following policy typ
Port Forward: ©/ :'

€Ol

Select which policy
type to create, then
click Continue.

Select a policy type.. %
Select a pohicy type..
Port Forward

Many:1 NAPT

Admin Access

° Adaned _

Filter
Allow

=" Security Zone to access all or selected
another Security Zone, Depending on the
yaForcrorward will NAT a public 1P Address ta & private

Select policy type ‘Allow’, click
‘Continue’.




Palicy Type:

Policy Description:

Allow Data
Stateless Processing:

Destination Security
L

Source IP
Address/Mask:

Destination IP
Address/Mask:

Protocol:

Allowed Ports {TCP
and UDP only):

Paliey Type:

Allow
Traffic to Netvanta

D

<Self Bound>

® AnyK

v

O specified
address: [ [ [ [
Ma?,_ | ] ]| ]
& any
O Specified
Address; ,_ ’— ,_ l_
mask: [ [ . o[
any -
Any
well Known
Specified
T wl
Allow v

Add New Policy to Security Zone "Tunnel®

Alfows specified traffic to
continue toward its
destination unaffected.

Optional description for
this policy

If specified, only allows
Dackets destined for
matching IP addresses

If specified, ondy allows

If specified, only alfows

packets destined for the
specified poris

Add New Policy to Security Zone "Tunnel®

Allows specified traffic to
continue toward its

Select from ‘any’ to ‘any’, with a
destination Security Zone of ‘<Se
Bound>’.

This will allow all traffic inbound
to the Tunnel Security Zone on any
IP address owned by the router.

Click ‘Apply’ when finished.

destination unaffected.
olicy Description: | Traffic to Local LAN Optional description for . , . .
TR ths poley Create a new ‘Allow’ policy in the
Allow Data ‘ y .
Stateless Processing: [ ] K (7] Tunnel Securlty Zone'
Destination Secur'n'{ Private e @ A
il . ¥ Select from ‘any’ to ‘any’, with a
ol Tisnerafied, an adon destination Security Zone of
A e BSOS o ‘O )
. ress: . . . matc P '$5ES
o — = Private’.
@ Any . . . .
Destinston o os.mﬁec,._ e I speciied, ank alou This will allow all traffic inbound
A [ ([ [ et 7 adetesses to the Tunnel Security Zone that
_ 8 e will be routed to the local LAN
Protocol: | any hd l_ Dpackets that correspond
io the specified protocol.
Any . ‘ , .
e st o stows Click ‘Apply’ when finished.
and UDP only): Specified = fied ports
T wl
- Browse to ‘Firewall / ACLs'.
Firewall

Firewall Wizard
Firewall £/ ACLs
Security Zones

*** This may be called ‘General
Firewall in some firmware
revisions.




Firewall Configuration

= |

Zone, and is always allowed.

T BT Enable the‘ flrewa}ll by check
Configuration for the firewall security features, marklng the Enable bOX
Enable: / Enable or disable the firewall, & . L.
Stealth TCP 0 Enable or disable Steaith TCP @ CIICk Apply When fInIShed
Mode: Mode
Default TCF. i'l'o I Faitilo i P Used when protocol/port is not @ . . ) .
Tk LG *** This will immediately enable
O it 12 mini[o Jse Py s the firewall on all interfaces and
Default ICMP [, i [o ] sec. saad nhen pmapett lintg may cause the current web session
K to be terminated.
YPM
VPN Wizard . ,
NPH Hasrs Browse to ‘VPN Peers’.
Certificates
You arhe able to base a VPN Peer off of another WPN Peer or create a new Peer from
scratch,
Create a New ¥PN Peer i i
Create a New WPN Peer based on the | <Default> v Peer Select the VPN po“cy for the GRE
L Create New VPN Peer J tunnel_
Modify /Wiew/Delete Peer
Click on the name of a Peer to modify it, or the status of a Peer to view its statistics,
IGRE Tunnel Peer 0 Static Hosts Connected
Step 4 of 4: Select the Security Zone for Local Traffic for "GRE Tunnel Peer”
The WPHN Interface Security Zone allows traffic from the remote end ufth_e VPN Peer on SCrO” down the page to Step 4 O r 4
Y e e v Ay oo and check the box to ‘Allow
must match an enabled Gutbound Security Zone to pass from the local side of the VPN . -
peer to the remote. Incoming VPN Traffic’ on the
VPN Interface Security Zone Allow Incoming /PN Traffic Publlc Secu rlty Zone
Public
T s - *** The outgoing GRE traffic will
Private . y
— - be sourced from the ‘Self’ Security

Routing Settings

The firewall has been setup to take its cue from thuting engine, so a properly
functioning routing table is critical. If the rong table is not setup correctly, especially in
the case of funneling all Internet traffic throuthte GRE to a central location, recursive

routing errors may occur.

The first step to avoid routing errors is to creatstatic route to the GRE tunnel peer.
This will force the router to always use this pathen accessing the GRE tunnel peer. If
this route was not entered, and the default roai® pointing through the GRE tunnel, the
only way the router could get to the GRE tunnelrpgeuld be to traverse the GRE
tunnel, which results in a recursive routing ertdsing the example configuration, the
route would be configured in this manner in the owand line:



i p route <GRE Tunnel Peer |P> 255.255.255.255 <|nternet Gateway>

ip route 65.162.109.201 255. 255. 255. 255 208. 61. 209. 254

The route would be configured in this manner inwled GUI:

Router f Bridge
Default Gateway

Routing Browse to ‘Route Table’
Route table
1P Interfaces

Add a Static Route to the Route Table

Static Routes are often required to reach networlks that are not learned via a dynamic
routing protocol, Enter the appropriate information below to add a static route or click
on a route below to use it as a template for a new route. I[P Routing must be enabled in

S—— g Enter the GRE tunnel peer IP @as
O adaress, (o5 J.[sez ] [10s ] [zon [ DR Jenwork to sadto the the ‘destination address’.

Enter the approprizte mask for

Destination Mask: |255 |, |255 |, |255 |, 255 .
this network,

Gateway: ¥ Enter 255.255.255.255 as the
© addrass  |208 | [s1 | [209 |, 254 Enter the gateway address 1o ‘destination mask’.

—oR -
Select the interface to be used

) Interface a5 the gateway.

e Distance mtre for h Enter the internet connection
(Dgéfot::;ﬁe network. (Optional parameter) gateWay aS the Lgatewayy.

Administrative

Set an administrative dag on

Tag (optional): this route (Optional parameter)

. . , . .
Activates this route onfy white CIICk Add When flnIShed
Track Mame n the specified drack is no? failing.
(optional): =None Available> [v (Optionai parameter used when
netwerk monitoring s active,)

The next step will be to configure a routing pratiom use across the GRE tunnel, or add
in static routes as needed. Routing protocols avered in the following KB articles:

e RIP

0 KB article #1969
« OSPF

o0 KB article #1625
e BGP

o KB article #1618

A static route to the subnet across the GRE tucerebe added in the following manner:

i p route <Peer Subnet> <Peer Subnet Mask> tunnel 1

ip route 192.168.2.0 255.255.255.0 tunnel 1




Route All Internet Traffic through the GRE Tunnel (Optional)

If the GRE tunnel is to be used to funnel all Intgrtraffic, it is probably a good idea to
have the routing automatically fail-over to thedbinternet connection in the event of a
GRE tunnel failure. This way the users will losenectivity to all the remote private

subnets, but not Internet access. However, the sioens that the user’s traffic will be

unrestricted by corporate firewalls and other ségpolicies in place.

To setup the router to fail-over to the local In&trconnection, a ‘floating’ static route (a
route with a higher administrative distance) mustaldded. When the primary link goes
down, the normal route that is statically set arted by a dynamic routing protocol will

be pulled out of the routing table due to the diyeconnected network associated with
that interface no longer being available. At thainp the floating static route will be

inserted in the routing table to direct traffic otlee backup link.

The proper routing setup for funneling all trafftrough the GRE tunnel, and failing
back to the local Internet connection can be caméd in the following manner:

.0 tunnel 1
.0 <Internet Gateway> <Adm nistrative Distance>
eer | P> 255. 255. 255. 255 <Internet Gateway>

ip route 0.0.0.0 O.
ip route 0.0.0.0 O.
unn

0.0
0.0
ip route <GRE Tunnel P

Application Overview

1) A packet destined for the remote VPN subnet arroreshe Private policy-class and
is allowed through the firewall via an ‘Allow’ paly.

2) The destination IP address for this packet is obecWwith the routing table to
determine the interface to send it out. The routaige lookup determines the tunnel
1 interface should be used from the static rougeifipd in the configuration.

3) The tunnel interface configuration specifies therd® to use and sets the destination
IP in the new IP header accordingly; this new IRdee is inserted as part of the GRE
encapsulation process.

4) The routing table is used again to determine whiaeeGRE packet should be sent,
which in this case is the Public interface.

5) The crypto map applied to the Public interfacedvated because the VPN selector
matches the traffic, in this case GRE traffic beawéhe two hosts.

6) The crypto map also specifies the VPN peer IP addifeat should be used to direct
the encrypted traffic to. Another new IP headecrsated with the destination IP



address set as the VPN peer IP from the crypto pesp statement; this new IP
header is inserted as part of the VPN encapsulatiocess.

7) This final packet which has 3 IP headers [VPN | GR#¥iginal] is routed out the
Public interface and on to the Internet to reaehMRN peer.

8) The peer first terminates the VPN tunnel and pé#®s$ header off, then the GRE
tunnel will be terminated with that header peeldéidas well. Finally the original
packet will be exposed and processed accordingth@peer router.

Example Configuration

In the following example, a remote office for a quany needs to route all traffic through
the GRE over IPSEC tunnel to a central office facking and policing purposes. In the
event that the main site or the GRE would ever garg Internet access should still be
allowed via the local Internet connection.

—— e ———
———— —_——
-— ——

- GRE Tunnel over VPN —
// 'H..\-
/’ \\.
/’ —_— T T T — NN
721601730 o = VPN Tunnel T e 172.16.0.2730°N
- ~.
-~ ~

GRE Tunnel
Virtual Interface

GRE Tunnel
Virtual Interface

85.162.109.201

ip firewall
ip firewall fast-nat-failover
|

ip crypto
|

crypto ike policy 100
initiate main
respond main
| ocal -id address 208.61.209.1
peer 65.162.109. 201
attribute 1
encrypti on 3des
hash nd5
aut hentication pre-share
|
crypto ike rempte-id address 65.162.109.201 preshared-key adtran ike-
policy 100 crypto map VPN 10 no-node-config no-xauth
|




crypto ipsec transformset esp-3des-esp-nd5-hmac esp-3des esp- md5- hnmac
node tunne
|
crypto map VPN 10 i psec-i ke
description GRE Tunnel Peer
mat ch address VPN Sel ectors
set peer 65.162.109.201
set transformset esp-3des-esp-nd5- hnac
i ke-policy 100
|
interface t1 1/1
tdmgroup 1 tineslots 1-24 speed 64
no shut down
|
interface ppp 1
i p address 208.61.209.1 255. 255.255.0
access-policy Public
crypto map VPN
no shut down
cross-connect 1 t1 1/1 1 ppp 1
|
interface eth 0/1
i p address 192.168.1.1 255.255.255.0
access-policy Private
no shut down
|
interface tunnel 1
ip address 172.16.0.1 255.255.255.252
access-policy Tunne
tunnel node gre
tunnel source 208.61.209.1
tunnel destination 65.162.109. 201
keepal i ve
ntu 1400
no shut down
|
i p access-list extended self
remark Traffic to Netvanta
permt ip any any
|
i p access-1list extended tunnel
remark Traffic to GRE Tunnel
permt ip any any
|
i p access-1list extended NAT
remark NAT to the Internet
permt ip any any
|
ip access-list extended Adm nAccess
remark Public Admin Access
permt tcp any any eq ssh
permt tcp any any eq https
|
i p access-list extended VPN Sel ectors
remark GRE Tunnel Selectors

permt gre host 208.61.209.1 host 65.162.109.201
!




ip policy-class Private
allow list self self
allow list tunnel policy Tunnel
nat source list NAT interface ppp 1 overload policy Public
|
i p policy-class Tunne
allow list self self
allow list tunnel policy Private
|
ip policy-class Public
allow reverse |list VPN Sel ectors statel ess
all ow li st Adm nAccess self

ip route 0.0.0.0 0.0.0.0 208.61.209. 254
ip route 192.168.2.0 255.255.255.0 tunnel 1
ip route 65.162.109.201 255. 255. 255. 255 208. 61. 209. 254




