ADIRAN

TECHNICAL SUPPORT NOTE

Using the GUI to Add Additional Mobile VPN Users

Featuring ADTRAN OS and the Web GUI

Introduction

This Technical Support Note explains how add additional mobile users via the GUI for
remote VPN access on a NetVanta 2000 Series (2" gen).

Included in this document:
- Step by step instructions, with screen shots, to add multiple remote IDs to allow
multiple remote VPN users

[1 Before You Begin

This Tech Note assumes the NetVanta router is already installed and configured as
described in the technical support note labeled “Using the GUI to Configure a VPN
Tunnel Between a NetVanta 2000 Series Router and the NetVanta VPN Client using
Mode-Config”.

Figure 1, is a network diagram that will be used as an example for this document. On the
left is a user needing access to the 2054 LAN. The NetVanta 2054 and client software
will be setup using mode config. Mode config allows the NetVanta 2054 to dynamically
assign an IP address to the VPN client. The dynamic IP address range for this example
will be 172.30.0.0 through 172.30.0.255. On the right is a NetVanta 2054 with a WAN IP
address of 10.19.219.54 and a mask of 255.255.255.0. The LAN network behind the
NetVanta 2100 is also a private network 10.10.10.0 with a mask of 255.255.255.0.
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Figure 1 Sample Network Diagram



NetVanta 2xxx configuration

1. VPN Peers

Once you are logged into the GUI of the unit select “VPN Peers” under the “VPN"
section on the left. Your screen should now resemble Figure 2. Now select the name of
the VPN that you would like to add another mobile user too. In our exmaple we are
going to use “VPN Client Users ".
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Figure 2 VPN Peers

2. Remote IDs

Next we want to scroll down to Step 3 of 6, “Remote IDs Allowed to Connect " as seen
in Figure 3.
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Step 3 of 6: Remote IDs Allowed to Connect to

These are the identifiers for the Mobile Clients that will use this policy
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Figure 3 Remote IDs Allow to Connect

3. Add Another Remote ID

We are going to now choose “Domain Name ” as our “Remote ID Type ". When you
change the Remote ID Type to Domain Name you will notice that the page will refresh
and you now have some different options. Next we want to fill in the “Domain Name ”
with the name of that the mobile user will connect as. In our example we will call it
remote2.adtran.com since we already have remotel.adtran.com. Then we can specify
the preshared key that we will both use. You can choose to enable XAUTH for this client
and also change NAT-T support based on your needs. Once you have filled everything
in you can choose “Add”.
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Step 3 of 6: Remote IDs Allowed to Connect to

These are the identifiers for the Mobile Clients that will use this policy
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Figure 4 New Remote ID

4. New Mobile User Complete

Once you have choose Add you should now see your new user listed under Remote ID
as seen in Figure 5.
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Step 3 of 6: Remote IDs Allowed to Connect to
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Figure 5 Completed New Mobile User

To add more mobile users you can repeate steps 2 through 3 for each new user.

If you experience any problems using your ADTRAN product, please contact ADTRAN Technical
Support.

DISCLAIMER

ADTRAN provides the foregoing application description solely for the reader's consideration and
study, and without any representation or suggestion that the foregoing application is or may be free
from claims of third parties for infringement of intellectual property rights, including but not limited to,
direct and contributory infringement as well as for active inducement to infringe. In addition, the
reader's attention is drawn to the following disclaimer with regard to the reader's use of the foregoing
material in products and/or systems. That is:

ADTRAN SPECIFICALLY DISCLAIMS ALL WARRANTIES, EXPRESSED OR IMPLIED, INCLUDING
BUT NOT LIMITED TO, MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. IN
NO EVENT SHALL ADTRAN BE LIABLE FOR ANY LOSS OR DAMAGE, AND FOR PERSONAL
INJURY, INCLUDING BUT NOT LIMITED TO, COMPENSATORY, SPECIAL, INCIDENTAL,
CONSEQUENTIAL, OR OTHER DAMAGES.
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