AOS Quick Configuration Guide

Configuring a DMZ in AOS

A DMZ (De-Militarized Zone) is a network added beewn a Private network and a Public network in order
to provide an additional layer of security. A DMdesn't allow a Public network to directly access a
machine on the Private network. It does this blaisny the machine (or machines) that is beingatlye
accessed from the Public network. Because the mactgeds to be available to the Public netwoik,tie
most vulnerable and therefore, more easily compedilf this machine were compromised, and not in a
DMZ, the perpetrator would have full access tortst of the Private network. By moving the machime
DMZ, and restricting access from the DMZ to thev&t@ network, the compromised machine would stitl n
have access to the Private network. Most of the time public network is the Internet and the DMBtains

a web server, FTP server or email server.

In this example, users on the Private Network vt@aie able to host HTTP, FTP and email serverthior
Internet. The public IP addresses of the servergliffierent than the NetVanta's WAN IP addresghso
NetVanta needs to be told to respond for thoseesdds. This is done with thig ‘addr ess <address>
<mask> secondary" command. The NetVanta will then have an Accests-that allow TCP port 80 (HTTP)
and 25 (SMTP), and an Application Level Gateway GAlthat understands FTP for those public IP
addresses. When the NetVanta receives traffic rimaf¢he Access-lists, it will translate the dedtiioa
address using NAT, and forward the traffic on te phivate IP address of the appropriate serveahisncase,
the HTTP and FTP servers are the same machineefbg server is on a separate machine.
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\Warkstation Workstation
I ETH 01 FPP 1 Public Network
Private LAN (] 192.168.1.0/ 24 — = (intermet)
ETH 0/2

MetVanta 3000 Series Router

Public IP Address 12,16.1.2 / 30

Private Address 182.168.1.1 / 24
DMZ Address 10.10.10.1 / 24

DMZ 0 10.10.10.0/ 24 )

HTTP and FTP Server EMAIL Server
Public IP Address 12.16.5.5 Public IP Address 12.16.5.6

Private |P Address 10.10.10.5 Private |P Address 10.10.10.6



Hardware/Software Requirements/Limitations

Any router based AOS product with firewall capaetyd more than one routed Ethernet port is capble
supporting a DMZ. Additionally, any switch base@guct with an integrated routing engine can support
DMZ.

Configuring a DMZ

This guide covers configuration of a switch basmder such as a 1224R. The same principles apply to
routers such as the 3305, 3430, 3120, etc. Theapyidifference between configuring a router veisus
switch based product is that in a router prodingt,IP and firewall information will be applied tohErnet
ports, while in a switch, they are applied to VLANSs

ConfiguringaDMZ in the GUI

First, navigate to “Security Zones” and create @iséy zones by clicking on the link “Click to add
Security Zone”.

Firewal Wizard

zeneral Firewall

Security Zones

They can be named Public, Private, and DMZ

Configure Security Zone Name

This iz a descriptive
name for the security
zone for easy reference
later.

Marme: |Publid

A security zone contains one or more policies, The security zone can be applied to
interfaces to allow, discard or MNAT traffic as it enters the NetWanta. A security zone that
has no coanfigured policies will allow all traffic to enter the interface. Click on the 'Active
Sesszions' number to view the running version of your pelicy-class association table:

Modify Security Zones
Click on the link on the security zone name in order to modify that security zone.
Security Zone . Adtive Sessions

Bublic 0
=Click te add a Security Zonex> N/&

Once the Security Zones have been created, theylbrawssigned to interfaces. For the purpose sf thi
configuration guide, the network consists of a R#24th a T1 PPP based internet connection. Theakriv
zone will be assigned to the local network, the DikdAe to the DMZ network, and the Public zone & th
PPP interface.



Assign Interfaces to Security Zones

Firewall is DISABLED - Security Zone rules are inactive

Each interface must be associated with a Security Zone. A Security Zone is configured
with a set of policies that define what action the firewall will perform on data sessions
originating from that zone.

Interface Name. Current Security Zone

IDMZ DMZ MZ

|Private Metwork Private Private

gPpp a Fublic I__Public:
=)

Next, firewall rules must be created for each zdinest, the rules for the Private security zonest-ian
“Allow” rule must be created in order to allow tliaffrom the private security zone to the DMZ. Ngafe to
the Private security zone and click “Add a polioyzbne Private”. Select “Allow” and click “Contintie

Select which type of policy to create. Explanations of sach policy type are listed below.

Select which policy

Policy Tvpe: E_Sele.ct a policy type.. v tyoe to create, then
iSeIect a policy type.. | click Continue.
|Port Forward

Poli = Explai iMany:l NAFT
i M ot ol amiAdmln Access
| Filter

The following policy typ i

Port Forward: & Al naT ke’ Security Zone to access all or selected
P9 Advanced |@nother Security Zone. Depending on the
cenriguration, @ Forcrorward will NAT a public IP Address to a private
1P Address for all protocols and ports or just a subset, like TCP/FTP
and TCE/WWW. Typically used when Security Zone 'Private’ is applied
to interfaces connected to the Internet.

mre s meanr &4 Bllows hnsts fram the 'Private’ Sannrity Zone tn share & sinale nohlic

Next, fill in the details for the allow policy. Theource subnet will be the subnet of the privatevok. The
destination subnet will be the DMZ network. Thishallow traffic to be initiated to the DMZ sidedm the
private network.

Add New Policy to Security Zone 'Private’

——— Allews specified traffic to
Policy Type: | Allow | continue toward fts
destination unaffected.

Folicy Description: [Private --= DMZ L%‘I’;’;’;i ;fesmpﬁm for
Allow Data
Stateless Processing: [ (7]
Destination Secarty [ _ . . o . - &=l
Zone: | <ANY Security Zone> | @
D Any
Source 1P @ Specified ixzﬁiigﬁgggfg;
Aot e Address: 152 | | matching IP addresses
Mask: 255 | .[255 | |
O Any

If specified, oniy allows
—— packets destined for
matching IF addresses

Destination 1P & Specified

Address/Mask:  Agdrass: !]__0_

— If specified, oniy allows
Protocol: |any packets that correspond
to the specified pretocol.

Any
) well K If specified, only alflows
Alloﬂedd Sgr;s (T|C)f’ i packets destined for the
and L only): Specified specified ports

to]



Next, create the Many:1 NAT for the private sidbiswill allow the private addresses to use thglsin
public IP address assigned to the router. Navigaté to the Private security zone and click “Addidyao
Zone Private” and select Many:1 NAT. Click “Conteiu

Add New Policy -- Select Policy Type

Select which type of policy to create. Explanations of each policy type are listed below.

Select which policy
type to create, then

Policy Type: .Mal_'ly:l_ MAPT
|Select a policy type..
|Port Forward |

Policy Types Explain’ "
SN ik am'Admm Access

The following palicy typ TITE”
S
« &l | PR

cifick Continus,

=' Sernrite Zane tnoarress all ar zelected

Fill in the description, if desired, and select fhublic IP address of the router as the addresedligy the

private PCs. Click “Apply”.

Add New Policy to Security Zone 'Private’

Policy Typet |Manyil NAPT v

Policy Description: !NAT ---= Intarnet

Many:1 NAPT Data

@ Allow all hosts in the ' Private ' Security Zone to share
the Public IP Address.
@) Specify selected hosts in the ' Private ' Security Zone to

share the Public IP Address.

(O]

Public IP Address:

Alfows hosts in the
‘Private’ Security Zone to
share g single public IP
address for Internet
access.

Optional description for
this policy

The Metvanta will perform
sourcs address/port
transiation (NAFT) on alf
packets from Rosts on this

. network

Al packets from the hosts
selected above will appear
to be sourced from this IP
address.

Next, move to the DMZ security zone. Click to adgadicy and select “Filter”. Click “Continue”

Add New Policy -- Select Policy Type

Select which type of policy to create. Explanations of each policy type are listed below.

l
it

|
|Select a policy type.. |
| Port Forward ‘

Policy Type: |1:1 NAT
=

Policy Tvpes Explain Many:i NAPT
SEEMENEE E"rlé,’-‘.clrl'm'l Access

The following policy ty

aliA.. I

Select which policy
type to create, then
click Continue.

For the filter policy, fill in the source network ghe subnet of the DMZ and the destination netvasrihe
subnet of the private network. This will block &Hffic initiated from one of the devices on the BM
destined for the private network, but will stillaav the servers to respond to requests initiatethfthe

private side. Click “Apply”.



Add New Policy to Security Zone 'DMZ"

Blocks specified traffic

Policy Type: :_FI Iter | from entering the
Neti‘anta.
: St it || T 7 Optienal description for
Policy Description: |DMZ ---X Private | this policy
Filter Data
O An
Y If specified, limits this
Source 10 &) Specified filter to packets
Address/Mask:  adgress: [10 [.l10 || e originating from matching
;—I ] IP sddresses
Masle: | i
O any

If specified, fimits this
filter to paciets destined
for matching IP addresses

Destination IP ®) Specified
Address/Mask:  address: 1_9_3|

Mask: [255 |
Protocel: _| Protocol description
Arvy
2 Well Krios If specified; fimits this
Fl|t83r::::|| EEK;SQETTC)P 2 ; .nmun filter to packets destined
vl Specified for the specified ports
[ T |
(o)

Next, add another policy to the DMZ zone. Selecatii1 NAT".

Select which type of policy to create. Explanations of each policy type are listed below.

Select which policy

Policy Type: |Many:1 NAPT el type to create, then
Select a policy type.. | click Continue,
Part Forward

Policy Types Explain =S8 ;

| Admin Access |

The following policy ty Filter

| Allow { i ;
- - — v bl 1| e a' Rarnrite Fane tnoarcecs all e calactad

Fill in the description, if desired, and select pfublic IP address of the router. This policy wailow the
devices in the DMZ to get out to the internet. Kliapply”.

Add NMew Policy to Security Zone "'DMZ"

Allows hosts in the 'DMZ!

. ] r Security Zone o share a
Ralicy T ety I—N-APT—-V! single public IP address
for Internet access.

| Opticnal description for

Policy Description: |DMZ NAT ---> Int t 1 :
¥ 2 1 ekl this palicy

Many:1 NAPT Data

& Allow all hosts in the ' DMZ ' Security Zone to share the
b The Netisnta will perform
: : - ; : ; ddressiport
Specify selected hosts inthe ' DMZ ' Security Zone to SO &
O share the Public 1P Address. translatiort (NAPT) on aﬂ_
packets from hosts on this
netwark

[} All pacikcets from the hosts

. : selected sbove will sppear

Bublic IP Address: e L
O address.

(Soneet) (oo ]



Finally, port forwards need to be configured onpheélic side for any traffic that will be iniatetbfn the
internet. In this example, there are two servams, lwosting mail and the other hosting FTP and HTTP.
Navigate to the Public security zone and clickdd a policy. Select “Port Forward” from the listobriick

“Continue”.

Add New Policy -- Select Policy Type

Select which type of pelicy to create. Explanations of each policy type are listed below.

Select which policy

Policy Type: | Port Forward N type to create, then

|Select a E“olic‘ aiie,_, click Continue,
icy es Ex inl Marny: 1 NAPT
Ealitviive pha 1 Admin Access

The following policy tvp;;illltsu: t
naceenccnn @ A e &' Securitv. Zone to access all or selected

Fill in the information for the external and intafdP addresses that will be used. At the bottothefpage,
select the ports that will be forwarded to the serClick “Apply”.

Add New Policy to Security Zone "Public’

Allows hosts on the
= I : Internet to sccess all or
Policy Type: [PortForward ] i e e
private server.

| Opticnal description for

. e B o
Policy Description: |HTTE & FTP SERVER this poficy

Address used by hosts in
1 the 'Public’ security zone

: | |
Public IF Address: | 12.16.1.2 (ppp 1) % b aeees Hhe DRl
server
T T S— g Server address. Must mot
Private IP Address: |10 \ - |1.EIJ |10 | n [5 be in security zone
; | Bl i a7 b

) Forward only traffic specified below
) Farward only traffic specified below with port translation
) Forward All Traffic {inbound 1:1 NAT)

Protocols/Ports to Forward
Add desired protocols/ports to be forwarded, then click the Apply button.

Protocol

s v 80) v (Ramore |

) wen v Gz

| <Add protocol/port> \i <-- To add a row, select a protocol from the list. |
(oo ]

Repeat this procedure for the second server.

Add New Policy to Security Zone "Public’

Affows hests on the
: e Internet to access all or
Policy Type: | Port Forward . i

private server,

Opticnal description for

Policy Description: | EMAIL SERVER | et
Address used by hosts in
. epie || 1 the 'Public' security zone
Public [P Address: | 12.16.1.2 (ppp 1) | o ot e et
server
— = Server address. Must not
Private [P Address: |10 ] o [1.0 -|10 ] 5 ?Ls be in security zong

‘Pubiic!

(&) Farward onily traffic specified below
O Forward only traffic specified below with port translation
O Forward All Traffic (inbound 1:1 NAT)

Protocols/Ports to Forward
Add desired protocols/ports to be forwarded, then click the Apply button.

Matching Parts

i =mtp (25) W
e e — ;
| <Add protocol/port> s «-- To add a row, select a protocol from the list.




With the configuration for the security zones coet@] enable the firewall to complete the configorat
Navigate to “General Firewall”.

Firewall Wizard

General Firewall

Security Zones

Check the “Enable” box and click “Apply”.

General Settings '_i ALG ée&i[‘igs
Configuration for the firewall security features.
Enable: Enable or disable the firewall. &
Stealth TCP 0 Enakls or disable Stsalth TCP @
Made: Mode
T el e
DAIE [ Jminfo Joon,  Ltuimpmenisnd
DBF%FJrE;EuTF: it |min.o |sec. ;’éf‘?é"ﬁfiﬁff’fﬁﬁ%”m =nte

ConfiguringDMZ in the CLI

1. Create 3 policy classes. One zone will be for tiafe network, one for the DMZ, and the other for
the public side of the router.

Syntax: ip policy-class <policy name>
EX: (config)#ip policy-class Private

2. Assign the classes to their appropriate interface.

Syntax: access-policy <policy hame>
EX: (config-ppp 1)#access-policy Public

3. Create an access list for Many:1 NATs. This actieswill define all traffic.

Syntax: ip access-list extended matchall
Syntax: permit ip any any

4. Create an access list to define traffic from LANDiIZ.
Syntax: ip access-list extended toDM Z
Syntax: permit ip <source subnet> <source wildcard> <destination subnet> <destination
wildcard>
EX: (config-ext-nacl)#permit ip 192.168.1.0 0.0.0.255 10.10.10.0 0.0.0.255
5. Create an access list to define traffic from DMZ_fN

Syntax: ip access-list extended toL AN



10.

11.

12.

Syntax: permit ip <source subnet> <source wildcard> <destination subnet> <destination
wildcard>
EX: (config-ext-nacl)#permit ip 10.10.10.0 0.0.0.255 192.168.1.0 0.0.0.255

Create access-lists to define traffic to be pamverded. The destination IP address will be the
external IP receiving the traffic.

Syntax: ip access-list extended <list name>

Syntax: ip access-list extended HTTP-FTP

Syntax: permit tcp <source subnet> <source wildcard> host <host IP> eq <port number>
EX: (config-ext-nacl)fermit tcp any host 12.16.1.2 eq 80

EX: (config-ext-nacl)fermit tcp any host 12.16.1.2 eq 21

Apply the toDMZ access list to the private polidgss.

Syntax: allow list <list name>
EX: (config-policy-class)#llow list toDM Z

Create the Many:1 NAT within the private policy a0 allow traffic out to the internet.

Syntax: nat sourcelist <list name> interface <outside interface> overload
EX: (config-policy-class)#hat sour celist matchall interface PPP 1 overload

Apply the filter rule to the DMZ policy class. Thigle will prevent devices within the DMZ from
creating connections to the private network.

Syntax: discard list <list name>
EX: (config-policy-class)#liscard list toLAN

Create the Many:1 NAT within the DMZ policy to aldraffic to the internet.

Syntax: nat sourcelist <list name> interface <outside interface> overload
EX: (config-policy-class)#hat sour ce list matchall interface PPP 1 overload

Apply the port forward access list to the publidipoclass.

Syntax: nat destination list <list name> address <internal IP>
EX: (config-policy-class)#at destination list HTTP-FTP address 10.10.10.5

Finally, enable the firewall from the global configtompt.

(config)#ip firewall



Command Summary Table

Command Description
Step 1 (config)# ip policy-class <policy name> Create 3 policy classes. One for the private LANe o
for the DMZ, and one for the public side.
Step 2 (config-ppp 1)#access-policy <policy name> | Assign each policy class to its appropriate iaiesf
Step 3 (config)# ip access-list extended matchall Create an access list for use with the Many:1 NATs
(config-ext-nacl)#per mit ip any any that defines all traffic.

Step 4 (config)# ip access-list extended toDM Z Create an access list to define traffic from theNLt&
(config-ext-nacl)#permit ip <source subnet> | the DMZ.
<source wildcard> <destination subnet>
<destination wildcard>

Step 5 config)# ip access-list extended toL AN Create an access list to define traffic from theZDtd
(config-ext-nacl)#ermit ip <source subnet> | the LAN.
<source wildcard> <destination subnet>
<destination wildcard>

Step 6 (config)#ip access-list extended HTTP-FTP | Create access lists to define the traffic that kgl
(config-ext-nacl)per mit <protocol> <source | forwarded to the internal server. The destinatfn |
subnet> <source wildcard> host <host IP> address will be the external IP that the traffid tit.
eq <port number>

Step 7 (config-policy-class)#llow list toDM Z Apply the “toDMZ” list to the private policy class

Step 8 (config-policy-class)#at sourcelist matchall | Create the Many:1 NAT within the private policy s$a

interface PPP 1 overload to allow traffic out to the internet.

Step 9 (config-policy-class)#liscard list toL AN Apply the filter rule to the DMZ policy class. Ehiule
will prevent devices within the DMZ from creating
connections to the private network.

Step 10 (config-policy-class)#at sourcelist matchall | Create the Many:1 NAT within the DMZ policy to

interface PPP 1 overload allow traffic to the internet.

Step 11 (config-policy-class)#at destination list Apply the port forward access list to the publidigpo

<list name> address<internal 1P> class.

Step 12 (config)#ip firewall Enable the firewall.




Example configuration

Workstation

M
3

S —. 4
-8
£
5

VYLAN 2

— 6

VLAN 3

Private LAN O —‘19&159'.1.0;24‘

MNetVanta 3000 Series Router
Public IP Address 12,16.1.2 / 30
Private Address 192 168.1.1 /24
| DMZ Address 10.10.10.1 / 24

DMZ 0 10.10.10.0/ 24 )

HTTP and FTP Server EMAIL Server
Private IP Address 10.10.10.5 Private |P Address 10.10.10.6

(config)# interface vlan 2

(config-vlan 2)# ip address 192.168.1.1 255.255.@

(config-vlan 2)# access-policy Private

(config-vlan 2)# no shutdown

(config-vlan 2)# interface vlan 3

(config-vlan 3)# ip address 10.10.10.1 255.255.@5

(config-vlan 3)# access-policy DMZ

(config-vlan 3)# no shutdown

(config-vlan 3)# interface ppp 1

(config-ppp 1)# ip address 12.16.1.2 255.25525%5.

(config-ppp 1)# access-policy Public

(config-ppp 1)# no shutdown

(config-ppp 1)# ip access-list extended toDMZ

(config-ext-acl)# permit ip 192.168.1.0 0.0.0.256.10.10.0 0.0.0.255
(config-ext-acl)# ip access-list extended matchall

(config-ext-acl)# permit ip any any

(config-ext-acl)# ip access-list extended HTTP-FTP
(config-ext-acl)# permit tcp any host 12.16.1.2neqw log
(config-ext-acl)# permit tcp any host 12.16.1.2tpqlog
(config-ext-acl)# ip access-list extended SMTP

(config-ext-acl)# permit tcp any host 12.16.1.%eatp log
(config-ext-acl)# ip access-list extended toLAN

(config-ext-acl)# permit ip 10.10.10.0 0.0.0.25821168.1.0 0.0.0.255
(config-ext-acl)# ip policy-class DMZ

(config-policy-class)# discard list toLAN

(config-policy-class)# nat source list matchalenfice ppp 1 overload
(config-policy-class)# ip policy-class Private

(config-policy-class)# allow list toDMZ

(config-policy-class)# nat source list matchalenfice ppp 1 overload

Public Network
{Intemet)



(config-policy-class)# ip policy-class Public
(config-policy-class)# nat destination list HTTP#address 10.10.10.5
(config-policy-class)# nat destination list SMTRlegss 10.10.10.6



