ADRAN

TECHNICAL SUPPORT NOTE

Introduction to the VPN Menu in the Web GUI
Featuring ADTRAN OS and the Web GUI

Introduction

This Technical Support Note shows the different options available in the VPN menu of the
ADTRAN OS Web GUI.

WP Wizard
“FPM Peers
Certificates

VPN SECURITY POLICIES

There are many options that affect the connectionsin a VPN security policy. To establish
secure communication with the remote site you need to configure matching VPN policies on
both sides of the VPN connection. An outbound VPN policy on one end should match the
inbound VPN policy on other end, and vice versa.

Local Site Remote VPN Peer
NetVanta 1224 STR —~f T
\ /‘ Remote Network
Local Network Public Interface Public Interface 172.16.1.0/24
192.168.1.0 /24 :
10.10.10.1 Dynamic IP

Local Gateway Peer Gateway



SAMPLE MATCHING VPN POLICIES

LOCAL SITE

Local Public Address Type = Static/10.10.10.1
Remote Peer Public Address Type = Dynamic

Remote Private Network = 172.16.1.0 /24
Local Private Network = 192.168.1.0 /24

Auth Type: PSK = GOADTRAN

Remote ID Type = Email Address
Remote ID Value = training@adtran.com
Local ID Type = 1P Address

Local ID Vaue=10.10.10.1

IKE Phase 1

Respond Mode = Aggressive
Initiate Mode = None

Encryption Algorithm: 3DES
Hash Algorithm: SHA

Diffie Hellman Group: 2

IKE SA Lifetime: 10800 seconds

| PSec Phase 2

Encryption Algorithm: 3DES
Hash Algorithm: SHA

PFS. Group 2

IPSec SA Lifetime: 3600 seconds
IPSec SA Lifetime : 0 KBytes

REMOTE VPN PEER

Remote Public Add. Type = Static/10.10.10.1
Local Public Address Type = Dynamic

Local Private Network = 172.16.1.0 /24
Remote Private Network = 192.168.1.0 /24

Auth Type: PSK = GOADTRAN

Local ID Type = Email Address

Local ID Vaue = training@adtran.com
Remote ID Type = IP Address

Remote ID Vaue = 10.10.10.1

IKE Phase 1

Initiate Mode = Aggressive
Respond Mode = None
Encryption Algorithm: 3DES
Hash Algorithm: SHA

Diffie Hellman Group: 2

IKE SA Lifetime: 10800 seconds

| PSec Phase 2

Encryption Algorithm: 3DES
Hash Algorithm: SHA

PFS: Group 2

IPSec SA Lifetime: 3600 seconds
IPSec SA Lifetime : 0 KBytes




NetVanta VPN GUI Configuration

The addition of the VPN configuration options to the GUI interface greatly eases the VPN
configuration - especially when compared to the command line VPN configuration. This
module presents the GUI method of VPN configuration from using wizards to manually
defining VPN parameters.

VPN Menu

The VPN menu is only displayed on units with the ADTRAN OS Enhanced Feature Pack
Upgrade. The Standard Feature Pack is the default operating system and ships as the standard
configuration on every NetVanta platform. The Enhanced Feature Pack adds the VPN
functionality to the Standard Feature Pack and can either be added at the time of original
purchase or purchased as an Upgrade at a later date.

VPN Wizard

The VPN Wizard will take you through a step by step process of adding a VPN peer to your
configuration. Y ou can select from one of two types of wizards. The Typical Setup Wizardis
recommended for users not very familiar with the all the settings for IKE and 1PSec. The
Custom Setup Wizard is recommended for users who have knowledge about IKE and IPSec or
for users who want to create non-standard VPN Peer Configurations.

VPN Peers

The VPN Peers menu directs you to the advanced VPN Policy configuration. From here you
can create, modify, view, and delete VPN Peers, configure individual IKE and IPSec policies,
or disable/enable VPN functionality.

Certificates
The Certificate menu item accesses the Certificate Authority Profiles screen. From, you can
add, modify, or delete Certificate Authority profiles and policies.



VPN Wizard - Typical Setup

This Wizard is recommended for users not very familiar with al the settings for IKE and
IPSec. Y ou will be taken through a step by step configuration of aremote VPN peer where
you are prompted for the local and remote gateways, ID’s, and network traffic to protect with

this VPN policy.

Using the ‘Typical Setup’ VPN Configuration Wizard

1) After selecting the V PM¥Wizard, choose
Typical Setup.

ISk
VPN Peer Configuration Wizard

This wizard will take you through a step by step process of adding an
additional VPN Peer to your configuration. Please select what type of wizard
you want to use to configure your new VPN Peer.

Recommended for users not very familisr with
the Internals of IKE and IFSec. This setup takes
into account your current setup and eliminates
any invalid options. *Recommended

' Typical Setup

Recommended for users who have knowledge
about IKE and IPSec or for users who want to
create non-standard VPN Peer Configurations.
Includes all possible settings of the VPN Peer.

 custom Setup

Cancel | Mext >

3) Select the local public interface that will be
used to communicate with the remote VPN
Gateway.

=

VPN Interface - VPN Peer Configuration Wizard

You are here Remote Site A
%\F’——"'—“} It )
L VP Peer
byt Netvanta 122457R
Netwark Network

Please select the public interface that will be used to communicate with the
VPN Remote Gateway.

Fublic

- [ <Please Select an Interface> = |

«<Please Select an Interface=
. /2

(

( )
vlan 4 (192.168.4.1/255.255.255.0)

(192.168.5.1/255.255.255.0)

< Back | Mext >

2) Enter adescription of the remote VPN peer.

=
VPN Peer Name - VPN Peer Configuration Wizard

Please enter a meaningful description of the VPN Peer to be used as a visual
reference to this WPN Peer Configuration.

WPM Peer Description: [Remote Site A

< Back | Mext >

4) Select the address type the Remote VPN peer
will use to connect to the NetVanta.

Ll

VPN Peer Type - VPN Peer Configuration Wizard

You are here Remote Site A

VPN Peer
= Netvanta 12245TR Remote
Network Network

Select the Addressing type the peer will use to connect to the NetVanta.

" Static Peer
Use this if the VPN Peer has an
address statically assigned to it

Use this if the VPN Peer is using
= Dynamic Peer some dynamic means of getting a
public address (DHCP, PPPOE, etc)

Use this if the VPN Peer will be a

" Mobile Peer Software VPN client running on a
Computer

< Back | Mext >




Using the ‘Typical Setup’ VPN Configuration Wizard (Continued...)

5) Specify the remote VPN Peer’s private
network that will communicate with the local
private network.

Lcix]

Remote Network - VPN Peer Configuration Wizard

You are here Remote Site A

WPN Peer
Ee= NetVanta 12245TR Remote
Network Network

Please enter the VPN Peer's Private network that will communicate with the
NetVanta's Private Network.

This is the Subnet
Remote Subnet: [172 .16 |.|i00 .o ;J:teﬂr;zfe";f:e
Remote Router
This is the network

Remote Subnet Mask: |255 .|255 .|255 . |0 mask of the subnet
ai

bove

< Back | Mext >

7) Select the type of authentication to useto
authenticate the VPN Peer.

R E

VPN Peer Authentication - VPN Peer Configuration Wizard

Please enter the type of authentication to use to authenticate the VPN Peer

% Preshared Secret

IGOADTRAN

" RSA Certificate

" DSS Certificate

< Back | Mext >

6) Select or specify the local private network that
will access the remote VPN Peer’s private
network.

VPN Wizard - Local Network =101

Local Network - VPN Peer Configuration Wizard

You are here Remote Site A
L PN Peer
q Net/anta 1224STR o
Network Network

Please enter ancther Network on the Private side of the NetVanta that will
access the VPN Peer's Private Network.

Select an interface's
Use Network from: | <Specified> - | network or specify

<Specified> the network
192.168.1.0/255.255.255.0

The subnet on the
Local Subnet: [premy 50 private interface of

192.168.4.0/255.255.255.0 the NetVants
192.168.5.0/255.255.255.0 P ———

of the subnet

Local Subnet Mask:

< Back | Mext >

8) Enter the Remote ID type and value used by
the VPN Peer.

=l

Remote ID - VPN Peer Configuration Wizard

You are here Remote Site A
-, VPN Peer
Local NetVanta 12245TR Remote
Networle Metwork

Please enter the Remote ID type and value used by the VPN Peer (this is a
unigue identifier for the Remote Gateway).

Please select the type

Remote ID Type: |Ermal Address =] iR o

be using to authenticate

themselves
. This is the value of the
Remaote ID Value: |training@adtran.com Remote ID

< Back | Mext >




Using the ‘Typical Setup’ VPN Configuration Wizard (Continued...)

9) Enter the Local I1D type and value that this
NetVantawill use when connecting to the
Remote Gateway.

72} VPN Wizard - L

=101

Local ID - VPN Peer Configuration Wizard

You are here Remote Site A
~
\!_’__.-—‘,’ Intemel )
— PH Peer
5= Netvanta 12245TR A
Netwark Network

Pleace enter the Local ID type and value that this MetVanta will use when
connecting to the Remote Gateway.

Please select a Local ID

Local ID Type: |IP Address - type to identify this (7]

NetVants
This is the value of the
Local ID Value: |10.10.10.1 Local 1D

< Back | Next >

11) The VPN Peer configuration was applied
successfully. A summary of the configuration is
displayed.

i

Settings Applied - VPN Peer Configuration Wizard

The VPN Peer Configuration was applied successfully. A summary of the
configuration is presented below, along with the ability to download a
configuration to be uploaded into the remote unit that will connect to this

policy.

Name Remote Site A

Gateway Address Dynamic

Remote Network 172.16.100.0/255.255.255.0
Local Network 192.168.3.0/255.255.255.0

Remote Id email: training@adtran.com

Local 1d 1P: 10.10.10.1

Authentication Type Preshared Secret

md5, 3des encryption, DH Group 1, 28800

Tke Parameters seconds Lifetime, Respond Any Mode

esp-3des esp-md5-hmac
No PFS, 28800 seconds Lifetime

Settings Applied

IPSec Parameters

Close

10) Review the settings for your new VPN Peer
policy. Click the Back button if you wish to make
any changes. Click Apply if you wish to add the
new VPN Peer policy.

i

Finished - VPN Peer Configuration Wizard

Please review the settings that will be used in your new VEN Peer Policy. "nu
may use "Back” to change any incorrect settings or "Apply” to add the ne:
VPN Peer Policy.

Mame Remote Site A

Gateway Address Dynamic

Remote Network 172.16.100.0/255.255.255.0
Local Network 152.168.3.0/255.255.255.0

Remote Id email: training@adtran.com
Local Id IP: 10.10.10.1

Authentication Type Preshared Secret

md5, 3des encryption, DH Group 1, 28800
Tke Parameters seconds Lifetime, Respond Any Mode
esp-3des esp-mdS-hmac

IPSec Parameters No PFS, 28800 seconds Lifetime

< Back | Apply




**

* %

The VPN policies will be created and applied to the specified interface based on your
selections. The following VPN configuration was created based on the above selections:

ip crypto interface vian 3
: ip address 192.168.3.1 255.255.255.0
crypto ike policy 100 access-policy Private
no initiate :
respond anymode interface vian 4
local-id address 10.10.10.1 ip address 192.168.4.1 255.255.255.0
peer any access-policy Private
attribute 1 :
encryption 3des interface vlan 5
hash md5 ip address 192.168.5.1 255.255.255.0
authentication pre-share access-policy Private

crypto ike remote-id user-fgdn training@adtran.com preshared-key GOADTRAN
ike-policy 100 crypto map VPN 10 no-mode-config no-xauth

crypto ipsec transform-set esp-3des-esp-md5-hmac esp-3des esp-md5-hmac

mode tunnel :
: interface vian 5
crypto map VPN 10 ipsec-ike ip address 192.168.5.1 255.255.255.0
description Remote Site A access-policy Private
match address VPN-10-vpn-selectors :
set transform-set esp-3des-esp-md5-hmac interface ppp 1
ike-policy 100 ip address 10.10.10.1 255.255.255.252
: access-policy Public
ip access-list standard wizard-ics crypto map VPN
remark Internet Connection Sharing :
permit any

: * Partial output displayed
ip access-list extended self

remark Traffic to NetVanta

permitipany any log

ip access-list extended VPN-10-vpn-selector s

permit ip 192.168.3.0 0.0.0.255 172.16.100.0 0.0.0.255

deny ipany any

: ** Created by a previous firewall policy

ip policy-class Private

allow list VPN-10-vpn-selectors

allow list self self

nat source list wizard-ics interface ppp 1 overload

ip po'licy-classPuinc

allow reverse list VPN-10-vpn-selectors
nat destination list wizard-pfwd-1 address 192.168.3.100

* Remember to save your configuration to ensure the settings will not be lost after arestart.



VPN Wizard - Custom Setup

This Wizard is recommended for users who have knowledge about IKE and |PSec or for users
who want to create non-standard VPN Peer Configurations. The first part of the wizard takes
you through the same steps as the Typical Wizard where you define the local and remote
gateways, ID’s, and network traffic to be protected by this VPN policy. Y ou are then given the
chance to define remaining IKE and IPSec policy parameters.

Using the ‘Custom Setup’ VPN Configuration Wizard

1) After selecting the VPN Wizard, choose
Custom Setup.

iEix]

VPN Peer Configuration Wizard

This wizard will take you through a step by step process of adding an
additional VPN Peer to your configuration. Please select what type of wizard
'you want to use to configure your new VBN Peer.

Recommended for users not very familiar with
the Internais of IKE and IPSec. This setup takes
into account your current setup and eliminates
any invalid opticns. *Recommended

" Typical Setup

Recommended for users who have knowledge
about IKE and IPSec or for users who want to
create non-standard VPN Peer Configurations.
Includes ail possible settings of the VPN Peer.

1 Custom Setup

Cancel | Next >

2) Enter adescription of the remote VPN peer.

=

VPN Peer Name - VPN Peer Configuration Wizard

Please enter a meaningful description of the VPN Peer to be used as a visual
reference to this VPN Peer Configuration.

VPN Peer Description: |Branch Office A

< Back | Mext > I

3) Select the local public interface that will be
used to communicate with the remote VPN
Gateway.

3 VPN Wizard - VPN Interface =loix]

VPN Interface - VPN Peer Configuration Wizard

You are here Branch Office A
sse ¥ =
e PN Peer . . .
Loeal NetVanta 12245TR Remote
Network Metwork

Please select the public interface that will be used to communicate with the
VPN Remote Gateway.

Public

Intertace. |PPP 1 (10.10.10.1/255.255.255.252) ]

< Back | Mext >

4) Select the address type the Remote VPN peer
will use to connect to the NetVanta.

=

VPN Peer Type - VPN Peer Configuration Wizard

You are here Branch Office A
o, VPN Peer
Local MetWanta 12245TR Remote
Network Netwark

Select the Addressing type the peer will use to connect to the Netvanta.

' static Peer

Use this if the VPN Peer has an
address statically assigned to it

Use this if the VPN Peer is using
" Dynamic Peer some dynamic means of getting 2
public address (DHCF, PPPOE, stc)

Use this if the VPN Peer will be a
" Mobile Peer Software VPN client running on &
Computer

< Back | Mext > I




Using the ‘Custom Setup’ VPN Configuration Wizard (Continued...)

5) Specify the remote VPN Peer’s private
network that will communicate with the local
private network.

i

Remote Network - VPN Peer Configuration Wizard

You are here Branch Office A

-
\Q_.——" Intemel )
. VPN Peer
Local MetVanta 1224STR Remote
Network Netwark

Please enter the VPN Peer's Private network that will communicate with the
NetWanta's Private Network.

This is the Subnet
Remote Subnet: 172 .[ts | .[z00 .Jo l?:tebr‘ficin:?:e

Remote Router

This is the network

Remote Subnet Mask: |255 N EEERN EEE .ID mask of the subnet

above

< Back | Mext >

7) Select the type of authentication to useto
authenticate the VPN Peer.

=0

VPN Peer Authentication - VPN Peer Configuration Wizard

Please enter the type of authentication to use to authenticate the VPN Peer

% Preshared Secret

GoADTRAN

' RSA Certificate

 DSS Certificate

< Back | Mext >

6) Select or specify the local private network that
will access the remote VPN Peer’s private
network.

3 VPN Wizard - Local Network =10 x|

Local Network - VPN Peer Configuration Wizard
You are here Branch Office A

gy LY
£
a0E .= ™ ess

i HetVanta 12245TR Remote
Network Metwark

Please enter another Network on the Private side of the NetVanta that will
access the VPN Peer's Private Network.

Select an interface’s

Use Network from: |192.168.1.0/255.255.255.0 x| network or specify

the network
o o The subnet on the
Local Subnet: % 5 e e
192.168.4.0/255.255.255.0 the Neti/anta
192.163.5.0/255.255.255.0
Local Subnet Mask: ) ) N The network mask

of the subnet

< Back | Mext > I

8) Enter the Remote ID type and value used by
the VPN Peer.

ol

Remote ID - VPN Peer Configuration Wizard

You are here Branch Office A
L PN Peer
5] NetVanta 12245TR e
Netwark

Netwark

Please enter the Remote ID type and value used by the VPN Peer (this is a
unique identifier for the Remote Gateway).

Please select the type

Remote ID Type: |[IP Address - of ID the VPN Peer will (7]

be using to authenticate
themselves

. This is the value of the
Remote ID Value: [10.100.100.1 Remote ID

< Back | Mext > I




Using the ‘Custom Setup’ VPN Configuration Wizard (Continued...)

9) Enter the Local I1D type and value that this 10) Set desired IKE policy parameters for this
NetVantawill use when connecting to the VPN policy.
Remote Gateway.

i3 Il
Local ID - VPN Peer Configuration Wizard IKE Advanced Parameters- VPN Peer Configuration Wizard
pousiElners (=R @iz a You are able to change the dsfault settings for TKE used in this wizard using

. this form.
e A
\!,_--.‘_f, inenet ) ~ .'...
- Netvanta 12245TR “-x,,-\/ PN peer =1 Initiate Using: [Main Mode 5|

MNetwork Metwark

Respond Using: |Main Mode -
Hash Algorithm: |SHAL »

Please enter the Local ID type and value that this NetVanta will use when
connecting to the Remote Gateway.

Please select & Local ID Encryption Algorithm: |AES 256bit »
Local 1D Type: IIP Address - type to identify this (7]
NetVanta
Diffie Hellman Group: |2 =
Local 1D Value: [10.10.10.1 A5 3 Ui D D

Local ID

IKE SA Lifetime: |10800

< Back | Mext > < Back | Mext > I

11) Set desired IPSec policy parameters for this 12) Review the settings for your new VPN Peer
VPN policy. policy. Click the Back button if you wish to make

any changes. Click Apply if you wish to add the
new VPN Peer palicy.

=101 =0l

IPSec Advanced Parameters- VPN Peer Configuration Wizard

Finished - VPN Peer Configuration Wizard

Please review the settings that will be used in your new VPN Peer Policy. You

may use "Back” to change any incorrect settings or "Apply” to add the new
Encryption protects the privacy of the data on your VPN tunnel between VPN VPN Peer Policy.

Peers. Encryption makes it difficult, though not impossible, for others to
eavesdrop on transferred data.

Name Branch Office A
Gateway Address 100.100.100.1
Remote Network 172.16.200.0/255.255.255.0
— Local Network 192.168.1.0/255.255.255.0
A?;Q{igh‘,:r.‘ [EsP: AES 256bit / SHAL =l Remote Id 1P: 100.100.100.1
Local 1d 1P: 10.10.10.1
Perfe‘:‘s?gfc;‘? Group 2 = Authentication Type Preshared Secret
sha, aes-256-cbe encryption, DH Group 2, 10800
. Ike Parameters seconds Lifetime, Initiate Main Mode, Respond
Lifetime in seconds: |3s00 seconds Main Mode
esp-aes-256-cbe esp-sha-hmac
Lifetime in Kilobytes: [0 Kbytes IPSec Parameters FFS Group 2, 3600 seconds Lifetime

< Back | Mext > < Back | Apply




**

**

* %

The VPN policies will be created and applied to the specified interface based on your
selections. The following VPN configuration was created based on the above selections:

ip crypto interface vian 3
: ip address 192.168.3.1 255.255.255.0
crypto ike policy 100 access-policy Private
initiate main :
respond main interface vlian 4
local-id address 10.10.10.1 ip address 192.168.4.1 255.255.255.0
peer 100.100.100.1 access-policy Private
attribute 1 :
encryption aes-256-chc interface vlan 5
authentication pre-share ip address 192.168.5.1 255.255.255.0
group 2 access-policy Private

lifetime 10800

crypto ike remote-id address 100.100.100.1 preshared-key GOADTRAN ike-policy 100
crypto map VPN 10 no-mode-config no-xauth

crypto ipsec transform-set esp-aes-256-cbc-esp-sha-hmac esp-aes-256-cbc esp-sha-hmac

crypto map VPN 10 ipsec-ike o
description Branch Office A interface vlan 5

match address VPN-10-vpn-selector s1 ip address 192.168.5.1 255.255.255.0
set peer 100.100.100.1 access-policy Private

set transform-set esp-aes-256-chc-esp-sha-hmac :

set security-association lifetime seconds 3600 interface ppp 1

set pfs group2 ip address 10.10.10.1 255.255.255.252
ike-policy 100 access-policy Public

: crypto map VPN

ip access-list standard wizard-ics :

remark Internet Connection Sharing

permit any * Partial output displayed

ip access-list extended self
remark Traffic to NetVanta
permitipany any log

ip access-list extended VPN-10-vpn-selector s1
permit ip 192.168.1.0 0.0.0.255 172.16.200.0 0.0.0.255
: ** Created by a previous firewall policy
ip policy-class Private
allow list VPN-10-vpn-selector sl
allow list self self
nat source list wizard-ics interface ppp 1 overload

ip policy-class Public

alow reverselist VPN-10-vpn-selector sl
nat destination list wizard-pfwd-1 address 192.168.3.100

* Remember to save your configuration to ensure the settings will not be lost after arestart.



VPN Peers Screen

The VPN Peers screen can be used to enable and disable VPN functionality. Y ou can also
create, modify, view, and delete VPN Peers from this screen. Individual IKE and IPSec
policies can be edited by selecting Advance VPN Palicies.

ADIRAN NetVanta 2400

Save Logout

System

Getting Started

Systemn Summary Enable/Disable ¥PN

Interfaces
Passwords Tou are able to enable and disable all ¥PN functionality here.
1P Services
. Warning: This will effect alf /oN
DHCP Server PN Enabled: traffic
Hostname / DNS
LLDP _teply | _
e <4 Enableor disable VPN

functionality

Firewall Wizard fou are able to base a WPN Peer off of another WFN Peer or create a new Peer from
General Firewall scratch.
Security Zones Create a New YPN Peer Create New VPN Peer
[<Defauis =] <
WP Wizard Create a Mew WPM Peer based on the | <Defaults> ~| Peer from mratch or create a
A Create New VPN Peer | new VPN Peer based on
Certificates ..
Utilities Modify f¥iew/Delete Peer an exist ng VPN Peer
Configuration Click on the name of a Peer to madify it, or the status of a Peer to view its statistics.
Firmware e
Reboot Unit test 0 Static hosts connected Delste |<_ MOdIfy/VIGW/DeI ce

Factory Default

Telnet To Unit VPN Peer

Advanced WP configurations might have to use separate IKE and IPSec Policies. Yaou

can edit individual IKE and IPSec Policies in the "Advanced WPN Palicies" page. all WPN

functionality can be turned off on the "4dvanced YWPN Policies" page as well.

Advanced VPN Policies .
< Individual IKE and

IPSec policies can be
viewed and edited

Create New VPN Peer
Selecting the Create New VPN Peer button allows you to define a new VPN peer and then
assign VPN configuration parameters for that VPN peer.

Advanced VPN Policies

Under Advanced VPN Palicies, you can add, modify, or delete individual IKE and |PSec
policies. You can aso assign Crypto Maps to interfaces and add, modify, or delete individual
VPN Remote Ids.



Create New VPN Peer / Edit VPN Peer (Step 1 of 4)

Selecting Create New VPN Peer or editing an existing VPN peer from the VPN Peers screen
will display afour step VPN Peer Configuration window for the specific Peer. The individual
IKE and I1PSec parameters along with VPN traffic selectors can be defined for the selected

VPN peer.

Getting Started
Systermn Summary
Interfaces
Passwords
IP Services
DHCP Server
Hostname / DNS
LLDP
Routing
Route Table
Firewall Wizard
General Firewall
Security Zones
VPN
PN Wizard
VPN Peers
Certificates
Configuration
Firrnware
Rebaot Unit
Factory Default
Telnet To Unit

Step 1 of 4: ¥PN Peer Configuration for "test™

fou are able to base a VPN Peer off of another WPN peer or create a new Peer from

socratch,

¥PH Peer Configuration

Marne: Itest

WPN Interface: eth 0/1 (10.19.218.240/255.255.255.0)

Peer Type: ' Static Addressed

(o Dynamically Addressed
" Mobile Peer

IKE Configuration

®AUTH Enabled: |Disabled =

Initiate Mode: IAggressive 'I

Respond Mode: |Any -

IAIIow W1 'I
IAIIow Wz 'I
Peer Address: |5 . |5 . |5 . |5

Add Peer Address r
as Remote 1D

MAT Traversal:

Domain Mame |
test

Rermote ID:

Local ID: | Domain Name vl

test

IPSec Configuration

BESt IDisabIed 'I

Encryption / )
rore [ESP: 3 DES / MDS

Encryption / —
Hach: IND additional Transforms

o |28800 seconds
Lifetime:
I KB

Cancell Apply |

Set 3 name for this 1'EN
Feer

Interface that will
Terminate the /BN 4—
Tunne!

If the /BN Peer's address
s static (assigned by the
Service Prowider)

If the /BN Peer's address ‘
s dynamic (DHCE,
FEEOE, etz )

This is used for 'EN
client soffware peers

You must enable A44 o
to do XAUTH :

Select the mods of IKE '
you would like to initiate
EM tunnels with the /BN
Feer

Select the mods of IKE
that pou will alflow the
VPN Peer to use when
inftizting funnels with us

Enable/Disable/force
WAT-T for this Ven @
Feer

This s the public I
Address of the Peer.

You are required fo have
an If Address Remote ID
when using main mode.

This uniquely identifies
the Peer from other
Peers

This uniquely identifies
us fo the Peer,

Select the FFS Group

Select an Encryption

scheme and hash |
Select an additiona!
Encryption scheme and

hash

Specify the Lifetime in
seconds andior k8 of
traffic

Define description of
remote VPN peer

Select the address type
the remote VPN peer
will use to connect to
this NetVanta

Definelocal and
remote ID’s, respond
mode, and the
Preshared key for this
IKE policy

Set desired 1PSec
policy parameters for

this VPN policy



Create New VPN Peer / Edit VPN Peer (Step 2, 3, & 4 of 4)

Step 2 of 4: AddfDelete IKE Attributes for “test"

Create new IKE attributes here, To modify an existing attribute, delete the original and
replace it with a new one.

Add/Delete IKE Attributes for IKE Priority ID 100

. Set encryptionshash
EimEry p;'::h’f |3 DES ;I / | MDS ;I aigorithm for protection 4—
: suifte

Set authentication

Authentication: I Preshared Key = I method for protection

suite
s lj Set the Diffie-Heliman
ODH Group: |1 e
PTI Set lifetime for IKE
Lifetirne: |28800 seconds ey GeGaEEET

<

Add

IKE Attribute List

Click on an attribute grouping to configure the above panel with its settings. Click on
the arrows to change the order in which the attributes are processed.

Hash Authe

Step 3 of 4: Source Networks Allowed to Communicate Using "test™

The Source network(s) of this NetWanta will be able to communicate with the VPN Peer's
Destination network(s), Enter the Source networkis) here,

Local Network: | J J J ;::j Lif;:‘::;’;;t local to ¢

Local Metwork Mask: | . | . | . | The Subnet Mask

ubnet

Step 4 of 4: Destination Networks Allowed to Communicate Using “test™

The Source network(s) of this NetWanta will be able to communicate with the YPN Peer's
Destination network(s). Enter the Destination networlk(s) here.

Remote Metwork: I , I i I . I_ E?:Lf;:;\ft;gf:t focal to 4—

Remote Metwork Mask: I . I . I . I The Subnet Mask
add <+

bnet

Set desired IKE policy
attributes for this VPN

policy

Click Add

Define the source of
the traffic to be
protected by this VPN

policy.
Click Add

Define the destination
of the traffic to be
protected by this VPN

policy.
Click Add



ADVANCED VPN POLICIES

Thisareais displayed by selecting Advanced VPN Palicies from the VPN Peers screen. The
Advanced VPN Palicies screen allows you to add, modify, or delete individual IKE and 1PSec

policies. You can aso assign Crypto Maps to interfaces and add, modify, or delete individual
VPN Remote IDs.

NetVanta 2400

¥PN Peers > Advanced ¥PN Policies

Logout

Getting Started
Systern Summary
Passwords

1P Services Wiew basic status information, add, remove or configure IKE Policies here, Choose an

existing or default policy from the drop down menu to base a new policy on and click
DHCP Server Add Mew IKE Palicy, or click on the Mame/ID of an existing IKE Policy to configure its

Hostname / DNS settings, Click on any Status text to obtain a list of all active SAs and detailed
LLDP information associated with the corresponding IKE policy.
Routing
Routs Table Add New IKE Policy
' i
||Zard Based on Folicy: lm m?bfg:;gcﬁiﬁ;ggﬁifﬂw 4_ Add / MOdlfy / Del ete
General Firewall new policy I KE POI | CIeS
Security Zones Add Mew IKE Policy

VPN

YPM Wizard us
UPN Peers 0 Hosts Connected Delate
Certificates

Utilities
Configuration

Firmware Add f Modify f Delete IPSec Policies

Reboat Unit Wiew basic status information, add, remove or configure IPSec Policies here, Choose
Factory Default an existing or default policy from the drop down menu to base a new policy on and
Telnet To Unit click Add Mew IKE Policy, or click on the Name/ID of an existing IFSec Paolicy to.
configure its settings. Click an any SPI to obtain a list of all active SAs and detailed
information associated with the corresponding IPSec policy,

Add New IPSec Policy

@ Create a new IPSec Policy in |UPN ;l | 4_ Add / MOd'fy / Delete
OR IPSec Policies

€ copy [vPn 10 =]
The values of the selected

With Priority: I policy will be auto-populated in

your new policy

Add New IPSec Policy |

10 Incomplete 0 Hosts Connected Delete

Assign Crypto Maps to Interfaces

Each Crypto Map can be assigned to one or mare interfaces that will terminate a VPN
Tunnel.

<«4— Assign Crypto Mapsto

me D
eth 0/1 VPN =

PRR 2 <none B Interfaces
Reset | apply |

Add / Modify ¥YPN Remote IDs

WPN Tunnels use Remote IDs in & fashion similar to usernames and passwords on a file
server, They specify which remote devices may connect to your MetWanta, using which
credentials and what services.

Add a new Remote ID

Add Hew Remate ID |

Modify fDelete an existing Remote ID

Listed below are all the Remate IDs configured in your Netvanta, To edit the ID, click

on its entry in the table below, To remove an ID, click its corresponding delete button, 4— Add / MOd'fy VPN
Remote IDs

F.
test Domain Name Delete I



ADVANCED VPN POLICIES - > Add New IKE Policy / Edit IKE Policies

Selecting Add New I KE Policy or editing an existing IKE policy from the VPN Peers - >
Advanced VPN Policies screen will display the IKE Policy configuration screen. The
individual IKE policy parameters can be defined here.

IKE Configuration for IKE Priority ID 100

Make IKE policy configuration changes in this panel. IKE attributes can be medified in
the second panel.

IKE Configuration for Priority ID 100

You must enable AAA ) <«— Configure IKE Policy

HAUTH Enabled:

to do XAUTH

Select the mode of IKE pararnaas
Initiate Mode: lm {{‘;: Wé?:;‘:fgk;g: g;;tr'ate

VPN Peer

Select the mode of IKE

initiating tunnels with us

Allow V1 = Enable/Dizable/Force

NAT Traversal: NAT-T for this ven @

Allow v2 = Peer

Peer Address: Specified j' This is the public IP
* 100 . |ioo ,l]_gg _|1 Address of the Peer.

Local ID: |IP Address - This uniquely identifies
' l—w 10.10.1 us to the Peer.

Cancel Apply
Add/Modify/Delete IKE Attributes for IKE Priority ID 100

Create new IKE attributes here. To modify an existing attribute, delete the original and
replace it with a new one. Only IKE attributes associated with IKE Priority ID 100 will
be listed below, and any IKE attributes you create will be associated with 1KE Priority
1D 100 as well.

Add/Delete IKE Attributes for IKE Priority ID 100
Set encryption/hash

Encryption / I—_l ; § . .
o [3DEs w1 /[MDs = slgorithm for protection <«4— Configure IKE Policy
Set authentication Attl’l buteS
Authentication: IPreshared Key = method for protection
suite
DH Group: I 1 'I zf;:.re Diffie-Hellman
Lifetime: [28200 seconds ﬁgfﬁ:ﬁ f"”_;ﬁ]

Add
2
IKE Attribute List

Click on an attribute grouping to configure the above panel with its settings. Click on
the arrows to change the order in which the attributes are processed.

Encryption Hash Authentication DH Group Lifetime

AT  aes-256-cbc sha pre-share 2 10800 Delete

Mode Config Pool for IKE Priority ID for 100

Dial-up VPN users need to have an address assigned to them by this VPN gateway. Use
an existing pool, or create a new pool using the form below.

Enable: [ fneck to enatie the <4 Enableand conf?gure
Use an Exising oot = pre-enising IKE Mode Config to
Poal: okchaeeoliilieg allow aremote host
Nome: Descripivenam for i running aVPN client
e (such asthe NetVanta

o EE| (. - e e be VPN Client) to acquire
assigned to VPN Clients

ange: i) .
S | by this NetVanta avirtua |P address

P DNS The DNS i i
e T pempsee when cormrmunicating
VPN Client to resoive with a gateway
St dary DNS dldl thin the '
seen a_‘g:r\fer: l_ B l— " I_ ° I_ gnvf:;;h":;rz’ ©
Pri WINS C N Th WINS
rIﬂﬁ”—;er\fer: . . " wh?c.she :}Fbe us;gege
VPN Client to resolve
S d WINS l— l— I— I— dd ithin the
seon Er-;erwer: : : : ;nvf;ﬁét:;rﬁ’ i

Cancel | Apply



ADVANCED VPN POLICIES - > Add New IPSec Policy / Edit IPSec Policies

Selecting Add New I PSec Palicy or editing an existing IPSec policy from the VPN Peers - >
Advanced VPN Palicies screen will display the IPSec Policy configuration screen. The
individual 1PSec policy parameters can be defined here.

IPSec Configuration for "VPN 10"

Y¥ou are able to define and configure a VPN Peer.
Description: |Remote Site A

i00 =

ISpe:ified -
ILUU . |100 .I].DD .I].

PFS: |Group 2 'I

IKE Palicy:

Peer IP Address:

Enter & meaningful
description of this IPSec
Policy

<— Configure IPSec Policy

Select the IKE Policy that parameters

should be used with this
Policy

This is the IP address of

the peer, if the peers are
dynamic, leave this blank

Select the PF5 Group

Encryption / N . Selsct an Encryption
Hioah | ESP: AES 256bit / SHAL 7| Seos o=
. Select an additional
Encrvat?;h{ | No additional Transforms ;I Encryption scheme and

L 3500 | seconds
Lifetime:
KB

Cance\l Apply I

hash

Specify the Lifetime in
seconds and/or kB of
traffic

Add / Modify / Delete Policy Entries

Create Access Control Entries to specify what traffic is to be sent to this VPN peer. 7]

Add New VPN Selector Entry

Add New VPN Selactors

Modify/Delete VPN Selector Entry
This is a description of this list

<4 Create new VPN
selectors to define the
traffic to be protected
by this VPN policy.
The selectors are read
from top down.

Priority Type Protocol Source Network/Ports Dest Network/Ports

AT Permit any 192.168.1.0/24

172.16.200.0/24

Delete I



ADVANCED VPN POLICIES - > Add New Remote ID / Edit Remote ID

Selecting Add New Remote I D or editing an existing Remote ID from the VPN Peers - >
Advanced VPN Policies screen will display the Remote ID configuration screen. The Remote
ID type, Preshared key, IKE Policy and IPSec policy are specified here.

Addf Modify a Remote ID

After entering all the Remote 1D information needed to authenticate the remote end,
click the Apply button below.

select the type of

Remote ID Type: IIP Address 'I zemcte ID you want the < % eCt the Rernote I D

etVanta to allow to

connect via VPN type, 1D, and Preshared
h dd b em

IP Address: |1DD o ILDD . I].DD o |1 ;:Istfbﬁc I;ejtsiﬂsssr o? key the r ote VPN
the Remote Unit. peer will use to connect
h rd i
Preshared Key: [GoADTRAN Ez:;nt b":,'ﬁrcﬁf;des of to this NetVanta

the VPN tunnef

) XAUTH is used to
Allow XAUTH: [~ suthenticate users

Mode-Config is used to
Use Mode Config: [ dynamically assign ip
info to the vpn peer

IAIInw Wi o - I . )
NAT Traversal: zgarthJ?,;S;sabfef o (7]

IA”DW vz vl

Select the IKE Policy that <
IKE Policy: | 100 - should be used with this %IeCt the I KE and .
emEE I I PSec policy that will
select the IPSec Policy 1 1 1
IPSec Policy: IVPN 10 vl that should be used with be assocl Eﬁed Wlth thls
this Remote ID Rernote I D
Cancel | Apply |

Allow XAUTH

Allow eXtended AUTHentication within IKE. This is an Authentication method for remote
users which extends existing IKE authentication methods using widely deployed legacy
authentication methods such as RADIUS, SecurlD, and One Time Passwords.

Use Mode Config

IKE Mode Config allows aremote host running a VPN client (such as the NetVanta VPN
Client) to acquire avirtual 1P address when communicating with a VPN gateway. The remote
host requests an address, and optionally a DNS/WINS server address from the internal
network of the VPN gateway. IKE Mode Config parameters can be defined by editing an
existing IKE policy under Advanced VPN Palices.



Certificates

The Certificates screen can be used to add, modify, or delete Certificate Authority profiles and
policies.

Configure a New Certificate Authority (CA) Profile

Selecting the Add New CA Profile button initiates the creation and configuration of
Certificate Authority profile. Y ou will be taken through a four-step process of creating the CA
profile, loading the CA’ s certificate, requesting a self-certificate, and importing the self-
certificate received from the Certificate Authority.

ADRAN NetVanta 2400

System
Getting Started

System Summary Add f Modify Certificate Authority Profiles

Interfaces

Save Logout

FeEsmeels Using a Certificate Autharity (CA) Profile, you may:

P SEIEES » Authorize a Profile: Establishes a trust relationship with a Certificate Authority
DHCP Server Enroll with a CA: Request an identifying certificate for your MetWanta

Hostname / DNE # Import a certificate: Install an identifying certificate from your CA for your

LLOE MetVanta

» Import a CRL: Load a list of revoked certificates from yvour Ca for added security

Routing

Route Table
Firewall
Firewall Wizard
General Firewall Add Mew CA Profile

Security Zones <4 Add new CA Profile

YPN Modify fDelete Certificate Authority Policy

BIF) il Listed below are all the CA Profiles configured in your Met¥anta, To edit the profile, click
WPM Peers on its name in the table below, To remove a CA P%of\le, click its correspanding 'Delete’
Certificates button,

Utilities
Configuration
Firmnware
Reboot Unit
Factory Default
Telnet To Unit

Add New Certificate Authority Profile

There are no configured CA Profiles
]

v

Step 1 of 4: Configure a New Certificate Authority (CA) Profile

Before any certificates can be exchanged between the NetVanta and a Certificate 4— Name the NeN CA

Authority, a profile must be configured that determines the method of exchanging

certificate information.
A profile may only be named upon M

creation. If you wish to change

Name: ISSH Test the name after it has been
created, you will have to delete
and recreate the profile. &I eCt the CA

enrollment method

% Manual Entry
" Automatic Entry (SCEP)

Manual Entry Use cut and paste to obtain the CA’s certificate, request a self certificate, and
import the self Certificate received from the Certificate Authority.

Type:

Automatic Entry (SCEP) (Simple Certificate Enrollment Protocol)
Requests are sent via SCEP. Using SCEP, the NetVantawill load the CA certificate, issue a
self certificate request, and poll for the self certificate.



Upload the CA Certificate

Before any certificates can be exchanged between the NetVanta and Certificate Authority, a
CA certificate must be uploaded.

NetVanta 2400

Getting Started
Systern Surmrnary

Step 1 of 4: Configure Existing Certificate Authority {CA) Profile "Test™

Interfaces

Passwords Before any certificates can be exchanged between the MetVanta and a Certificate
IP Services Authority, a profile must be configured that determines the method of exchanging
DHCP Server certificate information,

Host DNS
ostname # A profile may only be named upon

LLDP creation. If pou wish to change
Routing Mame: Test the name after it has been
Route Table created, pou will have to defete
- and recreate the profile.

Firewall Wizard

. % Manual Entry
General Firewall Type: " Autornatic Entry (SCEP)
Security Zones !

Modify
WPN Wizard —I
WPN Peers
Certificates Step 2 of 4: Upload the CA Ce

Before any certificates can be exchanged between the NetVanta and a Certificate

C‘tonﬂgurat\on Authority, a CA certificate must be uploaded. After successfully loading a CA Certificate, M

Firmware you will be presented with the options to request and load a Self Certificate, as well as

Reboot Unit load a CRL.

:_ZT:Z:YTEﬁ:;'t ¥ Paste text below, using the copy and paste functions of your browser: 4— Cut and Paste the

- CA’scertificatein

PEM format here or
browse to select
certificate file to
upload

-
4 L3

{~ Select a PEM Encoded certificate file to upload :
Browse... |

|
Uplaadlca Cartificate |
t+

Click to upload CA

v

certificate
You have successfully authorized your Certificate Authority (CA). This profile will now be
used as the basis of the remaining certificate operations available to you on this page.
Status: Awvailable
Serial Number: 00000001 000000CA 000000E4 00000080
Subject Name: g:Ff,g:aggi‘%ic;nmunications Security Corp,CN=55H Test 4_ ThIS screen d|$| ays If
you were successful in
Tesas g:Ff,g;ﬁggngignmumcatmns Secunty Corp,CN=55H Test Up| oadl ng the CA: s
Start Date: Aug 1 07:08:32 2001 GMT certificate

End Date: Aug 1 07:08:32 2004 GMT
Key Usage: Non-Repudiation; Key Encipherment;

Re-upload a CA Certificate

PEM: Privacy Enhanced Mail



Request a Self Certificate from CA

To request a Self Certificate, complete the form and then click on the * Generate Request’
button. A Self Certificate Request will display that you must send to the CA.

Step 3 of 4: Request/Enter A Self Certificate Using Manual Entry

To request a Self Certificate, complete the form below and click on the 'Generate
Request' button. & Self Certificate Request will then be displayed that you must send to
your CA. The CA will then generate a Self Certificate. Once you have received your Self
Certificate, click on the 'Load Self Certificate’ button at the bottom of this form. (It is not
necessary to re-complete the Generate Request form before clicking 'Load Self

Certificate'.)

Select Encryption Strength

Encryption
Algorithm:

Encryption
Strength:

IRSA hd
I 1024 bits vl

Subject Name Information

Email Address:

Fully Qualified
Domain Name:

IP Address: I_ 5 I_ 5 I_ 5 I_

Itralmng@adtran .com

You must provide at
lease one of the three
Subject Name identifiers
in order to create a
certificate. Completing
additional fields provides
added flexibility for
computers identifying
vour NetVanta

Lightweight Directory Access Protocol (LDAP) Information

Common Name
(CN):

COrganizational
Unit (OU):

Locality (L):
Country (C):

State/Province
(5):

Formated LDAP
String:

|2DTRAN

Jus

r—

ICN =ADTRAN: C=US; S=AL

Generate Request I

Lightweight Directory
Access Protocol (LDAF)
information optionally
provides even greater
identification with your
certificate

The LDAF string that will
be sent to your CA is
displayed below. In rare
instances, you may need
to manually edit this
string.

Load Self Certificate

Step 3 of 4: Enter or Upload a Self Certificate

self Certificate Request - Base64 Encoded

\4

Below is your Self Certificate Request. You may copy and paste the text from the box
below and send it to your Certificate Authority or use the 'Download Self Certificate’
button to sawve the request as a file to your computer. You may cancel the current
request and generate a new one by clicking the 'Cancel Current Request' button.

----- BEGIN CERTIFICATE REQUEST:

Y

MIIBjjCB+AIBADAEMQswCQYDVQQGEWIVUZEPMADGALUEAXMGQUR
CSqGSIb3DQEBAQUARAGNADCBIQKBIQCVKcbTOzoxk? CPcP295aE
dLVTTghUOYcagLk27c+XgkdwDDIFgsHYLIEIHa 1ZhotWAS7 +NouLkvH
BElzHvGtGmPIhYuashAb/YXaihdmoSbDFHYIMWWD4xPimOXESyzCI
hr37saZvIQIDAQABoDEWLWYIKoZ IhveNAQkOMSIwIDAeBgNVHREEF:
brmluZ0BhZHRyYW4UY2HMADGCSqGSIb3DQEBBQUAALGBAF cnsOF
ShdRNIMUuGp+27GyB1RL7IYRxZ1GvEHt+BQP7S052Bm4xI395CHOTC
43Y¥QQn6oX1/zzaB9Eqely1Ubolfm3U7yZ 1IhQRKLXNCc32KEHEIBENUNS
tTfUQHOEKBAVHZ?xTETBWSZZ I i
1 r

Download Self Certificate Request | Cancel Current Enrcllment

4_

Step 3

Select Encryption
Algorithm and Strength

Select at least one
Subject Name Identifier

Define optional LDAP

information for greater

identification with your
certificate

Click to generate Self
Certificate Request

<4— Thisisyour Self

Certificate Reguest.
Copy and paste the text
in this box and send it
to your Certificate
Authority



Load Self Certificate from CA

After submitting a Self Certificate Request, your Certificate Authority should provide you
with a Self Certificate to load into your NetVanta. Once you have loaded the Self Certificate

from your CA, you have completed the loading of your personal certificate.

Load Self Certificate - Base64 Encoded

After submitting a Self Certificate Request, your Certificate Authority should provide you
with a Self Certificate to load into your Netvanta.

i+ Paste text below, using the copy and paste functions of your browser:

vudH70]04Zhr37saZviQIDAQABC4I BTJCCAUUWH'NYDVR.UJBBQWFUALd
oEUVQwWwWHQYDWRODBEYEFBVp1i3MNAHCsK acemQwliDNBjuMBAGA:

QGFkdHIhbi5jb20wgecGA1 UdHWSB3zCB3DEESEKgQIY +aHR0cDovLz 4—
4MCSjcmwtYXMEZGWyL2N1cnllbnRjecmwtNTAzLmNybDIpZ D01 MDMw:
BvMTk1LjIwLjExNi42Nzoz0DkvQO49UINIITIWVGYzd CUyMENBITIWM!
XRpZXMsTz1TUOgIM{BDb21tdWSpY2F0aWSucy Uy MFNIY3VyaXR5ITIw
Zmlj¥XRlemVv2b2NhdGlvbmxpc3QwDQYIKoZIhveNAQEFBQADGYEAT:
XB3DIQcNVZFZ7 GvYbaWlaAtyHVnQua+Q6Hof35kR5gISHFPBMEWEL
|I0ixYEa25R0E=Cq7FigRfANfRgrIMD1rvkISYxdUPITrSeDg+syD4Q 14l
----- END CERTIFICATE-----

1 |

= Select a certificate file to upload :
| Browse... |

Load Self Certificate I

| \
|
|

Step 3 of 4: Personal Certificate Installed

You have successfully installed the Personal Certificate for this profile

Status: Available
Serial Number: 00000002 00000047 0000007C 00000010
Subject Name: C=US,CN=ADTRAN 4—

C=FI,0=55H Communications Security Corp, CN=55H Test
CA 1 No Liabilities

Issuer:

Start Date: Mar 14 20:23:41 2004 GMT

End Date: Apr 13 20:53:41 2004 GMT
Key Usage:

Request A New Certificate

Load Certificate Revocation List from CA

Copy and paste the
Self Certificate from
your CA into this box

Click to load Self
Certificate from CA

This screen displaysif
you were successful in
loading your Personal
Certificate

Optionally, you can load the Certificate Revocation List from the Certificate Authority.

Step 4 of 5 (optional): EnterfUpload a Certificate Revocation List

Certificate Rewvocation Lists provide your NetWanta with knowledge of certificates that
your Certificate Authority has issued but rejected. For maximum security, you should
import a CRL from your CA when it is released. Once a CRL has been successfully
imported, its expiration date, along with other identifying information will be displayed.

CA Certificate Revocation List - Base64 Encoded

{¥ Paste text below, using the copy and paste functions of your browser:

|

-
4 »

= Select a certificate file to upload :

| Browss... I
Import CRL |

Step 4 (optional)

Load the Certificate
Revocation List from
your Certificate
Authority



VPN Troubl

eshooting with the GUI

The GUI interface of the NetVanta 1224STR provides tools to show the connected VPN peers,
display detailed status of the connected VPN peers, and the ability to tear down active VPN

tunnels.

Displaying Status of VPN Tunnels

From the VPN Peers screen, select the connected VPN peer listed in the Status column to
display VPN Peer status.

NetVanta 2400

Save

Logout

Getting Started
Systern Sumnmmary
Interfaces
Passwords

IF Services
DHCP Server
Hostname / DNS
LLECP

Routing

Route Table
Firewall
Firewall Wizard
General Firewall
Security Zones
VPN

WPM Wizard

WPM Peers
Certificates
Utilities
Configuration
Firmware
Reboot Unit
Factory Default
Telnet To Unit

Enable/Disable ¥PN

rou are able to enable and disable all WPN functionality here,

Warning: This will effect alf L'eN

WPN Enabled: W traffic

Apply |
Create ¥PN Peers

rou are able to base a VPN Peer off of another WPN Peer or create a new Peer from
socrateh,

Create a New ¥PN Peer

Create a New YPN Peer based on the |<Default> 'I Peer

Create Mew VPN Peer I

Modify f¥iew fDelete Peer
Click on the name of a Peer to modify it, or the status of a Peer to view its statistics,

Delete I

Mobile Test 1 Dialup host l:onnet:ted<

Advanced ¥PN Policies

Advanced YPM configurations might have td use separate IKE and IPSec Policies, You
can edit individual IKE and IPSec Policies in the "Advanced YPN Palicies" page. All WPN
functionality can be turned off on the "Adve:nc:ed VPN Policies" page as well,

Advanced ‘!IPN Paolicies

4_______________

VPN Peer Status for VPN

All hosts connected via the VPN Tunnel "WPN" are listed below. Click on a Peer IP
Address to get detailed information about that peer's currently active connection. Click
Delete to tear down an established tunnel. It may take several seconds before IKE and
IPSec are torn down.

Remote [P KAUTH User
100.100.100.1 n/a

Remote 1D IKE  IPSec
100.100.100.1 up Up

« Back I

Delete I

Display VPN Peer
Status



VPN Peer Status

From the VPN Peer Status screen, you can display detailed VPN Peer status and tear down

established tunnels.

NetVanta 2400

¥PN Peer Status fo

Getting Started
Systern Surnmary
Interfaces
Passwords

IF Services
DHCP Server

Hostname # DNS IKE and IPSec are torn down,

LLDP
Routing 3 y
Route Tahle 172.22.68,213 test.com

Firewall
Firewall Wizard
General Firewall
Security Zones

YPN
WP Wizard
VPN Peers
Certificates
Utilities

< Back I

Emnfiguratinn DlSpIay Detalled VPN
Reboot it Peer Status

Factory Default
Telnet To Unit

v

Det d VPN Peer Status for VPN

Listed below is detailed status and configuration information regarding all active IKE
and IPSec SAs for the VPN Peer "WPN". Click Delete to tear down the associated IKE or
IPSec SAs. It may take several seconds before the SAs are deleted. Deleting an IKE
SA will also delete any IPSec SAs that were established through it.

Delete

IKE Status Information

Peer IP Address 100.100.100.1
Lifetime 10222
Remote ID 100.100.100.1
Status SA_MATURE

Delete

IPSec Status Information

Peer IP Address 100.100.100.1

Local IP Address 10.10.10.1
Outgoing SPI 3145793140
Incoming SPI 3374602845
Protocol ESP

Hard Lifetime 3060

Soft Lifetime 2970
Outbound Traffic 1380 Bytes
Inbound Traffic 1380 Bytes

Source 192.168.1.0/255.255.255.0
Port ANY, Proto ALL IP

Destination 172.16.200.0/255.255.255.0
Fort ANY, Proto ALL IP

< Back

Outbound Selector

Logout

¥PN Peer Status for Mobile Test

All hosts connected via the WPN Tunnel "Mobile Test" are listed below, Click on a Peer
1P Address to get detailed information about that peer's currently active connection.
Click Delete to tear down an established tunnel. It may take several seconds befare

Deleta I

Up uUp

<4 Tear down the
established tunnel

|
|
|
Deleting SAs ...

Flease wait for the selected SAs to be deleted. The status of the deletion process will be
shown below, updated in real time.

IPSec SAs successfully torn down.
Deleting IKE SAs matching ID 100 with peer 100.100.100.1...

|
|
|
Deleting SAs ...

Flease wait for the selected SAs to be deleted. The status of the deletion process will be
shown below, updated in real time.

IKE SAs successfully torn down.
Done.

Click here to return.



