
Configuring IAS

Must have RADIUS 
client defined for the 

authenticator



Configuring IAS

Shared secret is radius-server key

IP address is ip radius 
source-interface



Configuring IAS

Must configure IAS 
to use the MD5-
Challenge EAP 

method

This is done in 
Remote Access 

Policies



Configuring IAS

Must configure IAS 
to use the MD5-
Challenge EAP 

method

Edit Profile…



Configuring IAS

Must configure IAS 
to use the MD5-
Challenge EAP 

method

Authentication Tab

EAP Methods



Configuring IAS

Must configure IAS 
to use the MD5-
Challenge EAP 

method

MD5-Challenge is 
all we need, but you 
can add PEAP for 

other authenticators 
or for future 

support.



User Accounts in IAS

The username and 
password that are 
supplied by the 

supplicant must be a 
valid username / 
password pair on 
the IAS.  A local 

user account 
(shown) or a 

domain account will 
work.



User Account Policies in 
IAS

Open the Group 
Policy Editor by 

typing gpedit.msc at 
a command prompt.

Navigate to 
Computer 

Configuration \
Windows Settings \
Security Settings \
Account Policies \
Password Policy.  

Enable “Store 
passwords using 

reversible 
encryption”.



User Account Policies in 
IAS

Open the Group 
Policy Editor by 

typing gpedit.msc at 
a command prompt.

Navigate to 
Computer 

Configuration \
Windows Settings \
Security Settings \
Account Policies \
Password Policy.  

Enable “Store 
passwords using 

reversible 
encryption”.



Configuring the Windows 
Supplicant

Must configure 
supplicant to use the 

MD5-Challenge 
EAP method


