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Eric Patterson Properties E |
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Must configure IAS

to use the MD5-

Challenge EAP
method

This is done In
Remote Access
Policies
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estproperties ——————————————QE|

Settingz |

Specify the conditions that connection requests must match.

Falicy conditions:

Must configure IAS

to use the MD5-
Challenge EAP
Add.. Ed.. s method

If connection reguests match the conditions specified in this policy, the _ ’ . .
i Edit Profile...

azsociated profile will be applied to the connection.

nlesz individual access permizsions are specified in the user prafile, thiz
policy contral: access to the nebwork.

[f & connection request matches the specified conditions:
™ Deny remote access permission

¥ Grant remote access permission
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Edit Dial-in Profile K |
Diakin Constraints | P | Multilink,
Authentication | Encrption I Advanced

Select the authentication methods ant ko allow for this connection.

Must configure IAS
L to use the MD5-
¥ Microzoft Enciypted Authenticatisa version 2 [M5-CHAP 2]

[ User can change password after it haz expined C h al | e n g e EAP
¥ Microzoft Encrypted Authentication [MS5-CHAR] m eth Od

[ User can change password after it has expired

¥ Encrypted authentication [CHAP] A U t h e n tl C atl O n Ta b

¥ Urenciypted authentication [PAP, SPAF]

Unauthenticated access EA P M eth O d S

r Allows clients bo connect without negotiating an authentication
rnethod.
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Select EAP Providers B |

EAF types are negaotiated in the arder in which they are ligted.

Must configure IAS
to use the MD5-

EAR typesz:

MO5Challenoe i Move Up | Challenge EAP
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ted EAP FE&PN ethod
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can add PEAP for
other authenticators

sl | Edi. | Bemove | ok | cancel |

or for future
support.
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fee| 7] Groups .

Chip Wood
Eric Pakkerson
Greqg Steele

Same as_abowe

Big Goober
Built-in account For guest access ko
G 1sk_LTs000R
G rweam_LTs00, .
mn-cummand

mn-enable

Internet Guest Account Built-in account For anonymous acc
Launch I15 Process Acocounk
M-Command Radius Test ..

M-Command Enable User .,

Built-in account For Inkernet Infarm
M-Command Radius Tesk Accounk
M-Command Enable User Accounk

ESUF‘PORT_SB. .. CM=Microsoft Corporation...  This is a vendor's account For the
Qtest kesk kesk
« | ©

The username and
password that are
supplied by the
supplicant must be a
valid username /
password pair on
the IAS. A local
user account
(shown) or a
domain account will
work.
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Open the Group

'ii Group Policy Object Editor

Fil=  Action Wiew Help P . .
= olicy Editor b
& = | B @ _ y ) y
= gal Computer Policy F‘.Dlicy / | security setting | typl ng g ped |t- MSC at
=14 Computer Configuration A¥]Enforce password histary 0 passwords remem. ..
D Software Settings Maximum password age 42 days a comman d p rom pt
Ell:l d-:uws S?:ttings S 8] Minimum password age 0 days
-S| Seripts L Startup) Shutdavn B8] Minirurn password length O characters 1
[=3-ig# Security Settings F‘asswu:-rd must meet complexity require...  Disabled N aVIg ate to

El@ Account Policies [¥}Store passwords using reversible encryp,.. Enabled - CO m p uter

+ coount Lackout Paolic T I i
5 0B Lora s AP \ Configuration \
I:I Public Key Policies \WlndOWS Settlngs \

-] Software Reskriction Policies

gy 2@ I Soaty Pokos on oca Computer Security Settings \
s Account Policies \
3 e Password Policy.

I:l Administrative Templates

Enable “Store
passwords using
reversible
encryption”.
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Store passwords using reversible encryption Properties KK |
Local Security Setting | Open the GrOUp

ag Store paszwords using reversible encryption POIICy Edltor by
=3 typing gpedit.msc at
_____________________ a command prompt.

* Enabled
" Digabled \ NaVIQate tO
\ Computer

Configuration \
— | Windows Settings \

Security Settings \
Account Policies \
Password Policy.
Enable “Store
passwords using
reversible
encryption”.



Configuring the Windows
Supplicant

-4 Local Area Connection Properties

Gereral | Authentication | 4dvanced

Select thiz option to provide authenticated netwark, access for
Ethernet netwarks.

Enable IEEE 802.1x= authentication for thiz network.

EAP type: | Bmart Card or other Certificate w
MDE-Challenge <+

Pratected EAF [PEAF Must Configure
supplicant to use the

[] Authenticate az computer when computer information iz available M D 5 _ C h al Ie n g e
[] Authenticate az guest when uzer or computer information iz EA P m eth O d

unavailable

Smart Card or other Certificate

(] 4 ] [ Cancel




