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Configuration Guide

Ethernet Switch QoS Configuration

QoS Over Ethernet

This Configuration Guide explains how to configure your ADTRAN OS
Switch Product to manage and prioritize incoming packets using Layer 2
QoS. For detailed information regarding specific command syntax, refer
to the AOS Command Reference Guide on your ADTRAN OS System
Documentation CD.

This guide consists of the following sections:

Understanding Layer 2 QoS on page 2

Basic Requirements of Setup on page 2

Setting the CoS Value for Incoming Packets on page 2
Assigning CoS Values to the Four Queues on page 3
Choosing a Queuing Type on page 3

Configuring Using the Web I nterface on page 6
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Understanding Layer 2 QoS

The NetVanta 1000 Series of Ethernet switches provides Layer 2 QoS functionality, allowing you to better
prioritize and manage packets. If all traffic running on a network has equal priority, each packet has an
egual chance of being delivered in atimely fashion. Likewise, if congestion occurs on the network, each
packet has an equal chance of being dropped.

Layer 2 QoS is based on 802.1p class of service (CoS) vaues. Using the CoS va ue (0-7), the switch maps
packets to a designated queue. Up to four transmit queues per output interface are available for classifying
incoming packets. This alows delay-sensitive or mission-critical traffic to be delivered in amore

predi ctabl e fashion. When network congestion occurs, lower priority traffic can be dropped to alow higher
priority traffic to be delivered.

Basic Requirements of Setup

There are three basic requirements when setting up QoS over Ethernet:

*  Setting the CoS Value for Incoming Packets (discussed in the next section)
» Assigning CoS Values to the Four Queues (discussed on page 3)

* Choosing a Queuing Type (discussed on page 3)

Step 1: Setting the CoS Value for Incoming Packets

Traffic isdivided into queues using 802.1p CoS values. CoS operates at Layer 2 of the OSI model, and
valuesrange from 0 to 7 (0 being lowest priority). By default, al incoming packets are marked with
the default CoS value of 0. Thereforeif nothing is changed, al packets are sent to the first transmit
gueue. The default CoS value can be assigned per interface (using the qos default-cos command), OR
the interface can be programmed to trust CoS values of incoming packets if the values have aready
been set (using the qos trust cos command).

In other words, based on the switch configuration, the CoS value will be determined as follows:

* If theinterfaceis set up to accept (trust) predetermined CoS values, incoming traffic retainsits
current CoS value.

» Iftheinterfaceis set up to reclassify CoS values, CoS values of inbound traffic are changed to the
value specified using the qos default-cos command. If no value has been specified, they will
receive the value 0.

The gos trust-cos command is not available on the NetVanta 123x series. Instead, on these
products the CoS of arriving tagged frames will be trusted. For untagged frames, the CoS

% value will be replaced according to the configuration of the qos default-cos <value>
command (the default is 0).

Commands used to determine CoS values are listed and described in Table 1 on page 3.
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Table 1. Commands Used to Determine CoS Values of Incoming Traffic

Command Description

(config-eth O/x)#qos trust cos Trust is enabled. The switch will not change existing CoS
values on inbound traffic.

(config-eth 0/x)#no qos trust cos Trust is disabled. The switch will change existing CoS values
on inbound traffic to the value specified by the
gos default-cos command.

(config-eth 0/x)#qos default-cos <0-7> | Specifies the CoS value assigned to traffic received on the
Ethernet port (0 is least important).

(config-eth 0/x)#no qos default-cos Resets default CoS value to 0.
(config-eth 0/x)#no qos trust cos These are the default setting on all ports. If not changed, all
(config-eth 0/x)#qos default-cos 0 traffic will end up in queue 1 of each output interface.

Step 2: Assigning CoS Values to the Four Queues

The switch supports four output queues. Each queue can be assigned specific CoS values (using the
gos cos-map command). Packets with a particular CoS value are then mapped to the specified queue.
Table 2 shows the four queues and identifies the default CoS values assigned to each. CoS values can
be moved from queue to queue as desired.

Table 2. Default CoS Queue Assignments

Queue and Assigned CoS values Two CoS values are assigned to each queue by default
(config)#gos cos-map 1 01 CoS values 0 and 1 are assigned to Queuel.
(config)#gos cos-map 2 23 CoS values 2 and 3 are assigned to Queue2.
(config)#gos cos-map 3 45 CoS values 4 and 5 are assigned to Queue3.
(config)#gos cos-map 4 67 CoS values 6 and 7 are assigned to Queue4.

Step 3: Choosing a Queuing Type

Queuing types are set on a per-switch basis. All queuing types supported by the switch are 802.1p
aware. Choicesinclude:

*  Weighted Round Robin (WRR)

e Strict Priority

*  WRR with Expedite Queue

The default queue type is WRR, with an equal percentage of the packet weight assigned to each of the
four queues. Table 3 lists and describes the different queuing options.
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Table 3. Setting Queue Types and Weights

Command

Description

(config)#gos queue-type wrr 25 25 25 25

Each of the four queues has the same value. The
system will remove one packet at a time from each
gueue (this is the default setting).

(config)#gos queue-type wrr 1234

Queuel is setto 1, Queue2 is set to 2, Queue3 is set to
3, and Queue4 is set to 4. For every cycle, one packet
is removed from Queuel, two packets from Queue2,
three from Queue3, and four from Queue4.

(config)#gos queue-type wrr 1 2 3 expedite

Processes the first three queues as WRR and Queue4
as the priority (or expedite) queue. Queued empties
before all other queues. Queues1-3 maintain their
round robin behavior, but only after Queue4 is empty.

(config)#gos queue-type strict-priority

Empties all packets from Queue4, then Queue3,
Queue?2, and finally Queuel. The highest queue will
always be serviced first. Queue weight is not used here.

Note: The possible drawback to this scheme is that if
enough traffic is received for a higher priority queue,
lower priority queues can be blocked from transmitting.
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DSCP-to-CoS Mapping

CoS values can aso be determined based on the packet’s DSCP value (if DSCP-to-CoS mapping is
enabled using the gos dscp-cos command). If DSCP-to-CoS mapping is enabled, CoS values are altered
when specified DSCP values are detected on inbound traffic. Use the commands listed in Table 4 to
configure this option.

Table 4. DSCP-to-CoS Mapping Commands
Command Description

(config)#qos dscp-cos 24 48to 1 2 Enables DSCP-to-CoS mapping for the entire switch. When
one of the specified DSCP values is detected in an incoming
packet, the CoS value is changed based on the corresponding
mapped DSCP value. This example maps DSCP values 24
and 48 to CoS values 1 and 2 (respectively). All eight CoS
values (0-7) can be mapped using this command.

(config)#gqos dscp-cos default Enables DSCP-to-CoS mapping for the default values shown
below:
DSCP 0 8 16 24 | 32 | 40 | 48 56
CoS 0 1 2 3 4 5 6 7
(config)#no qos dscp-cos Disables DSCP-to-CoS mapping.

Show Commands

Use the following commands to view information on QoS functionality.

Table 5. Show Command Definitions

Command Description
show qos queuing Displays information on the current queue types and
weights.
show gqos cos-map Displays information on the CoS-to-queue mapping.
show gos interface <interface> Displays the configured values for default CoS and
trust settings for the designated interface.
show dscp-gos Displays the configured DSCP-to-CoS priority map.
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Configuring Using the Web Interface

The setup described in this document is also configurable via the web interface. You may access the
web-based GUI from any web browser on your network by following these steps:

Connect the switch to your PC using any of the 24 Ethernet ports on the front of the unit.

ChangethelP address of your PC to 10.10.10.2. If you cannot change the PC’s 1P address, you will need
to change the unit’s | P address using the CL1.

3. Enter theunit’s|P addressin your browser address line (see example, below). The default IP addressis
10.10.10.1.

J File Edit Wew Faworites Tools  Help

J <uBack - = - i) ﬁ-l@ﬁearch E
| address [ heep://10.10.10.1/

4. You will then be prompted for the username and password (the default settings are admin and
password).

Enter Network Password 2=

% Fleaze type your uzer name and password.
Site: 1010101

Fealm Mettfanta

User Mame Iadmin

Passward I ******* 2|

™ Save this password in pour password list

()8 I Cancel
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Web Interface Configuration for Individual Ports

1. To access QoS settings that apply to a particular interface (e.g., the commands described in Table 1 on
page 3), click on Portsin the screen’s | eft pane.

2. Oncethe Configuration screen appears, click on the port you wish to configure (e.g., eth 0/3). The
General Port Information screen appears (see Figure 1).

ADWRAN NetVanta 1224ST
system Ports > EOENE

Getting Started
System
Hostname / DNS
DHCP Server

IP Services

Save Logout

Customnize the characteristics of an individual ethernet port on the switch

Optional descriptive

Pa.ssulnrds P BrsardE I:l fabet for this po_n“ Up to

Switch 80 aiphanumeric
characters.

Link Aggregation Enablad: Enable or disabie this

¥LANS port

Spanning Tree Selsction of Auto will

MAC Forwarding Speed/Duplex: |10Mbps/full =] aulo-negotiate the best

Class of Service speed and duplex
Etilities Port MAC qg, a0:08 02 Fa:20 Hardware identifisr

Address:

Port Mirroring

Configuration Default Class of Set priority of packets
Firmware Service: through the port
Reboot Unit

Apply Default Check to apply Class of

Telnet To Unit
c:oslj to marteg m| Service rules to ail
ani u;?:kret; packets through the port
_ Indicates whether or not
E‘j‘é‘za:f: Enabled this port s operating i

edge-port mode,

Check to configure -
Edge-Port Made: this port to operate in €)

edge-port mode,
| (T

Figure 1. QoS Configuration Options for Individual Ports
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Web Interface Configuration for the Entire Switch

1. Toaccess QoS settingsthat apply to the entire switch (e.g., the commands described in Table 2 on page
3, Table 3 on page 4, and Table 4 on page 5), click on Class of Servicein the screen’s left pane.

2. Theresulting screenis shown in Figure 2.

ADRAN NetVanta 1224ST

System
Getting Started
Default Gateway
Hostname f DNS Basic configuration for Class of Service,

DHCP Server
IP Services

Save Logow!

Queue Settings

Passwords € Strict

Switch Queue Type: Set the Queus Type &)
Ports
Link Aggregation

& weighted Round Robin

Queue Weight

¥LANS

Spanning Tree 1

MAC Forwarding Set the relative

Class of Service Queue Weights: 2 weight of each (7]

T queve (1-255).

Utilities 3

Port Mirroring

Configuration 4

Firmware

Reboot Unit Queus 4 m| Set Queus 4 o )
Telnet To Unit Expedite: Expedite Mode

Class of Service Priority

Queue Clas ervice Priority

o 1 2 3 4 5 6 7
Class of Service * OS10lo] 0fO] O fO Configure Class of >
P o 2 OO0 &® 0000 Seruice priorities into §)
riority: G
3 oo ooe® oo
4 coC o000 6
DiffServ Codepoints to CoS Priorities
Set the DSCO 0 Cof
DSCE%:‘:;IF (| Priocity map to the @
: Qefault mapoing
e [
r
(] . :
Map = DiffSery Codepoint
[l to & CoS priority, Multiple
Diffsery Codepoints can
Specific ] have the same Cos
DSCP-Cos: prfority, Yalid values for
[l DSCP are 0-63. Valid
values for CoS Priority
[} are 0-7
r
[m|

i

Figure 2. QoS Configuration Options for the Entire Switch

For additional information and technical support, visit us online at www.adtran.com.
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