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Configuration Guide

Using Logs in the NetVanta UC Server

This guide describes the use of logs in the NetVanta Unified
Communications (UC) Server system. Logs are accessed through the UC
server graphical user interface (GUI) and can be used to track activity and
detect problems on the UC server system. Included in this guide is an
overview of the UC server logging system, how to access and manage
different log types, and how to use logs for troubleshooting purposes.
This guide covers logs in all NetVanta UC Server versions, as well as in
the Personal Assistant (PA) and Personal Business Assistant (PBA)
clients.

This guide consists of the following sections:

» Introduction to the NetVanta UC Server Logs on page 2

*  Hardware and Software Requirements and Limitations on page 3
*  Accessing and Viewing Logs on page 4

*  Detailed Log Information on page 5

*  Managing Logs on page 10

*  Archiving Logs on page 15

*  Exporting Logs on page 21

*  Using the Errors and Warnings Log for Troubleshooting on page
24
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Introduction to the NetVanta UC Server Logs

Each NetVanta UC Server edition, and each NetVanta UC Client, has the ability to track and record events
that occur within the UC server system. In the UC server administration application, logs are generated to
track and record events that occur on managed trunks and user extensions. In the PA and PBA server
clients, logs are generated to record events that happen while the client application is enabled on the PA or
PBA user’s extension. These logs can be viewed, stored for future reference, used for tracking activity, and
used to troubleshoot occasional problems. Logs can also be exported as a tab-separated or XML-based file,
or used by other reporting applications to provide historical reports. Five types of logs exist in the UC
server: audit logs, events log, system errors and warnings logs, sent items logs, and received calls logs. The
different log types are described in the following section.

Audit Logs

Audit logs are used by the administrator to track other administrator activity. These logs provide a record
of administrative changes made in the software, and keep track of the date and time the changes were
made, the author of the changes, the IP address from which the changes were made, the type of changes
that were made, and the item(s) that were changed. These logs are useful in maintaining the UC server
system and provide an activity trail when changes are made to the system by multiple administrators.

Events Log

The events log tracks information related to mailbox management. These logs track voicemail access and
user voicemail management, including every access to the voicemail box and voicemail messages sent by
both the UC server and other users. Events logs also contain a message count table and a summary of
operations table. These tables are used to monitor the message summary and summary of operations done
by all users on the system that are managing their mailboxes. Each PA/PBA user can also view these tables
for themselves and for the users they manage.

System Errors and Warnings Logs

System error and warning logs are used to track information that is useful for troubleshooting call
answering problems. Errors and warnings occur in instances where the UC server encounters a problem;
for example, if the UC server is unable to deliver a message, it generates an error or warning message that
includes information about the problem and alerts the administrator of the problem. When an error or
warning message occurs, users are notified by an orange bar that appears at the bottom of the UC server
GUIL. This orange bar is an alert that a problem has been detected and some action may be required, and the
alert must be acknowledged for the bar to disappear. In addition to creating a message in the UC server
when there is a system error or warning, and notifying the user, the UC server also creates an entry in the
Microsoft® Windows® events log to indicate the problem. Error and warning logs thus provide a method
for administrators and users to troubleshoot and detect problems within the UC server call answering
system.

Sent Iltems Logs

Sent items logs are logs that track information on outgoing faxes and events related to the use of the pager
notification and message delivery. These features are configured using the Notify Pager and Deliver
Messages elements in the UC server call service, and the sent items logs record information about each
message delivery attempt in order to monitor the function of these two elements. Whenever a message
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delivery is attempted, it is recorded in the log along with such information as the date and time of the
delivery attempt, the phone number dialed, the port used, and the final outcome of the delivery attempt.
This information is useful in monitoring call service configuration for both administrators and PA/PBA
users.

Received Calls Logs

Received calls logs track incoming calls regardless of whether the UC server answered them or not.
Information included in these logs is the caller’s name and phone number, the date, time, and length of the
call, whether the call was answered, the port used for the call, and whether a message was left . These logs
also aid administrators and PA/PBA users in tracking the use of the UC server call answering system.

Hardware and Software Requirements and Limitations

The audit logs feature was introduced in the NetVanta UC Server version 4.6. Audit logs are only available
to the administrator; all other logs are available for both administrators and PA/PBA users.

Audit logs track information for a user-configurable amount of time. The audit log cannot be cleared past
the minimum amount of time that the information is collected. In addition, when audit logs are cleared, that
action is also recorded in the audit log.

Message count tables (for events logs) are enabled by configuring message summary during voice mailbox
management. If message summary is skipped during mailbox management, the message count table is not
displayed.

Users must acknowledge error and warning notifications. System errors and warnings log entries cannot be
archived or cleared until all errors and warnings are acknowledged.

Users can create custom alerts in the Microsoft Windows Small Business Server (SBS) 2008. This
simplifies management so that administrators need not have the NetVanta UC Client open to be aware of
error or warning messages. When the UC server is installed on Windows SBS 2008, custom alerts are
automatically configured for the SBS 2008 console. If the UC server is not installed on the SBS 2008
system, consult Microsoft documentation for information on creating custom alerts.
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Accessing and Viewing Logs

All logs are available in the Logs navigation pane of the NetVanta UC Client. To access and view available
logs, follow these steps:

1. Log into the UC server and select the Logs navigation bar to access the Logs navigation pane.

# Net¥anta UC Client [_ ]
File Edit View Tooks Help
[ Ew e |oEsmeex » [« 28 [@)2 |
Tabs ——p-{i adnin | i twells | Shaunwels |
Administration Log Ertry [ User Dt Tirme: Description B
Services @ Delete on User TECHPUBS-UCA...  Admin B/27/2010 355:42 AM Delete on User TECHPUBS-UCAZ0 by Admin from T
Navigation Amnouncements I Delete on Authentication TECHP...  Admin B/27/2010 355:42 AM Delete on Authentication 'TECHPUBS-UCA20' by Ad
Bars Distribution Lists I Update on User Eiic Wels' Adin B/300/2010 1050401 PM Update on User Eic Wells' by Admin fom TECHPUE Summar
FL‘”ES 1§ Update on User Shaun 'wells Admin /3072010 10:50:48 PM Update on User ‘Shaun wells' b P — Pan Yy
_E og I Update on User Eiic Wels' Adin 9/1/201012:0813 4M Update on User Eic Wells' by Admin fom TECHPUE ane
(c ) ) 1§ Update on Liser \ane Dos’ Adin 9/1/201012:0813 4M Update on User Yane Dos' by Admin from TECHPUE
W pude 1§ Update on Uiser tohn Dos’ Adin 9/1/201012:0813 4M Update on User ohn Dos' by Admin from TECHPUE
. W Events I Update on User ‘Shaun Wells' Admin 9/1/201012:0813 AM Update on Liser ‘Shaun wels' by Adrin fram TECHF—|
Topics P [l System Errors and Warnings | | f
4 »
Wl sent Thems
B Received Calls @ User: Eiic Wels
Outcome: The caller exited by hanging up.
Date and time: 8/10/201011:2252 PM
Caller name: EricWels
Caller number: 2003
Pait name: Neti/anta 7000 Series
Failed password attempts: 0 .
Listened to message(s): No < Detail
Navigation g:leleddmessage(:l; " :u Pane
anged user preferencels): o
Pane | Turned off message waiting light:  No
Summary of operations:
New Messages Saved Messages
Voice | E-mail| Fax | Fax Transmission Report| Woice | E-mail | Fas [ Fax Transmission Aeport [ Veice | E-mail| Fa
Skipped Messages
Saved Messages
Deleted Messages
£} NYT100-Direct Vaice Mall Transfer [8504 ¢ o Forwarded Messages
Pattially Listened Messages
[ *& birect voice Mail Transfer v TS
£} NYT100 Extemnal Check Vaice Mall [3501 (=)
5 = [« | o

2. Select the appropriate log from the list in the Logs navigation pane. You can select Events, System
Errors and Warnings, Sent Items, and Received Calls logs if you are a PA/PBA user, and you can
additionally select Audit logs if you have logged into the system as an administrator. Highlighting the
appropriate log type in the list populates the summary pane with each action instance recorded in the
log. Selecting an entry in the summary pane provides details for the entry in the detail pane. In the
following example, the Received Calls log entries are displayed.

4 Copyright © 2010 ADTRAN, Inc. 6UCSCG0002-29A



Using Logs in the NetVanta UC Server

Detailed Log Information

Distribution Lists

Faves
Logs
B Loos
Bl audic
B Events

Wl 5ystem Errars and Warnings
Wl sert Ttems
2] Received Calls

EricWells [2003]
Shaun 004]
Shaun Wells [2004]

E &
EricWells

8M1/2010 234:27 &M
010 Pt
8/11/2010 8:58.08 FM

+ Net¥anta UC Client _ O] x
Fils Edit Yiew Tooks Help
I EEE T R
@ adin | Eiewiels | Shauntwets |
Adrinistration Log Eny [ User Date/Time Deseiption B
Servives Shaun el [2004] A 8117201023333 8M Systonn ended the call Port Name s
Announcemets Eic el The callwas trarsfered. Port Nare

ort Hame is

System ended the call. Port Mame is

[The Adriin user profile does not havs any associated
ideniities.]

Eric Wells [2003] Eric Wells 8/11/2010 2:53.06 PM System ended the call. Port Name is
Shaunwells [2004] Eric Wells 81172010 10:33:31 PM System ended the call. Port Name is
Shaunwells [2004] Eric Wells 81172010 10:42:04 PM System ended the call. Port Name is
Shaunwells [2004] Eric Wells 81172010 10:43:47 P System ended the call. Port Name is =
4| | 3
@ User: Eric wells
Caller name: Shaun wells
Caller number: 2004
Called number: 2003
Port name: Metvanta 7000 Series
Date and time: 8/11/2010 8:29:25 PM
End of call: 8/11/2010 8:29:32 PM

Dutcome:

System ended the call

Detailed Log Information

Each type of log gives you different information about the operation and configuration of the UC server
system. The following sections outline the specific information collected by each log type and give

examples of each.

Audit Log

The audit log provides tracking for administrative actions. Each administrative action is recorded, and in
the record is included the date and time of the action, the authenticated identity (user) performing the
action, the source of the authenticating login (IP address, reverse Domain Naming System (DNS) lookup,
etc.), the action performed, and the object that received the action. The following illustration includes
detailed information about audit log records and displays typical auditing information.

6UCSCG0002-29A
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Detailed Log Information Using Logs in the NetVanta UC Server

# Net¥anta UC Client [_ O] x|
File Edit WYiew Tools Help

[ % g mh|&|oFsmeeX ) [«>0[@]2 |

@ advin | £ wells | Shaunwts |

Adminiztration Log Entry | User Drate/Time Drescription ;I
Services @ Update on User Eric Wells' Admin 94172010 12:08:13 Ak Update on User 'Eric 'Wells' by Admir
Announcements @ Update on Uzer Yane Doe' Admin 94172010 12:08:13 Ak Update on Uzer Yane Doe' by Admir
e Lt @ Update on User ‘John Doe' Adrmin 911/201012:06:13 &M Update on User ‘John Doe' by Admir
fio2 2 Update on Ussr ‘Shaun wells' Admin 9/1/201012:08:13 AM Update on User ‘Shaun Wells' by Ad
Logs @ Update on Authentication ‘Admin' Admin 94372010 4:39:14 P Update on Authentication ‘Admin’ by
@ Update on Authentication ‘Admin' Admin 972010 10:16: 46 Ak Update on Authentication ‘Admin’ by

@ Archive on LogFile ‘Audit Logs' Admin 94772010 2:31:58 PM Archive on LogFile ‘Audit Logs' by AEJ

@ Update on Uzer "Shaun wWells' Admin 9/8/201012:13:43 PM Update on Uzer "Shaun Wells' by Ad =

l] Syskem Errors and Warnings
l] Senk Ikems
Bl Received Calls

«| | »
User: Admin

g Date and time: 8/27/2010 1:48:07 &M
E userscalls P .
: Authentication Admin
Source TECHPUBS-LIC420 [10.22.96.101:55063]
Operation Update
Internal reference {Uszer, SUsers, 00000002}
Dizplay name: Shaun wWells

Events Logs

Events logs are used to track system events and user mailbox management. Each event recorded includes
an entry describing the event itself (for example, “voicemail access by User X”), the user involved, the
date and time of the event, and a brief description of the event outcome (for example, “the caller exited by
hanging up”). Also included in the description of the entry are the caller’s name and number, the port, the
number of failed login attempts, and any mailbox management actions taken.

In addition, events logs generate two tables that include mailbox management statistics for each user. The
Message Summary table includes the number and types of messages for the user, and the Summary of
Operations table includes message actions, as well as the number and types of both saved and new
messages for the user.

Message count tables are enabled by configuring message summary during voice mailbox
% management. If message summary is skipped during mailbox management, the message
count table is not displayed.
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The following illustrations display the events log, the detailed log entry information, and examples of the
Message Summary and Summary of Operations tables from the detail pane.

# Net¥anta UC Client Hi=lE
File Edit Wiew Tools Help
EEEEIBEEEE IR
'ﬁ A | Eric: We\lsl Shaun Wallsl
Adminiztration Log Entry I User [ ate/Time Descriplion ﬁ
Services Q_ “Woice mall access Enc Wells Eric Wells 8/17/201012:59.07 &M The caller exited by command.
Announcements , an
Distribution Lists Q_ ‘Woice mail access Eric well Eric el £/1142010 1:03: 46 & The caller exited by command.
FLGXES @‘ Woice mall access Shaun ‘welle Shaun wells 8/171/20101.05:46 A The caller exited by command.
= @_ “Woice mall access Eric Wells Eric: Wells 8/11/20101:08:13 AM The caller exited by hanging up.
B Logs ) Q‘ “oice mall access Shaun ‘well: Shaun wells 8/1/20101.27.37 AM The caller exited by command.
o B A F&L voice mall access Eric Wl Eric \/ells 8/11/2010 2:34:28 AM The caler exited by hanging up.
LLI Events Q_ “Woice mall access Enc Wells Eric Wells 8/17/2010 8:59:07 PM The caller exited by hanging up. —
- [l System Errors and Warnings i | _ll
4 »
ll Sent [tems
o [l Received Calls m; User: Eric Wells =
Outcome: The caller exited by command.
Date and time: 8/11/2010 1:03:03 &4
Caller name: Eric Wells
Caller number: 2003
Port name: Netvanta 7000 Series
Failed password attempts: 1]
Listened to message[s): No
Deleted message(s): No
Changed user preference[s]: Mo
Turned off message waiting light: No
Message counts prior to mailbox management:
Voice | E-mail | Fax | Fax Transmission Repart
New Messages
Saved Messages
£} NV7100-Direct Voice Mail Transfer [8504 ¢ 7= = Bunmaoioneiations
New Mescages Saved Meszages
| “E Direct Voice Mal Transfer 4 | Voice | E-mail ‘ Fax ‘ Far Transmission Report | Yoice | E-mail ‘ Fax | Fax Transmission Report |Vnica | E-mail ‘
{3 NY7100 Extemal Check Voice Mai (8501 <72 [ SkippedMessages 1] ] L T 1+
. i K 3
Message counts prior to mailbox management:
Waice | E-mail | Fax | Fax Transmission Repart
Message
Mew Messages
Summary
_> Sawved Meszages
Table
Summary of operations:
New Messages Saved Messages

Woice | E-mail | Fax | Fax Transmission Repart | Yoice | E-mail | Fas [ Fax Transmission Report | Voice | E-mail | Fax | Fax Transmission Repart | Unknown Message

Skipped Messages
Summa}ry of Saved Messages
Operahons Deleted Messages

Table —> Forwarded Messages

Partially Listened Meszages

Completely Listened Messages

System Errors and Warnings Log

System errors and warnings logs provide significant information related to the overall health of the UC
server call answering system. Each log entry records the event that occurred, the user involved, the date
and time of the occurrence, and a description of the event. In addition, system log entry details also provide
port information along with other specifics related to the individual error or warning. The following
illustration displays the errors and warnings log.
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Using Logs in the NetVanta UC Server

# Net¥anta UC Client M= E
Fle Edt Wew Tools Help
[Rxarsecssmexr [«>2[@[2
& adin | Eic wels | Sheun wels |
Administration Log Entry [ user Date/Tims Description
Services § NFO: Userupdate Admin 9/9/2010 5:4011 PM Active Directory synchronization has upda
Announcements § NFO: Userupdate Admin 9/9/2010 5:4126 PM Active Directory synchronization has updal
D‘S‘”';”"D” Lists & INFO: Userupdate Admin 9/9/2010 5:46:27 PM Active Directory synchronization has upda
Lam v - Dialing restriction ruls min - jumber 187 727 was disallowe:
WARNING: Dial e Ad 9/14/201012:16:53 PM Number ‘18742313172 was disallowed by
ogs
= § WARNING: Disling restiction rle...  Adrmin 9/14/2010 121715 PM Number 18742313172 was disallowed by
§ NFO: Userupdate Adin 9/15/2010 8:00:55 AM Active Directory synchronization has updal
§ MFO: Userupdate Admin 9/16/2010 8:5454 PM Active Directory synchronization has updal
& INFO: User update Admin 9/21/2010 2:4123 PM Active Directory synchronization has updal
4 »
- [l Sent Ttems | | )
- Wl Received Calls User. Admin =
Severity: WARNING
Warning: Dialing restriction tules enforced
Date and time: 314/201012:17:15 PM
Description:
Nurber 18742313172° was disallowed by disling rectictions.
€3 Wy7100Direct Voice Mail Transfer [3504 T2y =
|“ Direct Woice Mai Transfer »|
{2 Wv7100Extemal Check Vaice Mail (3501 (=) -
= ]s (I

Sent Iltems Log

Sent items logs are useful in discovering where problems might have occurred in the delivery path of UC
server messages. These logs track each outgoing message, whether it is a fax, pager, or voicemail message.
Included in these logs are the type of event that occurred, the user involved, the date and time of the
occurrence, and a description of the event.The following illustration displays the information typically

recorded by the sent items log.

Copyright © 2010 ADTRAN, Inc.
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# Net¥anta UC
File Edit WView Tools Help

nk

EEERIEEE I EEEDIEEEEE
Administration Log Entry I Uszer | Date/Time | Description
Services & Unable to deliver messages Admin B/27/2010 2.27.32 PM Critical Error - Message not delivere
Announcements & Unable to deliver messages Admin 82742010 2:28:42 P Critic:al Error - Message not delivere:
Distrionbion Lists & Unable to defiver messages Adrin 8/27/2010 2:2%52 PM Critical Enor - Message not delivers
IFerze & Unable to deliver messages Admin /2772010 2.30:02 P Critical Eror - Message not delivere
Logs & Unable to deliver messages Admin B/27/2010 2:30:32 PM Critic:al Errar - Message not delivere
B Legs & Unable to deliver messages Admin 8/27/2010 2:31:42 PM Critical Error - Message not delivere
Wl Events ﬁ‘g Unable to deliver messages Admin 8/27/2010 2:32:52 PM Critical Error - Message not delivere
Wl 5yscem Errors and warnings & Unable to deliver messages Admin B/27/2010 2:33:02 P Critic:al Ermor - Message not delivere

-

=l

Bl Received Calls

User: Admin

Call Type Paging using recorded audio.

Outcome: Ciitical Error - Message not delivered

Date and time: B/27/2010 11:10:29 AM

Aboited by: sip:paging-61071

Service Parameters: [Mone]

Attempt Results:

Attempt ## Date/Time Duration Called Number Outcome

1 8/27/201011:0429 A  00:00:00 Critical Error - Message nat delivered
2 B27/201011:07.294  00:00:00 Critical Error - Message nat delivered
3 8/27/201011:10:29 4 00:00:00 Critical Error - Message nat delivered

O Direct ‘Yoicemail transfer [8504 on NY7100 E] -

| “E Direct voicemail Transfer » |

O Extemnal Check Voicemai (8501 on NV710

6UCSCG0002-29A Copyright © 2010 ADTRAN, Inc. 9
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Received Calls Log

The received calls log tracks all incoming calls and gathers information, including the caller’s name and
phone number, the date, time, and length of the call, whether or not the call was answered, which port was
used, and whether or not a message was recorded. These logs can be beneficial in monitoring the UC
server’s ability to receive and process calls. The following illustration includes the typical information
recorded in the received calls log.

# Net¥anta UC Client =]
File Edit Yiew Tools Help
[*mn e =s e > [e>@ @2 ]
1 scmin | Eicwiats | Shaunwls |
Administration Log Entry | User I Date/Time I Description 1]
Services (3% Shaun wels [2004] 8/11/2010 2:33:33 &M System ended the call. Port Name is [Nefvanta 7000
Announcements 5 o s 2 N - I -0

Distribution Lists

Fares
Logs
Wl Logs
W udie
Wl Events

IJ System Errors and Warnings
l] Senk Ikems
P2 Received Calls

13] A1/20

8/ it
8/11/2010 8:29:25 P

The cal 5 fered, Port Mame iz [Metyanta 700

O NY7100-Direct Woice Mail Transfer [8504 EE' il

‘ “E Direct Yoice Mail Transfer 3 |

O NW7100-E sternal Check Yoice Mail [8501 E

=l

Qev Shaun wells [2004] System ended the cal. Port Name is [NelVanta 7000
Qa Shaun wells [2004] Eric wells 871172010 8:58:08 PM Systemn ended the call. Part Name is [NetWanta 7000
Qé— Erie: Wells [2003] Eric wWells 8/11/2010 8:53:06 PM Systemn ended the call. Port Name is [NetWanta 7000
Qﬁv Shaun wel: [2004] Eric 'wells 8/1/201010:39:31 PM Systemn ended the call. Port Name is [Netvanta 7000
Qev Shaun wells [2004] Enic wells 8/11/2010 10:42:04 PM Systemn ended the call. Port Name ig [MefWanta 7000
@3; Shaun wells [2004] Eric wells 8/11/201010:43:47 PM Systemn ended the call. Part Name is [NetWanta 7000—|
¥ -l

< | o

User: Eric: Wells

Caller name: Eric Wells

Caller number: 2003

Called number: 8500

Port name: Netanta 7000 Series

Date and time: 871172010 2:34:27 AM

Target number: 2004

End of call: 671172010 2:36:50 AM

Dutcome: The call was trarsterrad.

Managing Logs

There are a number of ways logs can be used and managed in the UC server. The following sections
discuss basic tasks involved in managing the way logs are recorded and displayed on your UC server

system.

Configuring Audit Logs

Audit logs can be configured by the system administrator to track all administrative actions in the UC
server system. These logs can be enabled or disabled, and configured to store collected information for a
specified minimum number of days. To configure the auditing log options, follow these steps:

10
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Managing Logs

1. Log into the UC server as the administrator. Connect to the UC client and navigate to the Admin tab.

Next, select Tools from the tool menu and select Options from the drop-down menu.

# Net¥anta UC Client

File Edit View | Tools Help
IR El+ archive Log... 5 |® | ?
O Clear Log...
ﬁ il | Eric Delete Archive. ..
: ) | Uszer
Achivate Service. .. 00 i
Resynchronize All Message Waiting Lights [ ! mn
03] Eric ‘wellz
. M Customize. .. ; [2004] wells
[z ontions... - [2004] Eric: Wells
&3 Quick Fae, . 003] Eric: Wells
W toss . [2004] Eric wells
; i el User PIM...,
B At Change User o [2004] Eric wells
; ange Lser Password, ..
Bl Evert: iy [2004] Eric Wells
Bl 5vster Set Handset Preference. ..
l] Sent I Synchronize contacts, .,
- {E[E] Receis Connect to Server... ) g[i
Caller number: 20
Called number: 20
Port name- M
2. In the Options dialog box, select the General tab.

Message Buffering I Message Archiving I Fax-on-demand I Fax Messages
Message Waiting Light Active Domains

Mailbox Management TUL

Syskem announcement gender
g " Female

* Male
Automatic log archiving

gé V¥ Enable automatic archiving

Automatically archive the logs when log file size is greater than

I 1000 3: KBytes

Do not allow log File writing when disk storage available is less than

I 50 3: MBytes

Alditing
V¥ Enable auditing

- Keep audit records for I 30 days
wal-by-name behavior

L Flease select which order callers will enter names when using
o dial-by-name Functionality

" First name, lask name

' Lask name, first name

Assisted transfer

Set the maximum time ko wait For answer before recalling an assisted
@ transfer attempt:

I 20 3: Seconds

Defaults |

Ehggnostics System Cptions I
Dialing I Message Delivery I Operator Definition I ‘oice Mail I Identity

o1

Cancel | Help

In the Options menu, you can enable and disable auditing logs by selecting (or clearing) the checkbox
next to Enable auditing. In addition, you can specify for how many days records are kept. By default,

audit logs keep information for 30 days; however, the valid range is 1 to 9999 days.

6UCSCG0002-29A
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Managing Logs Using Logs in the NetVanta UC Server

When you clear audit logs, you cannot clear the log past the number of days specified
here. For example, if records are kept for 15 days, you cannot clear the past 20 days of

% auditing information. In this case, you could only specify that 15 days of records are
cleared.

3. Once you have enabled auditing and specified the number of days auditing records are kept, select OK
in the Options menu. Audit logs are now configured.

Acknowledging Errors and Warnings

Each time an error or warning log is created, an entry is created in the Microsoft Windows event log. When
the Windows entry is created, an orange bar appears at the bottom of the UC client indicating that an error
or warning has occurred, and some action might be required. These error and warning alerts must be
acknowledged for the orange bar to disappear. To acknowledge an error or warning entry, follow these
steps:

1. Select the System Errors and Warnings log from the list in the Logs navigation pane.

Logs

Bl Logs
e [l Awdit

m Errars and Warnings

2. Inthe summary pane of the System Errors and Warnings log, right-click on the appropriate log entry
and select Accept Notifications from the drop-down menu. Select the entry that corresponds to the error
or warning notification you just received. Right-clicking on the entry acknowledges the error or
warning, and the orange bar disappears from the bottom of the UC server GUI.

# Net¥anta UC Client

File Edt Wew Tools Help

I EEE EEE IR EIEE

Administration Log Entry [ user [ Date/Time [ Description
Services § NFO: User upcate Adrin 9/8/20105.40:11 PM Active Dirsctory synchronizstion he
Amnouncemenls § NFO: Userupdate Adrin 9/6/2010 5:41:26 P Active Dirsctory synchronizstion h
D‘S‘”';”“D” Lt § IR0 Leerpce Adrin 9/9/2010 5:46:27 P Active Dirsctory synchronization e
LE::SS § WARNING: Diding restnction ... Admin 9/14/2010121653PM  [E Archive Log... o
m § WARNING: Diling resticton nie... Admin 9/14/2010 12:17:15 PM Clear Log... o
ogs
:1 oot £ INFO: User update Adrin 9/15/2010 8.00:55 AM 2
vents
§ INFO: Userupdate Adrin 9/16/2010 85454 P Active Directory synchronization hd
{212] System Errors and Warnings

§ INFO: User update Adrin 9/21/2010 24123 P Active Directory synchronization h

Bl sent Items

4] |

Bl received Calls
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Managing Logs with Microsoft Windows SBS 2008

Microsoft Windows SBS 2008 records all unacknowledged errors and warnings in the UC server. When
the NetVanta UC Server is installed on Windows SBS 2008, a custom alert is automatically configured for
the SBS 2008 console. This effectually alerts you that an error or warning has been detected without
having an open UC client window.

If the UC server is not installed on the Windows SBS 2008 system, you should consult
Microsoft documentation or support for information on creating custom alerts. You will

% need to specify the following information for the custom configuration: the path is
Application, the provider is UC server, the SetEventID is 256, and the ClearEventID is
512.

To access the error and warning alerts from Windows SBS 2008, follow these steps:

1. Navigate to the Windows Start menu and select Event Viewer.

2. Open the Windows SBS 2008 console and select the Network tab. Under Computers, any UC server
errors and warnings have not been acknowledged will appear.

3. Follow the steps outlined in Acknowledging Errors and Warnings on page 12 to acknowledge the errors
displayed in Windows SBS 2008.

Removing Old Log Entries

In each log type, you can remove old log entries. To remove log entries, follow these steps:

1. Select the appropriate log type from the list in the Logs navigation pane.

6UCSCG0002-29A Copyright © 2010 ADTRAN, Inc. 13
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2.

# Net¥anta UC Client |_ O] x|
File Edit WYiew Tools Help

Right-click in the log’s summary pane and select Clear Log from the drop-down menu.

[ % g mh|&|oFsmeX ) [«>0[@]2 |

@ advin | £ wells | Shaunwts |

Adminiztration Log Entry | User Drate/Time Drescription ;I

Services EB' Shaun Wells [2004] Admin 817/2010 2:33:33 AM System ended the call. Port Name is

Announcements

EB' Eric wells [2003] Eric ‘wellz 81172010 2:34:27 AM The call was tranzferred. Port Mame

Distribution Lists

EB' Shaun 'wells [2004] Eric ‘wellz 81172010 8:29:25 PM System ended the call. Port Mame iz
Faxes :

m EB' Shaun wells [2004] Eric whells 8/11/2010 8:58:08 PM System ended the call. Port Name is
0gs j

EB' Eric wells [2003] Eric ‘wellz 8/11/2010 8:59:.06 P System ended the call. Port Mame iz

W toss @_3' Shaun Wells [2004] Eric 'wells 8A7/201010:39:31 P Sustem ended the call. Port Mame iz

...... B At Sl 5 "' 8/11/2010 10:42:04 P System ended the call. Port Mame iz

...... B Events 3 _
Eric ‘wellz 81/201010:43:47 P System ended the call. Port Mame iz

------ l] Syskem Errors and Warnings
------ l] Senk Ikems

..... 1] Received Calls User: Eric Wwells
Caller name: Shaun ‘wells

| o

% You can also access the Clear Log option by navigating to Tools > Clear Log.

3. Inthe Purge Log Entries dialog box that appears, specify the types of entries you want to clear from
the system. You can choose to clear all entries (select everything), entries created before the current
date (select entries created before today), entries of the previous months (select entries created
before the beginning of the month), and entries before a specific date (select entries created before
a specific date and enter the date in the appropriate field). When you have specified the entries you want
to delete, select OK.

—ehich entries would vou like purged:: —|
¥ everything
I
" entries created before today
I
"~ entries created befare the beginning of the manth
I
{” entries created befare a specific date
| 9/ 7 j2010 j
(] 4 I Zancel | Help |
You cannot delete log entries until all errors and warnings have been acknowledged.
% For information on acknowledging errors and warnings, refer to Acknowledging
Errors and Warnings on page 12.
14 Copyright © 2010 ADTRAN, Inc. B6UCSCG0002-29A
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Archiving Logs

Logs can be archived for export and storage. The UC server can be configured to automatically archive
logs, or logs can be archived as needed. In addition, archived logs can be renamed as needed. The
following sections describe the functions surrounding log archives.

Automatically Archiving Logs

Administrators can set UC server logs to automatically archive based on a configured size limit for the log
file. When the size of the log exceeds that threshold, it is automatically archived. To configure logs to
archive automatically, follow these steps:

1. Log into the UC server as the local administrator. Connect to the UC client as administrator, and
navigate to the Admin tab. Select Tools from the tool bar and then select Options from the drop-down
menu.

# Net¥anta UC Client
File Edit View | Tools Help

IEREEE i EIEE

ﬁ il | Eric Delete Archive. ..
u
Activate Service, . 2001 | AZEI'
Resynchronize All Message Waiting Lights [ ! mn
03] Eric ‘wellz
i@ Customize. .. ; [2004]
I— - [2004] Eric: wells
T &3 Quick Fae, . 003] Eric whells
ogs .
b [2004] Eric 'wells
B Audic Change Wser PIM,.,, [2004] Eric el
i Whells
Bl Evert: Change User Password, .. _
2004 Eric: 'well
Bl 5vster Set Handset Preference. .. [ ! flewels
l] Sent I Synchronize contacts, .,
- {E[E] Receis Connect to Server... ) g”
Caller number: 20
Called number: 20
Port name- M

6UCSCG0002-29A Copyright © 2010 ADTRAN, Inc. 15
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Using Logs in the NetVanta UC Server

2. In the Options menu, select the General tab.

Options E
Message Buffering I Message Archiving I Fax-on-demand I Fax Messages
Message Waiting Light Active Domains

isgnostics System Options I Mailbox Management TUL
General | ialing I Message Delivery I Operator Definition I Woice Mail I Identity

Syskem announcement gender

" Female
g * Male

‘Automatic log archiving
gé V¥ Enable automatic archiving

Automatically archive the logs when log file size is greater than

I 1000 3: KBytes

Do not allow log File writing when disk storage available is less than

\ I 50 3: MBytes

Auditing

V¥ Enable auditing

Keep audit records for I 30 days

Dial-by-name behavior

Flease select which order callers will enter names when using
dial-by-name Functionality

" First name, lask name

' Lask name, first name

Assisted transfer
Set the maximum time ko wait For answer before recalling an assisted
@ transfer attempt:

I 20 3: Seconds

Defaults |

OF I Cancel | Help |

From this menu, you can enable automatic log archiving by selecting the checkbox next to Enable
automatic archiving. By default, this option is enabled. In addition, you can specify the log file size
limit in KBytes. When the log file becomes larger than the number specified here, the log is
automatically archived. By default, logs are archived when they become larger than 1000 KBytes.

Lastly, you can specify the amount of disk space you want to devote to log archives. By default, the UC
server will not write any more logs to disk once the disk contains 50 MBytes of information.

3. When you have specified the automatic log archiving settings, select OK to exit the Options menu and

apply the settings.

16
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Archiving Logs

4. Aslogs are archived, they appear in the topics list in the Logs navigation pane. Archived logs are named
based on the date the log was created and how many logs have been created for that day (for example,

20070807 _0).

Adminiztration

Services

Announcements

Diigtribution Lists

Farez
Logs

Bl Logs
B Audit

I] Events

I] Syskem Errors and Warnings
I] Sent Ikems

2] Received Calls

B 20070807 0

Manually Archiving Logs

In addition to automatically archiving logs, logs can be archived manually by both PA/PBA users and

administrators. Each log type must be archived individually. To manually archive a log, follow these steps:

1. Select the log type that you want to archive from the list in the Logs navigation pane.

2. Right-click in the log’s summary pane and select Archive Log from the drop-down menu.

# Net¥anta UC Client =] B3
File Edit WYiew Tools Help
BRI EEEIEEEICETE IR
@ Admin | Erc Wels | Shaun wels |
Adminiztration Log Entry | User Drate/Time Drescription ;I
Services EB' Shaun Wells [2004] Admin 817/2010 2:33:33 AM System ended the call. Port Name is
Announcements EB' Eric: wells [2003] Eric 'wells 817/2010 2:34:27 AM The call was transferred. Port Mame
Distribution Lists g& Shaun Wells [2004] Eric Wells 8/11/2010 8:23:25 PM System ended the call, Port Name is
fisies g& Shaun wells [2004] Eric Wells 8/11/2010 &:56:08 PM System ended the call. Part Name is
Logs g& Ericadal=l2003 Eric wells 8/11/2010 8:5%:06 PM System ended the call, Port Name is
'J Loos s Eric Wells 8/11/201010:33:31 PM System ended the call. Port Name is
W At & sh Eric Wells 8/11/2010 10:42:04 PH System ended the call. Port Name is
W Events @ Shaun Wells [2004] Eric Wells 8/11/2010 10:43:47 PM System ended the call. Port Name is
l] Syskem Errors and Warnings i 4,:‘
l] Senk Ikems I t
1] Received Calls | @ User Eric Wwells

% You can also access the Archive Log option by navigating to Tools > Archive Log.

6UCSCG0002-29A
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3. Inthe Archive Log Entries dialog box that appears, specify the types of entries you want to archive.
You can choose to clear all entries (select everything), entries created before the current date (select
entries created before today), entries of the previous months (select entries created before the
beginning of the month), and entries before a specific date (select entries created before a specific
date and enter the date in the appropriate field). When you have specified the entries you want to delete,

select OK.

il Archive Log Entries | x| ‘
—ehich entries would wou like archived: —|

¥ everything

™ entries created before boday

{~ entries created before & specific date

™ entries created before the beginning of the manth

|9x?x2|:|1|:|

(] 4 I Zancel |

R

You cannot archive log entries until all errors and warnings have been acknowledged.
For information on acknowledging errors and warnings, refer to Acknowledging
Errors and Warnings on page 12.

4. Aslogs are archived, they appear in the topics list in the Logs navigation pane. Archived logs are named
based on the date the log was created and how many logs have been created for that day (for example,

20070807_0).

Adminiztration

Services

Announcements

Diigtribution Lists

Faxes
Logs
Bl Logs
...... B 2odic
...... IJ Events

------ Bl svstem Errors and Warnings
------ Bl sent Trems

...... {’.| | Received Calls

B 20070807 0

18

Copyright © 2010 ADTRAN, Inc.

6UCSCG0002-29A



Using Logs in the NetVanta UC Server

Archiving Logs

Renaming Archived Logs

When logs are archived, the files are named based on the date the archive was made. To rename these files,
follow these steps:

1. Select the archived log that you want to rename from the list in the Logs navigation pane.

File Edt Wiew Tools Help

4| Netvanta UC Client ] B3

(W% mh e s mee X v [« + B [@)2 ]

& Adin | i twells | Shaunwels |

Administration

Log Entiy

[ User

Date/Time

Desciiption

Services

Announcements

Distribution Lists

Faxes

Logs

Wl 5ystem Errors and Warnings
Wl sent Thems

Bl Recsived Calls

o

2. Select Edit from the tool bar and select Rename.

File ’ﬁ Wiew Tools Help
“1 E W Duplicate

— Eenarne
ﬂ K Delete...

F Elay

Delete

# Net¥anta UC Client

F.§|BIB[EX y &>

Log Entry

— [odify:
Reschedule
Earward
Suspend

1 One-time Message L4
. Record L4

|§ Froperties. ..

ST T T O S AT AT T
l] Senk Ikems
Bl Received Calls

. 0070c07.0)

2l

6UCSCG0002-29A
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3. Enter the new name for the archive into the appropriate field and select Enter.

# Net¥anta UC Client

File Edit WYiew Tools Help
JJ“D*:’E’E‘*@|@|5@§|@|@[EX

@ advin | Edcwells | Shaunwets |

Adminiztration

I=1

Services

Announcements

Distribution Lists

Faxes
Logs
Bl Loas
(. B Audic
- l] Events

- l] Syskem Errors and Warnings
- l] Senk Ikems
- Il Received Calls

E usercalls]

[[a

Deleting Archived Logs

To delete an archived log, follow these steps:

1. Select the archived log that you want to delete from the topics list in the Logs navigation pane.

# Net¥anta UC Client 9=l E3
File Edt Wiew Tooks Help

[k m 6| =r @ mecX > [« +8|@) 2]
@ adin | el | Shauntwets |

Adrinistration Log Eny [ User Date/Time Deseiption
Services

Announcements
Distribution Lists
Faxes

Logs

Wl 5ystem Errors and Warnings | | T
4 »

Wl sent Thems

Bl Recsived Calls

o
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Exporting Logs

2. Select Edit from the tool bar and select Delete.

File | Edit Wiew Tools Help

# Net¥anta UC Client

i1 | B Duplizate i & | emoeE X

5 BE Rename

Delete

— [odify:

— Reschedule

Earward

Suspend

1 One-time Message L4
. Record L4

|§ Froperties. ..

l] Senk Ikems

=Y e ol

3. Next, select Yes to confirm the deletion.

continue?

ADTRAN Net¥anta UC Client E

‘fou are about to delete the selected object{s). Do you wish ko to

Exporting Logs

Logs can be exported as tab-separated or XML-based files using the Import/Export wizard. The log files
can then be used by other reporting applications to provide historical reports on UC server activity. To

export a log, follow these steps:

1. Navigate to File > Import-Export Wizard in the UC client tool bar.

# Net¥anta UC Client
File Edit “iew Tools Help

i & | e eE

-

[ew

& Open Chrlso
Save fttachment, ..

=] Send Fax. ..

S prirt...

Import-Expork Wiz

Recent File

X Close

e [ I
- l] Events
- l] Syskem Errors and Warnings
- l] Senk Ikems

6UCSCG0002-29A
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Using Logs in the NetVanta UC Server

2. Select Next on the first Import-Export Wizard dialog box.

Import-Export Wizard [ %]

Welcome to the Import-Export Wizard

This wizard will guide vou through a sequence of steps to
impart and export files to and From your user account,

i

To continue, click Mext,

= Back I Mexk = I Cancel

3. Select Export Activity Report and select Next.

port—Export Wizard [ %]

Task Selection
Select the task that you want to perform, It

Select the task you want ko perform:

Import data From the file system
Exj

< Back I Mexk = I Cancel

22
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Exporting Logs

4. Select the types of logs that you want to export, and select Next.

Import-Export Wizard [ %]
Log Type Selection e ]

Select the types of logs you want to export, It

Select the logs you want to export:

E-mail Transmission Qukcome
Errar

Fax On Demand Qubcome
Fax Transmission

One Time Message Delivery
Pager Motification Qubcome
Yaice Mail Access

User Defined

Cuthbound Call Qukcome
audit

< Back I Mexk = I Cancel |

5. Now, specify whether you want to export all logs or only logs from a specific date range. If you only
want to export logs within a date range, enter the dates in the appropriate field. Then select Next.

Import-Export Wizard [ %]
Date Range Selection e ]

Select the logs you want to include in the export, It

Select the range of logs you want to include in the export., This will include any
archived logs if they were archived within the specified date range.

& alllogs
Export all logs.

" Logs that occur within a date range

Export only those logs that Fall within the range specified below:

From: |9,|’ 32010 VI
Ta: ng 3jz010 vl

< Back I Mexk = I Cancel

6UCSCG0002-29A
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Using Logs in the NetVanta UC Server

Select the file type (tab-separated or XML-based) for the log that you want to export. Additionally,

specify a name for the log file in the appropriate field. Once you have entered the file type and name,

select Next to export the log.

Import-Export Wizard ]

Export File Type Selection

Select the file name and type For the log activities output, It

Tab Separated Yalues (TSY)
extensible Markup Language (XML}

Save the exported file name as:

Select the file bype the log activities output:

Browse. .. |

< Back I Mexk = I

Cancel |

Once the log is exported, select Close to exit the Import-Export Wizard.

Using the Errors and Warnings Log for Troubleshooting

The logs recorded by the UC server provide significant information about the configuration, operation, and
use of the UC server. The following table outlines specific log entries that you might encounter, and
possible causes, and solutions for those errors or warnings.

Ry

The following log entries are example entries and use the % symbol to indicate variables.
For example, %s indicates a string variable (for example, user name), %d represents an
integer variable, and Ox%08x represents a 8-digit hexadecimal integer.

Table 1. Potential Error and Warning Log Entries, Causes, and Solutions

Log Entry Severity Possible Causes and Solutions

Failed to create identity %s. Serious Verify that all UC server processes are started, and

Internal error %d. Error retry creating that identity.

Failed to deliver a message to Serious This error can be caused by messages that were

user %. Error queued for delivery but attempted delivery has
failed. When this occurs, messages are delivered to
the system defined default mailbox. Verify the
connection and permissions to the message store.

Failed to get server object for Serious Verify the network connectivity and the UC server’s

user %. Error service accounts file permissions in the \UC Server
folder.
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Using the Errors and Warnings Log for Troubleshooting

Table 1. Potential Error and Warning Log Entries, Causes, and Solutions (Continued)

restarted to recover from an
error condition.

Log Entry Severity Possible Causes and Solutions

Failed to update Active Directory | Serious Verify the network connectivity, the connection to

user’s extensions (hr=0x%08x). | Error Active Directory, and the UC server’s service
accounts file permissions in the \UC Server folder.
Rerun the Server Configuration wizard.

Internal error finding the Serious Verify the connection to Microsoft's Exchange

Exchange Server message Error Server and validate that the UC server’s service

store. account has the appropriate permissions
configured.

System diagnostics has Serious This error indicates the port auditing system has

detected a potential problem Error detected a problem with one or more of the system

with port %s. ports. These problems can include a bad private
branch exchange (PBX) port or that the wiring is
connected to the wrong port on the PBX. To verify
the wiring, call each port individually and monitor
them in the UC server Ports Manager to validate
that calls are being received on the expected port.

The minimum disk storage Serious Increase the disk storage or remove any files that

threshold has been exceeded. Error are not required.

New voice messages will not be

saved until the problem is

corrected.

Application Services have been | Fatal Error In most cases, the system will operate normally after

this occurs. However, if this log entry appears
regularly or frequently, you should investigate
further. This message can potentially be caused by
the following: Microsoft Exchange Server is not
responding in a timely manner, Microsoft Active
Directory responses are slow, the UC server system
CPU is overloaded, other activities are slowing
down operation (such as virus scanning), or there
are software issues. To investigate these possible
causes, validate the following: voicemail and auto
attendants are operating correctly, the UC client is
connected to the server, and that user mailboxes
are accessible from all mail servers. In addition,
review previous logs to see if there is a pattern (for
example, they all occur at 3:00 a.m.). If there is a
pattern, consider the possibility of other activities
interfering (such as virus scanning, updates, etc.). If
the logs occur rapidly or frequently, there is likely a
problem in the configuration or operation and you
should contact technical support. If logs occur
infrequently, continue with normal operation.

6UCSCG0002-29A
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Table 1. Potential Error and Warning Log Entries, Causes, and Solutions (Continued)

Log Entry Severity Possible Causes and Solutions

Call reason code %s is invalid in | Warning An analog PBX configuration file has been edited

key: %s manually and a specified call reason code for an
in-band signaling key doesn’t exist in the valid call
reasons defined in the same file.

Cannot write to file xxx. Warning Verify the UC server’s service accounts file
permissions in the \UC Server folder and rerun the
Server Configuration wizard.

Configuration file could not be Warning This warning occurs when the PBX-specific

copied: %s configuration file doesn’t exist and the template
configuration file cannot be copied. Verify the UC
server’s service accounts file permissions in the
AUC Server folder and rerun the Server
Configuration wizard.

Configuration file does not exist: | Warning The file \UC Server\Data\System\

%s CallinfoOverride.cfg has been edited manually and
one or more of the entries in this file are invalid.
Consult the inline documentation for details about
valid syntax rules.

Duplicate override spec: %s in Warning An analog PBX configuration file has been edited

key %s manually and an in-band signaling key’s match
pattern has been duplicated.

Duplicate pattern type %c in Warning An analog PBX configuration file has been edited

match pattern: %s in key %s manually and an in-band signaling key’s match
pattern has been duplicated.

Error: ‘%s’ compiling regular Warning An analog PBX configuration file has been edited

expression: %s in key %s manually and an in-band signaling key’s match
pattern cannot be converted to a regular expression.

Exception %s caught, wrong Warning The file \UC Server\Data\System\

format in override rule file on CallinfoOverride.cfg has been edited manually and

line: %s one or more of the entries in this file are invalid.
Consult the inline documentation for details about
valid syntax rules.

Exception caught, wrong format | Warning The file \UC Server\Data\System\

in override rule file on line: %s

CallinfoOverride.cfg has been edited manually and
one or more of the entries in this file are invalid.
Consult the inline documentation for details about
valid syntax rules.

26
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Table 1. Potential Error and Warning Log Entries, Causes, and Solutions (Continued)

Log Entry Severity Possible Causes and Solutions

Failed to retrieve server address | Warning The UC server is unable to find the network address
on the associated network adapter. This commonly
occurs if the files were copied from one UC server
machine to another. To correct this, navigate to the
appropriate Communication System and reselect
the adapter that you want to bind to the UC server.

Select OK.
Failed to update %s’s database | Warning This warning indicates a problem communicating
with the received fax. The fax with the database defined in the Receive Fax
will be saved instead to the element. Check your database connection
default mailbox. parameters and ensure that the database is
available.
Incompatible match pattern: %s | Warning An analog PBX configuration file has been edited
or overrides in key %s manually and an in-band signaling key’s match

pattern is invalid.

Input file xxx does not exist Warning Verify the UC server’s service accounts file
permissions in the \UC Server folder and rerun the
Server Configuration wizard.

Invalid call progress tone spec: Warning A PBX configuration file has been edited manually,
%s and “StandardTone[x]” (where [x]=1 to 9) is defined
and formatted incorrectly.

Invalid disconnect spec: %s Warning An analog PBX configuration file has been edited
manually and there is an error with the value for the
tag “disconnectType.” It must match one of the
following values: positive, disconnectTone,
disconnectDTMFSequence, or disconnectSilence.

Invalid disconnect tone spec: Warning An analog PBX configuration file has been edited
%s manually and the tag “disconnectType” has a value
of disconnectTone and the required corresponding
tag “disconnectTone” is missing from the same
configuration file.

Invalid override spec: %s in key | Warning An analog PBX configuration file has been edited

%s manually and an in-band signaling key’s match
pattern is invalid.

Key ‘disconnectType’ not Warning An analog PBX configuration file has been edited

defined: %s manually and the tag ‘disconnectType’ is not
present.

No key is defined in section: %s | Warning An analog PBX configuration file has been edited

manually and all keys are missing from the section
‘In Band Signaling.’
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Table 1. Potential Error and Warning Log Entries, Causes, and Solutions (Continued)

Log Entry Severity Possible Causes and Solutions

No match pattern is defined in Warning An analog PBX configuration file has been edited

key: %s manually and an in-band signaling key is missing a
match pattern.

No reason codes are defined in | Warning An analog PBX configuration file has been edited

key: %s manually and the reason code for an in-band
signaling key is missing.

Pattern type %d not supported Warning A PBX configuration file has been edited manually,

yet and an in-band signaling protocol definition was
added that is not yet supported.

System did not receive caller ID | Warning Verify that caller ID is available when attempting to

information from the modem and send a pager notification that includes sending the

hence, could not transmit it to caller ID.

your pager. Ensure that your

phone rings at least twice before

answering otherwise you will not

receive caller ID information.

The current number of ports has | Warning Verify that you have enough ports or application

exceeded the number of server channels licensed. To verify the licensing,

licensed ports. navigate to Help > Licensing Information to refer
to the existing licensing capabilities. Contact your
sales representative to purchase additional ports or
application server media channels.

The data source, %s, Warning ServiceStateMachine when an element refers to a

referenced in the element, %s, data source that no longer exists. Verify the

is unknown. following: that the open database connectivity
(ODBC) data source (if applicable) and the fields in
the reference data source are configured correctly.

The specified number was Warning This warning occurs when the application server

disallowed by dialing attempts to dial a number that matches a dial

restrictions. restriction entry (configured in Tools > Options >
Dialing). Verify the application server toll
restrictions.

Unable to communicate with Warning This warning indicates the application server could

remote agent %s not communicate with the IP Office remote agent.
Verify the remote agent properties, IP address, port,
and network connection state.

Unable to deliver a message to | Warning This warning indicates there was a problem

user %s

delivering a voice or fax message to a user. Verify
your message store and network connection states
to ensure that the connection to the message store
is available. This error occurs on the first message
delivery failure.
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Using the Errors and Warnings Log for Troubleshooting

Table 1. Potential Error and Warning Log Entries, Causes, and Solutions (Continued)

Log Entry Severity Possible Causes and Solutions
Unrecognized character %c in Warning An analog PBX configuration file has been edited
match pattern: %s in key %s manually and an in-band signaling key’s match

pattern has an invalid character.
Wrong format in override rule file | Warning The file \UC Server\Data\System\

on line: %s...

CallinfoOverride.cfg has been edited manually and
one or more of the entries in this file are invalid.
Consult the inline documentation for details about
valid syntax rules.

Table 2. Potential Error and Warning Log Entries When Integrating
with an Avaya Definity PBX

Log Entry Severity Possible Causes and Solutions

%s display pattern not defined | Warning The Definity PBX configuration file in use has been
edited manually and a required display pattern is
missing.

Error in repeat count after* _’in: | Warning The Definity PBX configuration file in use has been

%s edited manually and an error was encountered in
parsing a ‘display format’ entry.

Error in repeat count after ‘%c’ | Warning The Definity PBX configuration file in use has been

in: %s edited manually and an error was encountered in
parsing a ‘display format’ entry.

Display format definition error, Warning The Definity PBX configuration file in use has been

no matching ‘\’ found: %s edited manually and an error was encountered in
parsing a ‘display format’ entry.

Display format error, illegal Warning The Definity PBX configuration file in use has been

character ‘%c’ is found: %s edited manually and an error was encountered in
parsing a ‘display format’ entry.

Error: ‘%s’ compiling regular Warning The Definity PBX configuration file in use has been

expression ‘%s’ from display edited manually and an error was encountered in

rule ‘%s’ parsing a ‘display format’ entry.

Error in reason code Warning The Definity PBX configuration file in use has been

translation, at most two edited manually and a reason code translation has

characters are allowed in each more than two characters in a field (fields are

field: %s separated by a comma).

Error in repeat count after*_’in: | Warning The Definity PBX configuration file in use has been

%s edited manually and an error was encountered in
parsing a ‘display format’ entry.

Error in repeat count after ‘%c’ | Warning The Definity PBX configuration file in use has been

in: %s

edited manually and an error was encountered in
parsing a ‘display format’ entry.
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Table 2. Potential Error and Warning Log Entries When Integrating
with an Avaya Definity PBX (Continued)

Log Entry Severity Possible Causes and Solutions

Failed to parse pattern line Warning The Definity PBX configuration file in use has been

‘%s’, ignoring edited manually and a display pattern has an invalid
value.

lllegal characters found in Warning The Definity PBX configuration file in use has been

allowedNondigitCharactersinE edited manually and the

xternalNumber% “allowedNondigitCharactersinExternalNumber” tag
has one or more invalid characters.

lllegal characters found in Warning The Definity PBX configuration file in use has been

literals in %s edited manually and an error was encountered in
parsing a ‘display format’ entry.

Pattern length (%d) differs from | Warning The Definity PBX configuration file in use has been

display length (%d) in pattern:
%s

edited manually and an error was encountered in
parsing a ‘display format’ entry.
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